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1 Introduction

Purpose

This document is prepared for the Service Provider and the delegated Data Entry Account to
use the online eHealth System (Subsidies) in supporting the COVID-19 Vaccination
Programme Documentation. The instructions and procedure to access the functions provided

by eHealth System (Subsidies) for Service Providers are described.
This document covered the functions related to COVID-19 vaccine documentation, printing

of vaccine record, voiding a vaccine record, eHealth (Subsidies) account creation, login and

logout, inbox, service provider profile management and data entry account management.
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2 Definitions

Validated eHealth

(Subsidies) account

A registered and validated account in the eHealth System
(Subsidies).

Temporary eHealth

(Subsidies) account

Account registered in eHealth System (Subsidies) but has not

been validated with Immigration Department.
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3 Login

The system is available in Chinese and English version and some of the functions are
available in text-only version. You can switch among the versions by pressing the “E<5&” |

“English” and “Text only version” on the top right hand side.

Service Providers can login the system with their username, password and the token’s

passcode while the delegated data entry accounts can login the system with their username,

password and the service provider ID or username.
Pressing here to

switch the language

| = eHealth System (Subsidies) - System Login - Internet Explorer f s
= Text Only Version %he
| CHealth System [531@\% |
(Subsidies) 2= hEH
chealth |
/% Login /7= ogin
g User Manual
Account Type @ Service Provider O Data Entry Account
ﬁ Useful Link Service Provider ID / Username 00123456 Can't access to your account?
- Password
() FAQs G (m.m BEREEE)
Token Passcode s W
\;é Contact Us =
¥ Easy Guide
&~
0 Download Area
=2 Release Notes
Privacy Policy | Important Notices | System Maintenance
#®100% v

Fig. 3-1 Login Page

3.1  Service provider Login

Service Providers can access the System using the service provider ID or username created in
the account activation process, own password and the passcode of the token.

a. Inthe login page, select ‘Service Provider’ from the Account Type. (Fig 3.1-1)

b. Input login ID, password and the token’s passcode in the login screen.

c. Click "Login" button to login.
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d.  After login is successful, the home page is displayed. (Fig. 3.1-2)

17 wreat Symem o] Select “Service Provider”

ZHealth Syste
(Subsidies)

Enter ID, password and token

passcode and then press “Login”.

7Teann

% Login /72 ogin
g User Manual

ﬂ Useful Link Service Provider ID / Username

Password
[ ) FAQs

Token Passcode

Account Type @ Service Provider C

00123456

ry Account

Can't access to your account?
J 4/ o=
l Token Passcode ’

% Contact Us
-

"i«; Easy Guide
0 Download Area

L

~ Release Notes

Privacy Policy | Important Notices | System Maintenance

#100% ~

Fig. 3.1-1 Login Page

~A\/ - : Ao S
ZHealth Systemm covip-19 DEMd BE (7
(Subsidies) . ET'I
WAN YAN SUM cnea :!m-
070212021 16:25:23
=® Claim 7 ogin Information
=
F COVID-19 Vaccination ,2 Last Successful Login: 07 Feb 2021 15:04
55| Programme *= ' Last Failure Login: 07 Feb 2021 10:57
Vaccination Record
Enquiry 9 What's New
=k Vaccination File 10 5 a.m.. We apologize tor any inconvenience caused
Management 15 Jan 2021 W(h effect from 18 January 2021, the Vaccination Subsidy Scheme (VSS) Team
and Division of the Ds
Healm has been relocated to 3/F, Two Harbourfront, 18-22 Tak Fung sueewung
§ Record Confirmation Hom,Kowloon.
@n Claim Transaction - lie
& Management #Task List
"‘l eHealth (Subsidies) @ List of Claims Pending Confirmation
Account Rectification You have 93 record(s) pending confirmation. GO »

-
%, Monthly Statement
: @ List of Outstanding Temporary eHealth (Subsidies) Account Pending Confirmation

You have 18 record(s) pending confirmation. (
& My Profile ) pending GO »

! User Manual

o
=% Release Notes

Fig 3.1-2 Home Page
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Remarks:

I. You should input the login information carefully as the system will auto lock the user

after 5 consecutive invalid attempts.
6.1 ‘Service Provider — Forgot Password/ Account Locked’ for details.

To unlock your account, please refer to section

ii. A warning message will be displayed at your home page if you haven’t changed your

password for over 60 days.

iii. You will be logged out automatically after idling for 20 minutes.

3.2 Data Entry Account Login

Service Providers can create Data Entry account for the COVID-19 Vaccination Programme.

The Data entry account can login the system using the username, password and the

corresponding service provider ID or username.

Click “Login” button to login.

oo T

Select “Data Entry Account”

~

In the login page, select ‘Data Entry Account’ from the Account Type. (Fig 3.2-1)

After login is successful, the home page is displayed. (Fig 3.2-2)

N
r E—
& eHealth System (Subsidies) - System Login - Internet\ \

o B

Health System

(Subsidies)
g User Manual
Account Type
ﬁ Useful Link Username
™ Password
\.) FAQs
Service Provider ID / Username
o Contact Us

v 2
- Easy Guide
u Download Area

== Release Notes

Privacy Policy | Important Notices | System Maintenance

Text Only Version %42
EfEE
chealth

O Service Provider @ Data Entry Account

NURSE_DE
00123456

%

Can't access to your account?

#100% v

Fig 3.2-1 Login

Input username, password and the service provider ID/username in the login screen.
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Health System S [ S
(Submc‘neysﬂ W BEm
WAN, YAN SUM y C health

or Y Llogout 07/02/2021 16:25:23
—
& Claim
5314 COVID-19 Vaccination Last Successful Login 07 Feb 2021 15:04
:"]‘v Programme Last Failure Login 07 Feb 2021 10:57
7 Vaccination Record
Enquiry “t9
W= Vaccination File 105 am. We apoiogize 10r any mconvenience caused
fr.’:armgemcm 15 Jan 2021 With effect 2021, the Vaccination Subsidy Scheme (VSS) Team
naannd gement and Vaccination Division of the Department of
2 docated to JF, Two Harbourfront, 18-22 Tak Fung Street,Hung
§ Record Confirmation HomyKowtooe:
@u Claim Transaction Lt
. Management 2
=4 eHealth (Subsidies) @ Listc i ton
P A ectification
Account Rectification You have 93 record(s) pending confirmation G0 )
- .
% Monthily Statement
@ List of Outstanding Temporary eHealth (Subsidies) Account Pending Confirmation
You have 18 record(s) pending confirmation u
g My Profile ! o0

g User Manual

=9 Release Notes

Fig 3.2-2 Home Page

In the first successful login, the data entry account will be asked to change the password

before going to the home page (Fig. 3.2-3).
Enter the current password in the field ‘Old Password’

Click the “Accept” and press the “Confirm” button to confirm.

o0 o

Enter the new password for fields ‘New password’ and ‘Confirm password’

The password will be changed and the Home page will be displayed afterwards.

and accept the Agreement.

In your 1* login, you have to change your password

This is your first time to login this system, you password.

NURSE_HO

Fracy Pebor | Discasmer | Sestern iyrdanance d

o T we .

Fig 3.2-3 Data entry account to change password for 1* login
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Remarks:

I. You should input the login information carefully as the system will auto lock the

user after 5 consecutive invalid attempts. To unlock your account, you should

contact your Service Provider.

ii. A warning message will be displayed at your home page if you haven’t changed

your password for over 60 days.

iii. You will be logged out automatically after idling for 20 minutes.

4 Home Page

After successful login, the Home page will be displayed. The service provider Home page

will have the Task List showing the outstanding tasks to be completed. (Fig. 4-1).

new will be displayed if there is new information to be announced.

You can collapse or expand the

menu by clicking the ‘Menu’ bar.

1/

@ eHeatth System (Subsidies) - Home Page

b JE nglish]

Health S (mg! oy,
(Siosdies ;—& e
VACCINATION, CENTRE "heal‘th

06/01/2021 19:53:23

e——
-_—— R »
& Claim =
%34 COVID-19 Vacd essful Login 06 Jan 2021 19:52
|e=)¥ Programme pAilure Login 30 Dec 2020 11:55
e .
) Vaccination Record -
4 Enquiry #

N=): vaccination File

You have no outstanding taskl
Management

Record Confirmation

&# Claim Transaction
#. Management

w=j eHealth (Subsidies)
¥ Account Rectification

-
= Monthly Statement

& My Profile

Ay User Manual

o X

%100% -

Fig. 4-1 Home page for Service Provider

What’s
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MAK. MANGO < D chealth

QTS P — 071122011 10:46:38
Last Successful Login 07 Dec 2011 10:43
Last Failure Login 07 Dec 2011 10:34
%
2

@ List of Unread Message

You have 3 unread message(s) “

@ List of claims pending completion

You have 4 record(s) with incomplete information “

@ List of claims pending confirmation

You have 3 record(s) pending confirmation. “ -
Dene [0 [T T [ SdLocalintanet [Va - ®mlioe -

Fig. 4-2 Home page with collapsed menu.

Inbox button
»  Pressing this button will go to the Inbox function. “Inbox” is only available for service

provider and not for data entry account.

Logout button

»  Pressing this button will logout from the system.

Menu
»  User can access function by pressing the menu item on the left hand side. You can also

collapse or expand the menu by clicking the ‘Menu’.

Login Information

»  To show the last successful login and last failure login time for user reference.

What’s New

»  What’s new will be displayed if there is new information to be announced to users.
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5 My Profile

In the function of “My profile”, the service provider can view of his own information, change

the web username, web password, IVRS password, default web interface language and

maintain the data entry account.

allowed in this function.

You can access the “My profile”

While for data entry account, only change password is

from the menu on the left hand side.

& eHealth System (Subsidies) - Home Page - Internet Explacer

Health System
(Subsidies)
VACCINATION, CENTRE

—-—
& Claim

o Last Successiul Login

=

COVID-19 Vaccination
Programme: Last Failure Login:
=2 Vaccination Record
Enquiry

-
2

M=) Vaccination File
[#=] Management

— .
vl{ncnrd Confirmation

&8 Claim Transaction
. Management

=i eHealth (Subsidies)
¥ Account Rectification

-
=7 Monthly Statement

i 3 My Profile )

A User Manual

o x

¥
=igiE
chealth

—s&

06 Jan 2021 19:52
30 Dec 2020 11:55

#H100% -

Fig. 5-1 The menu

5.1 Service Provider

5.1.1

Change System information

Click the tab page of “System Information” under “My Profile” (Fig 5.1.1). Click “Edit”

button and you can change system information.
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@Login Information

Service Provider ID 90002920
Username CENTRE
Token Serial No. 88061370

@ System Settings
Default Web Interface Language English v

@ Password Settings

Personal Particulars | Medical Organization Information | Practice Information || Bank Information | System Information Iﬁ

Change Web Password

Activate IVRS Password

Press “Edit” to change details.

Fig 5.1.1 System Information

5.1.2 Change username

You can enter a new username and check whether the new username is free to use by pressing
the ‘Check Availability” button. If you are the current user of PPI-ePR/eHRSS, you can get
your username from PPI-ePR/eHRSS by pressing “Get Username from PPI-ePR/eHRSS’

button. Please note that the username cannot be 8 numeric digits.

save the change or “Cancel” to abort the change.

Personal Particulars | Medical Organization Information | Practice Information | Bank Information|

You can press “Save” to

@ Login Information

Ysemname CENTRE _Check Availability » J

Web username tips
1. Username length: 4 - 20 characters

Service Provider ID 90002920 /

Check whether the user name

is available for use.

ntenance

et Username from PPl-ePR/eHR >

2. Available characters shown as below
- English characters (A through Z)

- Underscore "_" or full stop "."

@ System Setiings
Default Web Interface Language English v

- Numerals (0 through 9) You can get the user name
Token Serial No. 88061370 from PPI-ePR/eHRSS if you

are their user.

@ Password Settings
[Jchange Web Password

[ Activate IVRS Password

S
(o or add pracice(s to Primary Care Direciors SN ==

wvacy Policy | Important Notices | System Maintenance

Press “Save” after change.

Fig 5.1.2 Change username
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5.1.3 Change default language

You can select the default language to either Chinese or English. The selection will also be
applied to the subject of the email to your email address or the message to your Inbox. You

should press “Save” to save the change and the selection will be effective in your next login.

@ Login Information
Service Provider ID 90002920

Ysemame [CENTRE L Check Availability > J
Web username tips

1. Username length: 4 - 20 characters
2_ Available characters shown as below
- English characters (A through Z)

- Numerals (0 through 9)
- Underscore "_" or full stop "."

Token Serial No. 88061370

@ System Settings
Default Web Interface Language % Select the default language

@ Password Settings
[Jchange Web Password

[JActivate IVRS Password

| Save » R Cancel X ]
—

Press “Save” after change.

Fig. 5.1.3 Change default language
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5.1.4 Change web password

To change your web password, you should click the checkbox of “Change web password”.

The old, new and confirm password will be displayed for input.

password to the ‘Old password’ and enter new password to the “New Password” and

“Confirm Password”.  You should press “Save” to save the change.

@ Login Information
Service Provider ID

Username

90002920

CENTRE eck Availability

Web username tips
1. Username length: 4 - 20 characlers
2. Available characters shown as below

(A through Z)
: h 9
Click the “Change i S)top
Token Serial No. Web passwor 4’
@ System Settings
Default Web Interface Language, i W

@ Password Setting

You can enter the current

¥ Change Web Password

Old Password
New Password

Confirm Password

Web password tips

1. Contains at least 2 of the following 4 character groups
(A through Z)

rs (a through z)

e Enter the old and new

ssssssssss fuch as |, §, #, %)

Poor ==

password.
. phone numbers, 1D

it are easily identified as

[IITTTTTYT] J

| password

[J Activate IVR S Password

Press “Save” after change.

Fig. 5.1.4 Change web password

5.1.5 Maintain Data Entry Account

Service Providers can delegate data entry accounts to document COVID-19 vaccination

records. To maintain the data entry account, Service Provider should click the tab page of

“Data Entry Account Maintenance” under “My profile”.
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[ —nbox — T togout ]
y Profile

-]

bersonal Particulars | Medical Organization Information || Practice Information | Bank Information || System Information | Data Entry Account M:
@ Data Entry Account List @Data Entry Account Information
Username
1 |DE_90000010_1 @ Login Information
2 |DE_90000010_2 Username |
3|DE_90000010_3 Username tips
4|DE_90000010_4 1. Username length: 4 - 20 characters
5|DE_00000010_5 Practice ¥ HEALTHY Clinic
6|NURSE HO T MEDICAL Clinic
7 | IESTER1 |
@ Password Settings
New Password l—
Confirm Password l—
Web password tips
1. Contains at least 3 of the following 4 character groups.
- English uppercase characters (A through Z)
- English lower case characters (a through z)
- Numerals (0 through 9)
- Non-alphabetic characters (such as !, $, # %)
2. Password length: 8 - 20 digits
3. Avoid using names, birthdays, phone numbers, ID numbers
or words or numbers that are easily identified as password
@ Account Status
Account Status I~ Suspended
Account Locked = Locked
Add »
L4l | D
£ T[T N imwmsmms ESUI R

Fig. 5.1.5-1 Data Entry Account Maintenance
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5.1.5.1 Create Data Entry Account

a. Press “Add” button in tab page “Data Entry Account Maintenance” under “My Profile”.

b.  Enter the data entry account username, select the available practices and enter the initial

password. The username should be unique under the Service Provider. You should

follow the password tips to input the password.

o

account will be shown in the “Data Entry Account List” on the left hand side.

Llﬁi_ L 2l
ticulars || Medical Organization Information | Practice Information || Bank Information || System Information || Data Entry Account Maintenance
try Account List @ Data Entry Account Information
Username
0010_1 @ Login Information
0010_2 Username
0010_3 Username tips
0010_4 1. Username length: 4 - 20 characters
5010 5 Practice I HEALTHY Clinic
— = MEDICAL Clinic
@ Password Settings
New Password li
Confirm Password li
Web password tips
1. Contains at least 3 of the following 4 character groups
- English uppercase characters (A through Z)
- English lower case characters (a through z)
- Numerals (0 through 9)
- Non-alphabetic characters (such as 1, $, #, %)
2 Password length: 8 - 20 digits
3. Avoid using names, birthdays, phone numbers, |D numbers
or words or numbers that are easily identified as password
@ Account Status
Account Status I= Suspended
Account Locked ™ Locked
Add
e |
L | I

' |

Press “Add” to add Data Entry Account.

S s e

Fig 5.1.5.1-1 Create Data Entry Account

Press “Save” to create the data entry account. Then the username of the new data entry
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personal Particulars || Medical Organization Information | Practice Information | Bank Information | System Information | Data Entry Account rﬁ

@ Data Entry Account List @ Data Entry Account Information

Username

DE_90000010_1 @ Login Information

DE_00000010_2 Username NURSEFO Input the Data Entry

DE_90000010_3 Username tips

DE_90000010_4 1. Username length: 4 - 20 characters Account Username

DE_90000010_5 Practice ¥ HEALTHY Clinic :
DAL G and select practices.

@ Password Settings

New Password e —— | ‘
pechanase Poor >>Moderate>> Strong

Confirm Password W I

Web password tips
1. Contains at least 3 of the following 4 character groups
- English uppercase characters (A through Z)
- English lower case characters (a through z)
- Numerals (0 through 9)
- Non-alphabetic characters (such as !, $, #, %)
2. Password length: 8 - 20 digits
3. Avoid using names, birthdays. phone numbers, ID numbers
or words or numbers that are easily identified as password

N

o &

Enter password

@ Account Status
Account Status I~ Suspended

Account Locked I Locked

e — Press “Save” after input

the information.

cy Policy | Disclaimer | System Maintenance
4

| T T M Towor -]

Fig. 5.1.5.1-2 Input and Save Data Entry Account

~AVIT r 2 EEED

ZHealth Systern coviD-19 DEMC =g
(Subsidies) Eﬁzﬁ
CHAN, FIVE MAN e health
U S 23/02/2021 16:22:23

M

Personal Particulars | Medical Organization Information | Practice Information | Bank Information | System Information | Data Entry Account Maint| Input the Data Entry

@Data Entry Account List @ Data Entry Account Information
Input "Usemame” | QLSS QRIS T
__Username @ Login Information Account Use ame
1 |DE 21 Username oE 53 Web username tips
2 |DE 22 = 1. Usemame length: 4 - 20 characters
3 IDEOT 2. Available characlers shown as below
- bEo? - English characters (A through )
2 - Numerals (0 through 5)
s |[pE03 - Underscore *_" or full stop "*
6 |DE04
P - E— Practice B Hong Kong Central Library - Booth 1 (1)
T o | B Hong Kong Central Library - Booth 2 (2)
[9_[DE0T [ Hong Kong Ceniral Library - Booth 3 (3) J
[10|DE0S [ Hong Kong Central Library - Booth 4 (4) . .
[11|DE0S [ Hong Kong Central Library - Booth 5 (5) Please SeleCt the vaccination
12|DE10 B Hong Kong Central Library - Booth 6 (6)
13|DE11 B Hong Kong Central Library - Booth 7 (7) : .
14[DE12 [ Hong Kong Central Library - Booth & (8) bOO‘[h number for practlce m
15|DE13 EHong Kong Central Library - Booth 9 (9)
16|DE14 [ Hong Kong Central Library - Booth 10 (10} . . . .
s 4 Hiong Kong Central LbraryBooth 11 (1) Communication Vaccination
: 5 B Hong Kong Central Library - Booth 12 (12)
5 EHong Kong Central Library - Booth 13 (13)
= i Hong Kong Central Library - Boolh 14 (14) Centres (CVC)
EHong Kong Central Library - Booth 15 (15)

2 Hong Kong Central Library - Booth 16 (16)

[ Hong Kong Central Library - Booth 17 (17)

B Hong Kong Central Library - Booth 18 (18)

EHong Kong Central Library - Booth 18 (19)

EHong Kong Central Library - Booth 20 (20)
@ Password Settings

MNew Password

Confirm Password

Web password fips 1
1. Contains at least 3 of the following 4 character groups.
- English uppercase characlers (A through Z)

Enter password

Poor =>Moderate >> Strong

- English lower case characters (a through z)
- Numerals (0 through 5
- Non-alphabetic characlers (such as !, 5. #, %)
2. Password length: & - 20 digits
3. Avoid using names, birthdays, phone numbers, ID numbers or
veords or numbers thal are easily identified as password

@ Account Status

Account Status Suspended
Account Locked Locked Press “Save” after input

[ Cancel < i Save " ]

the information.

Fig 5.15.1-3 Input and Save Data Entry Account for CVC
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5.1.5.2 Edit Data Entry

Account

You should first select a data entry account to edit.

Click the tab page “Data Entry Account Maintenance” under “My Profile”.

Select the data entry account from the “Data Entry Account List” on the left hand side.

The corresponding data entry account details will be shown under the “Data Entry

Press “Edit” button. You can then change practice, reset password, suspend and reactive

After all changes are done, press “Save” button to make the

a.
b.

Account Information”.
C.

a data entry account.

change effective.

Pre

AN, HEALTHY

Personal Particulars | Medical Organi,

@ Data Entry Account List

/
/

Username
DE_90000010_1
DE_90000010_2
DE_90000010_3

4
5

/

DE_90000010
DE_90000010
NURSE_HO
TESTER1

~[@[o[s]w[r]—

acy Policy | Disclaimer | System Maintenance

entry details will be shown on the right hand side.

ss the Data Entry Account Username. The data

w clrrcailll
HSAR GONT

ation || Practice Information | Bank Information | System Information | Data Entry Account t

@ Data Entry Account Information

@ Login Information

Username NURSE_HO

ecties R HEALTHY Clinic

¥ MEDICAL Clinic

@ Password Settings
I Change Web Password

@ Account Status
Account Status I= Suspended

I” Locked

Account Locked

i

N\ R 0% -
N\

K|

I ]
Press “Edit” to edit the selected data
entry account details.

Fig. 5.1.5.2-1 Edit Data Entry Account
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Change practice for data entry account

You can change the practice for the data entry account by clicking the corresponding

checkbox of the practice. Then press “Save” button to make effective the change.

N, HEALTHY

T (hedin

gaMy Profile

@ Data Entry Account List

@ Data Entry Account Information

Username

DE_90000010_1

@ Login Information

DE_90000010_2

Username NURSE_HO

DE_90000010_3

DE_90000010_4

Practice

7 HEALTHY Clinic

DE_00000010_5

¥ MEDICAL Clinic

NURSE_HO

~[o[o[elwlm]—

TESTER1

@ Password Selimg

I” Change Web Password

@ Account Status
Account Status I” Suspended

Account Locked = Locked

Personal Particulars | Medical Organization Information || Practice Information || Bank Information | System Information | Data Entry Account |

K|

C |
M after change.
1

acy Policy | Disclaimer | System Maintenance

Press “Save”

Ny

| »
[T Mowemes  [wi0s -

Fig. 5.1.5.2.1-1

Change practice for data entry account
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5.15.2.2 Change/Reset password for data entry account

To change the password, you should click the “Change web password” checkbox. The new

and confirm password will be displayed for input.

=]

e

Personal Particulars | Medical Organization Information | Practice Information | Bank Information | System Information | Data Entry Account

@ Data Entry Account List @ Data Entry Account Information
Username
1|DE_oooooo1o 1 @ L agin Informatian
2 |DE_90000010_2 Username NURSE_HO
3|DE_90000010_3
4|DE_00000010_4 Practice ' HEALTHY Clinic
5|DE_80000010_5 JEDICAL Clinic
&|NURSE_HO Please make sure
7|TESTER1 ssword Seftings

/% Change Web Password

New Password li
sesesssse Poor =>Noderate>> Strong
Confim Password [05sssgey

Web password tips

. Contains at least 3 of the foll
- English uppercase charg,
- English lower case ch;
- Numerals (0 thro )
- Non-alphy yCharacters (such as !, $. #, %)

- length: 8 - 20 digits

3. Avoid using names, birthdays, phone numbers, |D numbers

or words or numbers that are easily identified as password

the password is

set according to

the password tips.

ing 4 character groups.
rs (A through Z)
cters (a through z)

@ Account Status

Account Status I” Suspended

Account Locked I” Locked
| r
| F ) N[ ammes R00% -

Press “Save” after change.

Fig. 5.1.5.2.2-1 Reset password for data entry account

Page | 18



5.15.23 Suspend and reactive data entry account

Click “Suspended” for the Account Status will suspend the data entry account. Unclick

“Suspended” will reactive the account.

=l
N | My Profile

Personal Particulars || Medical Organization Information || Practice Information || Bank Information | System Information | Data Entry Account t

@ Data Enfry Account List @ Data Entry Account Information
Username
1 |DE_90000010_1 @ Login Information
2 |DE_90000010_2 Username NURSE_HO
3|DE_00000010_3
4|DE_90000010_4 Practice ¥ HEALTHY Clinic
5 |DE_90000010_5 ¥ MEDICAL Clinic
6 |[NURSE_HO
7 |TESTER1 @ Password Seftings
¥ Change Web Password
W W ]
bl seesssses Poor =>Moderate => Strong

Confirm Password lm

Web password tips
Contains at least 3 of the following 4 character groups.
- English uppercase characters (A through Z)
- English lower case characters (a through z)
- Numerals (0 through 9)
- Non-alphabetic characters (such as !, 5, #, %)
. Password length: 8 - 20 digits
_ Avoid using names, birthdays, phone numbers, ID numbers
or words or numbers that are easily identified as password

w M

& Account Status

Account Status ™ Suspended

I~ Locked

.
N\ I :
| AN L T
/ )

Account Locked

Press “Save” after change.

Fig. 5.1.5.2.3-1 Suspend and reactive data entry account
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5.1524

Unlock data entry account

If the data entry account has attempted 5 consecutive invalid login, the account is locked and

cannot login again.

from the Account Locked field.

N, HEALTHY

vy P

T (eann

Personal Particulars | Medical Organization Information | Practice Information | Bank Information | System Information | Data Entry Account

@ Data Entry Account List

Username
DE_90000010_1
DE_00000010_2
DE_00000010_3
DE_00000010_4
DE_00000010_5
NURSE_HO
TESTER1

~[o o] & =

@Login Information
Username

Practice

@ Data Entry Account Information

NURSE_HO

FIHEALTHY Clinic
FI MEDICAL Clinic

@ Password Settings
I change Web Password

@ Account Status
FEcount Status

Account Locked

I™ Suspended

F Locked

acy Policy | Disclaimer | Systemn Maintenance
4

[T

| >
\ [ Oowrmms [0 -

=

a

Press “Save” after change.

Fig. 5.1.5.2.4-1 Unlock Data Entry Account

Service provider can unlock the account by un-clicking the “Locked”
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5.2

Data Entry Account

Data entry account can change password under “My profile”.

5.2.1 Change Password

Click the “Edit” button.
password, new password and confirm password fields are shown.

Then click the checkbox of “Change Web Password”.

Input the current

The old

password to the ‘Old password’ and enter the new password to the “New Password” and

“Confirm Password”.

tips.
login.

DEO2 (for WAN, YAN SUM)

f

A

@ Login Information

Press “Save” button to confirm the change.

A

Please make sure the new password follow the rules in web password

You can use the new password in next

- o

07/02/2021 11:37:05

Please make
sure the
password is set
according to the

password tips.

/|

Username DE02
@ Password Setlings
Change Web Password Web password tips
1. Contains at least 3 of the following 4 character groups.
- English uppercase characters (A through 7)
Old Password [ - English lower case characters (a through z)
- Numerals (0 through 9)
New Password I — - Non-alphabetic characters (such as I, $, # % :
e Poor >>Moderate>> Strong | 5 Passworg length. & - 20 digils 2
Confirm Password ’W 3. Avoid using names, birthdays, phone numbers, 1D
numbers or words or numbers that are easily identified as
password

Enter the old and new password

and press “Save”.

Fig. 5.2.1-1 Change password
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6 Recover Login

6.1 Service Provider — Forgot Password/ Account Locked

If Service Provider has forgotten the web password or the account has been locked, you can

recover your login by “Can’t access to your account” function.

a. In the login page, select “Service Provider” from Account Type. (Fig. 6.1-1)

b.  Press the “Can’t access to your account” link. The “Recover Login” page is displayed.
(Fig 6.1-2)

c. Enter the Service Provider ID, registered email address (the Service Provider’s email
address as recorded in the eHealth System (Subsidies)) and the token passcode. Then
press “Next”.

d. The system will check whether your information is correct. If so, a verification code will
be sent to your registered email address for password reset process. The verification
code would be valid for 10 minutes and the last sending time is shown for reference. In
case you cannot receive the email or the verification code is expired, you can click the
“Resend” button to resend the verification code. (Fig. 6.1-3)

e.  Enter the verification code as shown in the email. If the account is locked, HKIC No. of
the service provider is also required for further identification checking. Then press
“Next”.

f.  Enter the token passcode. Then press “Next”. (Fig. 6.1-4)

g. The new password is effective (Fig 6.1-6). You can now login the system with the

changed password.
(24 eHealth System (Subsidies) - System Login - Internet Explorer | (55 S

Text Only Version S57&
Health System BE (72 7
(Subsidies) &5 E
» chealth

/B / -

1> Login Fail

User Manual
ﬁ Account was locked. Please click "Can't access to your account?" to recover your login. [020001-E-

00006]

j Useful Link

Account Type ® Service Provider O Data Entry Account
Q FAQs Service Provider ID | Username #2Ccess (o your account?
Password 1 .
gealtt
| {30
g Contact Us Token Passcode — 2=
Ef Easy Guide - n

0_ Downlcad Area

== Release Notes

Privacy Policy | Important Notices | System Maintenance

0%

Fig. 6.1-1 Login Page
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= w i uiILn
HSIRGO
P

2. Verification 3. Reset Password 4. Complete

Simply complete the following requi Afterwards, an email will be sent to you to recover your login

Press “Next” after input. Then a verification code will be sent

Privacy Policy | Important Notices | System

to your registered email address (the Service Provider’s email

address as recorded in the eHealth System (Subsidies)).

Fig. 6.1-2 Recover Login Page

i aaa

In case you cannot receive the email or the

1. Account Information 3. Reset Password 4, Complete

code is expired, press the “Resend” button to
‘0 The verification code has been sent to your registered email address.

resend the verification code
The verification code has been sent to your registered email address. If you do not receive the emai

please click "Resend".

Verification Code

(Last sent at 16:51)

HKIC No_ of Service Rrovider  [a|[123456 | ([3])

Privacy Policy | Important Notices | System Maintenance

®100% -

Fig. 6.1-3 Recover Login Page — identification checking
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1. Account Infermation 8. Reset Password

4. Complete

Please input the token passcode

Verification Code Pass

HKIC No. of Service Provider Pass

Token Passcode

[ Cancel x ]

Privacy Policy | Important Notices | System Maintenance

S v
HSRGOHT

H100% ~

Fig. 6.1-4 Recover Login Page — enter token passcode

——

1. Account Informatien 2. Verification 4. Complete

Please enter your new password

Change Web Password 3\

New Web Password

Fpor => Moderate > Strong
Confirm Web Passwor

1. Contains at least 2 of the following 4 character groups
- English uppercase characters (A through Z) >

- English lower case characters (a through z)

- Numerals (0 through 9)

- Non-alphabetic characters (such as 1, §, # %)

Password lengih: 8 - 20 digits

Avoid using names, birthdays, phone numbers, |D numbers or words or

numbers that are easily identified as password

w

[Jchange IVRS Password /

Privacy Policy | Important Notices | System Maintenance

Wl <neain

Enter new web account

password

Press “Next” after input and
the entered new password(s)

will be effective.

Fig. 6.1-5 Recover Login Page — enter new password

Page | 24



1. Account Informatien 2. Verification 3. Reset Password

w vircailua
ARG

‘@ Your account is unlocked now. Please login with the new password.

Click https-//apps hev.gov hk/hesplen/ to login fo eHealth System (Subsidies).

Privacy Policy | Important Noticas | System Maintenance

SECURITY TIPS:  Memorise your password and never reveal it to anyone. Change your password on a regular basis.

E100% ~

Fig. 6.1-6 Recover Login Page — completion of reset password/ unlock account

6.2 Data Entry Account

The Data Entry Account should contact the Service Provider to reset the password if he/she

has forgotten the password.

Please refer to section 5.1.5.2.2 Change/Reset password for data entry account for details of

re-setting the password.
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7 Operation

7.1 Documentation for COVID-19 vaccination records

Healthcare professionals can document the COVID-19 vaccination records by the eHealth

(Subsidies) system.

7.1.1 Search for eHealth (Subsidies) account

a. Inthe menu, click the menu item ‘COVID-19 Vaccination Programme’. (Fig. 7.1.1-1)

b.  If you have multiple practices, you should select the practice. (Fig. 7.1.1-2). Then press
9

c. HKIC is selected by defaulted. You can change to other document type by choosing the

related radio button.

»  You can click the @ next to the ‘Document Type’ for an accepted document list

for different schemes. (Fig 7.1.1-3)
»  Press ‘Help’ button or follow the input tips (if applicable) for details to input the

information for eHealth (Subsidies) Account search.

d. Ifthe recipient has a HKIC, click “Read Card and Search” button. Insert the card and
Click “Confirm” button. Remove the HKIC after the system has read the personal
information successfully. (Fig 7.1.1-4)

e. If the recipient does not have a HKIC or the card does not work, you can input the HKIC
no. and Date of Birth, then click “Search” button. (Fig 7.1.1-5)

f.  Several results after searching the patient in system:
)} Patient with un-matched identity document and date of birth information

The system will display error message for following cases:

1. For document type of HKIC and EC, same document no. and date of
birth exists for another document type. (no matter validated/temporary
eHealth (Subsidies) account). (Fig. 7.1.1-6)

2. There is a validated eHealth (Subsidies) account with same identity

document type and no. but with unmatched date of birth information in
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the system. (Fig. 7.1.1-7)

i) The patient has a validated eHealth (Subsidies) account

If the patient is an active validated eHealth (Subsidies) account, the system will
display the account information in ‘2. Enter Details’ for you to input the COVID-
19 vaccination records. For steps to input COVID-19 vaccination records, please

refer to the ‘Documentation of COVID-19 Vaccination Records’ in section 7.1.3.

iii) The patient has not registered in the system

1. You can select gender and tick the checkbox of the declaration statement
to register a recipient if HKIC insertion is used.

2. You can input the personal information of the recipient according to the
HKIC, click “Next” button and tick the declaration statement for

registration if manual input is used.

@ eHealth System (Subsidies) - Home Page - Intemet Explorer - o x
¥R
Health System B8 (72 7
[Subsidies) BS hEE
VACCINATION CENTRE [ hea|th
(WO, HON LAM 0610472031 55 50 20

—

Last Successful Login 06 Jan 2021 19:52

=|4 COVID-19 Vaccination
& Programme Last Failure Login 30 Dec 2020 11:55

¥ Vaccination Record r—
& Enquiry »

M=) Vaccination File .
‘ == ou have no outstanding task!
#=| Management

—
GRecord Confirmation

Claim Transaction
Management

=j eHealth (Subsidies)
¥ Account Rectification

L
Monthly Statement

*_ My Profile

A User Manua
#®100% -~

Fig. 7.1.1-1 “COVID-19 Vaccination Programme” in Menu
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4 -MEnglish

ZHealth System covip-19 DEMC & s
(Subsidies) éﬁgtﬁ
DE_21 (for CHAN, FIVE MAN) 14 healgh

23/0272021 15:50:55

Please select Practice

Hong Kong Central Library - Booth 1 (1)

Hong Kong Central Library - Booth 2 (2)

Hong Kong Central Library - Booth 3 (3)

Hong Kong Central Library - Booth 4 (4)

(Vi v VAl v
7

Hong Kong Central Library - Booth 5 (5)

Hong Kong Central Library - Booth 6 (6)

Hong Kong Central Library - Booth 7 (7)

Hong Kong Central Library - Booth 8 (8) Select the practice by pressing the == icon.

Hong Kong Central Library - Booth 9 (9)

Hond Koo Eatieel Uity - Bo0R D (CVC users should select the vaccination

Hong Kong Central Library - Booth 11 (11) booth number accordingly.)

Fig. 7.1.1-2  Selection of practice

it
ZHealth Systemm covib-19 DEM BE (137
(Subsidies) = |5_
/4
DEO1 (for WAN, YAN SUM) ¢ hea »&b
e {"& 19/02/2021 12:07:15
COVID-19 Vaccination Programme
% >>>1. Search eHealth (Subsidies) Account 2. Enter Details 3. Complete Vaccination Records
= Search eHealth (Subsidies) Account
Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4) @
Scheme COVID-19 Vaccination Programme
@ Document Type @ Select the document type.
@ Hong Kong Identity Card O Centili @
O Consular Corps Identity Card o Qg:goxfﬁgigﬁnlégazg S You can press iCOl’l,

the accepted document list
Please input information OR read Smart ID Card to search eHealth (Subsidies) Accoun

l New software for reading Smart will be shown.

(DT Read Old Form of Smart ID
& s e
@ H - (Chip facing up) 4

HKIC No. 1 o ko R EEA
Date of Birth ] et

H 2621 2535 5174

lI"l T

L MK SAMPLE FRAAIEMICSZ (8 R A SAMPLE

HONG KONG PER!

R

.-
WRUR Ovectissoe
(06-96)>

€668668(E)

k ) Read Card and Search » )L Read Card and Search »
Privacy Policy | nt Notices | System

Fig. 7.1.1-3  Selection of Document Type
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y =]
ZHealth Systemm covip-19 DEMC byl
(Subsidies)

DEO1 (for WAN, YAN SUM)
r
- e
E}QCO\/ID%Q Vaccination Programme

ccount 2. Enter Detats 3. Complete Vaccination Recards

lies) Account

Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4) @ x

Scheme COVID-19 Vaccination Programme .

@0ocumant Type © |
® Hong Kong identity Card Cenificate of Exemption ) One-way Permt

O Acknowiedgement of appicaton for 2 Hong
Kong permanent isentity card

BE
chealth

19022021 120715

)

‘Consuar Corps Kdentty Cara Passpont

QN 36CHLH 30 D 433 185004 I The END.

smart Account QTS QRETCIT T
Cosfirm  Cancel

Fig 7.1.1-4  Search Account by HKIC insertion

& EFE
CHealth Systemm covib-19 DEm

(Subsidies) %1@@
CHAN, FIVE MAN (fhea LEQ
[ _tome L nbox 1 Logout J 24102/2021 11:41:11

ACOVID-19 Vaccination Programme

% »»»1. Search eHealth (Subsidies) Account 2. Enter Details 3. Complete Vaccination Records
=
c

Search eHealth (Subsidies) Account
Practice Hong Kong Central Library - Booth 1 (1) @

Scheme COVID-19 Vaccination Programme

@®Document Type @
® Hong Kong Identity Card (O Certificate of Exemption (O One-way Permit

(O Holders of an acknowledgement of application

(O Consular Corps Identity Card for an identity card

(O Passport

Please input information OR read Smart ID Card to search eHealth (Subsidies) Account (JGEFID
‘ New software for reading Smart ID Card is available | Update Now |
f‘m Read Old Form of Smart ID Read New Form of Smart ID

§ (== ; {Chip facing up)

HKIC No. VE256845(7) ot M AP SAMPLE K AMEER 68 4 < SAMPLE
HONG KONG PERM| HKIC Symbol . HONG WONG PERM HKIC Symbal
i * W e (The first alphabet, which P .
Date of Birth 01011950 |_¢ Han be: ERQTJ:(EOM:'! ‘Elp::Dlel:a bl :;L":,rgﬂr:md‘:?en;\::‘::::;au

[(5=H 2621 2535 5174 3947 2535 5174

(Chip facing up)

& e

AN Daeellsoe
(06-96)

\_ J
N N J J

Privacy Policy | Impertant Notices | System Maintenance

Fig 7.1.1-5  Search Account by Manual Input
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@ eHeaith System (Subsidies) - Claim - Intemet Explorer

' ]

|ZHealth System -
| (Subsidies) B
SHUM. WOON WO (’heal_]_I_L\
Logout 09/02/2016 15:57.42

EACOVID-19 Vaccination Programme

>>>1. Search eHealth (Subsidies) Account 2. Enter Details 3. Complete Claim

nuap

1y Validation Fail

Please verify all information against those on the recipient’s Certificate of Exemption. Contact the Department of Health if
assistance is required. [990000-E-00142)]

An eHealth (Subsidies) Account with the same "HKIC No." of a Hong Kong Identity Card holder has been located in the System.

Search eHealth (Subsidies) Account
Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4)

Scheme COVID-19 Vaccination Programme

@ Document Type @
O Hong Kong Identity Card @ Certificate of Exemption

Please input the information for eHealth (Subsidies) Account search

HKIC No. [B8108971(¢) |4y
Date of Birth / Year of ©|ms Or
Birth
OAge [T on [T Y] 50
Day Month  Year

SSeocn

Privacy Policy | Important Notices | System Maintenance

Input Tips: Please input as shown on presented identity document.
Input Tips: Enter Date of Birth (YYYY) or (MM-YYYY) or (DD-MM-YYYY).

#100% ~

Fig. 7.1.1-6  Error message for HKIC No. of different kind of holder

ZHealth Systemm covin-19 bem S 155
[Subsidiesgsl gﬁ;@
¢health

DEO4 (for WAN, YAN SUM)
- e R
BiCcOoVID-19 Vaccination Programme

>>>1. Search eHealth (Subsidies) Account 2. Enter Details 3. Complete Vaccination Records

07/02/2021 13:59:34

TUSH

1) Validation Fail
"HKIC No." and "Date Of Birth™ do not match with the record(s) in the system. [990000-E-00110]

Search eHealth (Subsidies) Account
Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4)

Scheme COVID-19 Vaccination Programme
@®Document Type @

® Hong Kong Identity Card O Cenunicate of Exemption O One-way Permit

O Con %y Card [e) nmm:; ::::omeoocml of apphcaton - o, 1

Please input information OR read Smart ID Card to search eHealth (Subsidies) Account QEEEID

New software for reading Smart ID Card is available | Update Now |
(T
O (C 555 crorcmw) O] (¢ 2] cnormangun)
-‘-‘I- - Gy

RRAARELADN 8K SAMPLE
HONG KONG FERM-

HKIC No
Date of Birth @

\_ A\ B\

Fig. 7.1.1-7  Error message for unmatched date of birth information in the system.
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7.1.2 Create temporary eHealth (Subsidies) account

If there is no existing account for the recipient, you have to create a temporary account for
his/her.

7.1.2.1 Create temporary eHealth (Subsidies) account by manual input

Input HKIC No. and Date of Birth in the Manual Input box and click “Search”
button. (Fig 7.1.2.1-1)

Input English name, CCC, gender and Date of Issue. After entering the CCC, press
the ‘Chinese Name’ button. A pop up window is displayed for you to select the
Chinese character corresponding to the CCC (Fig 7.1.2.1-2). Then press
‘Confirm’ button after selection. The Chinese name will be displayed above the
English name.

Press ‘Next’ after the information is entered. The ‘Confirm Details’ page is
shown. (Fig. 7.1.2.1-3)

You should tick the checkbox of ‘I declare...’ and press ‘Confirm’ button to

confirm the creation.

The temporary account is created and you can document the COVID-19 vaccination

records now.

%7 B

Health System o s
i bsidico g& = iEE
CHAN, FIVE MAN f’healll;]

24/02/2021 11:41:11

Search eHealth (Subsidies) Account
Practice
Scheme

@Document Type @
@ Hong Kong Identity Card O Certificate of Exemption O One-way Permit

O Consular Corps Identity Card

Please input information OR read Smart ID Card to search eHealth ( idies) A I Help ]

@  Mervaiinpit R Read Old Form of Smart ID Read New Form of Smart ID)

\",;" > -m {{ @5 (cnipracing up) -DJ ({ == | (cnipracing up)
HKIC No % SAMPLE
BE @D
v
i
e @ (s sen iz @) (s e iy @)

2. Enter Details 3. Complete Vaccination Records

Hong Kong Central Library - Booth 1 (1) @
COVID-19 Vaccination Programme

() Holders of an acknowledgement of application

for an identity card O Passport

New software for reading Smart ID Card is available | Update Now

Privacy Policy | Important Notices | System

Fig. 7.1.2.1-1 Create temporary account by manual input
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ZHealth System covip-19 DEMc e

(Subsidies)

DEO04 (for WAN, YAN SUM)

s
"~ Home Y Logout ] s&

nuapy

P>>>1. Search eHealth (Subsidies) Ac

1a. Get Consent »>>> 1b. Enter Details
Enter Details

BRaE
chealth

HARGONT

07/02/2021 14:26:03

COVID-19 Vaccination Programme

int 2. Enter Details 3. Complete Vaccination Records

Current Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4)
Please enter the account information shown on Hong Kong Identity Card.

Press the ‘Chinese Name’ button.

Please select Chinese Name

| | A pop up window is displayed

=) Chinese Name - —_——_— for you to select the Chinese
‘ ll= } :“:I :] Click here to check the installed Character Set. Charactel' Corresponding to the

- TETETYY e R Chinese Commercial Code.
- *xxAZ OA
@3 #8 £ Date of lssue %o >
0119 S
VE622545(9)
[ Next

Fig. 7.1.2.1-2  Search for Chinese character for CCC

ZHealth System covip-19 DEMa

(Subsidies)

WAN, YAN SUM

nuspy

COVID-19 Vaccination Programme

BE{RiE
chealth

07/02/2021 16:53:59

»»>1. Search eHealth (Subsidies) Account 2. Enter Details 3. Complete Vaccination Records

1a. Get Consent %5 1b. Enter Details
Confirm Details

@ Account Information

Document Type Hong Kong Identity Card
Name PEI, WAI CHI { Hfg%)
DOB 01-01-1945

Gender Male

Date of Issue 19-06-18
HKIC No. VE622545(9

Click the checkbox of ‘I declare...’ and press ‘Confirm’ button to
confirm the creation.

data kept by the Immigration Department.

M1 declare that the information given in this retum is true, cormrect and
complete. | have obtained consent from the applicant for the collection and use
of his/her personal information for creating an eHealth (Subsidies) Account,
administration and monitoring of respective Schemes related to such account,
including but not limiting to a verification procedure by electronic means with the

L “Back Y Confrm -

Fig. 7.1.2.1-3  Confirm Details

7.1.2.2 Create temporary eHealth (Subsidies) account by HKIC insertion

1.

Click “Read Card and Search” button. (Fig. 7.1.2.2-1)
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2. Insert the HKIC and click “Confirm” button.

3. Select gender and tick the checkbox of ‘I declare...” and press ‘Confirm’ button to

confirm the creation. (Fig. 7.1.2.2-2)

4. Click “Confirm” button.

DEO4 (for WAN, YAN SUM) = w crieaitl

[ Home ¥ cogour LY IRCRRET AT

BT ~
3 ! 2. Enter Detalls 3. Complete Vaccination Records
¢ Search eHealth (Subsidies) Account
Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4)
Scheme COVID-19 Vaccination Programme
@Document Type @
® Hong Kong Identity Card
Hong Kong Bith Certiicate (Estabshed)

Non-Ho

Dot ved by the Births and Deaths

Registry K d chidren

Please input information OR read Smart ID Card to search eHealth (Subsidies) Account QTN @ITIIIII 10 )

| Now software for reading Smart ID Card is available| Updato Now | \

Reod O rom o Srr

« 355 (Copracngup) (K #2]  (criptacig up)

HKIC No [ y s o TR
Date of Birth — awm y oRE ”
AL, un wE i iy s s
i 2R %Y ER
N = e RES
& - B 4 &
o |-{c668668CE)]

Privacy Poiicy | mportant Notices | System Maintenance

2 cHeatth System (Subsdies) - Claim - Intemet Explocer

Fig. 7.1.2.2-1 Create temporary account by HKIC insertion

@ eHealth System (Subsidies) - Claim - Intemet Explorer

ZHealth System pe
(Subsidies)

VACCINATION, CENTRE

> L t 2. Enter Details 3. Complete Vaccination Records
=) 1a. Get Consent >>> 1 ter s
Confirm eHealth (Subsidies) Account

@Account Information

m
B
chealth

06/01/2021 20:15:03

Document Type Hong Kong Identity Card

HKIC No. G700845(6)

Name WONG, SHAN (FE(ly)

Chinese Commercial Code 3769 1472

Date of Birth 26-05-2000

Gender Female OMale  eesmms—
Date of Issue 28-07-16

| declare that the information given in this retun is true, correct and complete. | have
obtained consent from the applicant for the collection and use of hiser personal information
for creating an eHealth (Subsidies) Account, administration and monitoring of respective
Schemes related to such account, including but not limiting to a verification procedure by
electronic means with the data kept by the Immigration Department

[=Cancem Y Confm 3

Privacy Policy | Important Notices | System Maintenance

—

Select ‘Gender’ and
check the checkbox, and
then click ‘Confirm’.

H100% v

Fig. 7.1.2.2-2 Select gender

7.1.3 Documentation of COVID-19 Vaccination Records
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After you have created account for a new recipient/ searched for an existing recipient, you
can document the COVID-19 vaccination records in the input page. (Fig 7.1.3-1)

Practice and Scheme are shown by defaulted. Injection date is defaulted as today. No back
date or future date is allowed. If there is no COVID-19 vaccination record in the system, the
dose sequence is defaulted as 1% dose. If the 1 dose record is available in the system, 2"
dose is show by defaulted.

1. Input remarks if any.

2. Tick the first checkbox to confirm the verification checklist of the COVID-19
vaccination.

3. If the recipient agrees to register with eHealth at the same time, please tick the
second checkbox as well.

4. Click “Save” button.

5. Verify the correctness of the information. Click “Confirm” button to save the
record. (Fig 7.1.3-2)

1. Search eHealth (Subsidies) Account 3. Complete Vaccination Records
Enter Details

@ Account Information Waccination Record

Document Type Hong Kong Identity Card
Name PEI, WAI CHI (H &% Date of Birth / Gender 01-01-1945 | Male
HKIC No. VE622XXX(X) Date of Issue 19-06-18

@ COVID-19 Vaccination Record

Injection Date Vaccine Dose Seq. Information Provider Remarks
No COVID-19 vaccination records found.

@ Vaccine Information

Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination
Centre (4)

Scheme COVID-19 Vaccination Programme

Injection Date 07 Feb 2021

Vaccine [ENT162b2 (COVID-19 (SARS-CoV-2) (mRNA)) vaccine) v

Lot No [BNT202100001 v

Dose Sequence [1st Dose v

Remarks | |

Verification Checklist
1. The identity of the vaccine recipient has been verified.

2. The vaccine recipient understood that the vaccine is authorized under the Prevention and Control of Disease (Use of Vaccines) Regulation (Cap.

589K for specific use in prevention of COVID-19 infection and the vaccine product has not been registered under the Pharmacy and Poisons
Ordinance (Cap. 138).

3. The vaccine recipient consented to receive the COVID-19 vaccination and has read and understood "Factsheet for Vaccination of COMIRANTY
™ COVID-19 mRNA Vaccine (BNT 162b2)". All risks has been explained to the recipient and he/she has declared no contraindication in
receiving COVID-19 vaccination.

4. Suitability for vaccination has been confirmed with reference to previous COVID-19 vaccination record (if any)

5. The vaccine recipient agrees for continuous monitoring of safety related to COVID-18 vaccination, his/her personal information may be accessed
by DH, HA or relevent organizations collaborated with the Government; and

6. Ifthe recipient is not legally capable of giving consent to the administration of the vaccine, a person who is legally capable of giving the relevant
consent on the recipient's behalf
E I, hereby certify that the above verifications are completed.

@ The healthcare recipient consents to register with eHealth, which enables authorised healthcare providers to access and share his/her ehealth
records (including COVID-19 vaccination records) for healthcare purposes.
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Fig 7.1.3-1 COVID-19 vaccine input page

Health System Dt s
; [Subsidics] q e=EiE
DEO4 (for WAN, YAN SUM) ) wheaﬁn

L nome 4 000t x ’& 070212021 14.55:11

1. Search eHealth (Subsidies) Account 3. Complete Vaccination Records
Confirm Details

@ Account Information

Document Type Hong Kong ldentity Card

Name PEI, WAI CHI ( B {&E) Date of Birth / Gender 01-01-1945 | Male
HKIC No VEG22XXX(X) Date of Issue 19-06-18
@Vaccine Information

Scheme COVID-19 Vaccination Programme

Injection Date 07 Feb 2021

Practice Sun Yat Sen Memorial Park Sports Centre - Vaccination Centre (4)
Vaccine BNT162b2 (COVID-19 (SARS-CoV-2) (mRNA)) vaccine)

Lot No BNT202100001

Dose Sequence 1st Dose

Remarks Not Provided

Join eHealth

Fig 7.1.3-2 Confirmation Page

7.1.4  Printing a COVID-19 Vaccination Record

After you have saved the COVID-19 vaccine record, a pdf record will popup.
1. Click the print icon on the pdf. (Fig 7.1.4-1)
2. Click “Print” button on the popup. (Fig 7.1.4-2)

3. Click “Reprint Vaccination Record” if you need to reprint. (Fig 7.1.4-3)
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2019 A Rl T A
The Government of the Hong Kong Special Administrative Region
COVID-19 Vaccination Record

SRR OF o
B Roen -
Name CHUEK, KIN HONG
By SR S R Ry EGHE
Documen: Type & No. Hong Kong Identity Card
% HHE Date of Birth 1970F 11 B 01-Tan- 1870
5] Gender 5 / Male

201
CoronaVae COVID-19 Vaccine (Vero Cell), Inactivated

3t |mman

- | Lot Na. Simovac/ A2021010022

1st Dose ———— - —

#%0i 5 HF Vaccination Date | 20205128298/ 15-Dec-2021

AR _ E L LS (R TR Ly B B P L

Vaccination Premices Community Vaccination Centre, Hong Kong Central Library (Exhibition Gallery)
Bgt | =0
1nd Dose Mamlﬁcmrer Lot No.

#ifi HHE Vaccination Date

i it
Vaccination Premises

e
Vaccine Name

=t T TR L
Mammfacrer / Lot Na.

$5ifli H . Vaccination Date
s Rt
Vaccination Premises

Ird Dose

o Information

Hrug
4th Dose

o Information

N
$5ifi § HF Vaccination Date
Rt

Vaccination Premises

HEME RS TRl - R R
)- 10 vaccinati rd Inclades only COVID-19 + e dises aden
m("fHGIC Fong comeoladaned manner, please follow the senouscement o

L ey EE ’El}tﬁ:l‘&"ﬁk& feliian Lo

B AFE AL T R T AR S AR bcovidveccine. gov Bl -
tezed (n Hong Kong. Todisplay ¢ COVID-19 vacome doses adeisisrred in Hoag Kong and places
:: widvaccme gov Bk

assurmes 00 repomsibiley for the sccumcy
vaccing. AEFT Fusd nor applicable. For detadls, pliesse v

celnation webene (cavadviceine pov InL

Fig 7.1.4-1 Print COVID-19 Vaccination Record

Print X
Printer: v Properties Advanced Help @
Copies: '1— : [ Printin grayscale (black and white) [[] Save ink/toner @

Pages to Print Scale: 96%

@Al Current Pages |1 827x11.69 Inches

» More Options

Page Sizing & Handling ()
Size Poster Multiple Booklet

@ Fit O Actual size
O Shrink oversized pages (O Custom Scale: %

[ Choose paper source by PDF page size

[J Print on both sides of paper

Orientation:

@ Auto (O Portrait O Landscape

Comments & Forms = =
Document and Markups v | | Summarize Comments

L Page1of1

Fig 7.1.4-2  Print COVID-19 Vaccination Record

Click “Print” button .
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WAN, YAN SUM T Uy ccdiu

07/02/2021 15:19:¢

=

1. Search eHealth (Subsidies) Account 2. Enter Details

0 COVID-19 vaccination record completed! |

@Account Information

Document Type Hong Kong Identity Card
Name PEI, CHI WAI (Jfifik) Date of Birth / Gender 01-01-1945 / Male
HKIC No VEB22XXX(X) Date of Issue 19-06-18

@ Vaccine Information

Transaction No TC21207-403-2

Transaction Time 07 Feb 2021 15:13

Scheme COVID-19 Vaccination Programme

Injection Date 07 Feb 2021

Practice Tsuen Wan - Vaccination Centre (3)

Vaccine CoronaVac (COVID-19 (SARS-CoV-2) (inactivated whole virus)) vaccine)
Lot No SNV202100001

Dose Sequence 1st Dose

Remarks Not Provided

Join eHealth Yes

Fig 7.1.4-3 Reprint COVID-19 Vaccination Record

7.2 Rectify Temporary eHealth (Subsidies) Account with failed
validation result

All temporary eHealth (Subsidies) accounts are validated with the Immigration Department
before becoming validated eHealth (Subsidies) accounts. If a temporary eHealth (Subsidies)
account cannot pass the validation, service provider should verify the details with the service
recipient and use ‘eHealth (Subsidies) Account Rectification’ to rectify temporary account
details. The rectified temporary eHealth (Subsidies) account will be passed to Immigration
Department for validation again. If there is claim using temporary eHealth (Subsidies)
account created by other service provider but with failed validation result, the service
provider can choose to modify the details with creation of another temporary eHealth
(Subsidies) account for the claim.

The system will notify the service provider to rectify the temporary account by:

» sending a message with subject of ‘Notice to rectify details in eHealth (Subsidies)
account’ to Inbox;

» showing a task list of “List of Outstanding Temporary eHealth (Subsidies) Account

Pending Rectification” under ‘Task List’ in Home page.

Different reminders will be created to the service provider to remind about the un-rectified
temporary account in different period. Ultimately, if the temporary eHealth (Subsidies)
account has been outstanding for 29 days, the Scheme Administrator may remove the account
and void the related claim(s), if any.
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In the menu, click the menu item ‘eHealth (Subsidies) Account Rectification’ or pressing
‘Go’ besides the task list of ‘List of Outstanding Temporary eHealth (Subsidies) Account
Pending Rectification’ in Home Page. (Fig. 7.3-1) The page of ‘eHealth (Subsidies)
Account Rectification’ is shown. (Fig. 7.3-2)

» By pressing the ‘Go’, the system will automatically retrieve the outstanding records
to place in the result list. (go directly to step (d) )

Select “Validation Failed’ from the eHealth (Subsidies) Account Rectification List.

Press ‘Search’. A result list is shown. (Fig. 7.3-3)

»  If the temporary account is created without any claim, the ‘Transaction No.” will
be ‘N/A’.

Select the corresponding temporary account by pressing the Identity Document No.. The

details of temporary eHealth (Subsidies) account are shown.

»  The details of a temporary account can only be rectified by the service provider
who owns the practice where the account was created (please refer to step (e)
below).

» If the temporary account is created by other service providers, you can modify the
details with creation of another temporary eHealth (Subsidies) account for the
claim (please refer to step (i) below).

»  If the temporary account is a holder of HKIC, you can update the respective
personal information by reading the Smart ID Card.

»  However, once a temporary account was created through reading Smart ID Card, its
personal information (except gender) can only be rectified through reading Smart ID Card.
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(& eHealth System (Subsidies) - Home Page - Internet Explorer

i3

o
4§ Account Rectification

g User Manual
| l Proper Practice

E S Ergiish|

ZHealth System B 83w O
(Subsidies) EBRaE

SHUM, WOON WO : (’hea!.:(,!:}

F® Claim 774.0gin Information
=
Vaccination Record ,(-2: Last Successful Login 31 Mar 2016 17:23
L Enquiry | Last Failure Login: 22 Dec 2015 09:28

‘r Record Confirmation -,Task List

# Claim Transaction
@ List of Unread Message

You have 6 unread message(s) GO

eHealth (Subsidies)

@ List of Claims Pending Completion

‘You have 11 recor

@ List of Claims Pending Confirmation

You have 1 record(s) pending confirmation

Release Notes

31/03/2016 17:25:20

#®100% ~

Fi

g7.3-1 Home Page

e
ZHealth System = s
(Subsidies) E@ﬁ
SHU, YUET SIN ('heaLgQ
15/03/2016 141443
f*lkeHealth (Subsidies) Account Rectification
=
g Search eHealth (Subsidies) Account
I

Privacy Policy ||

Select the status of “Validation Failed” and press “Search” button.

Fig 7.3-2 Search Temporary eHealth (Subsidies) Account
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4

i

(Subsidies)

il SHU, YUET SIN
L

=4

—
% eHealth System (Subsidies) - eHealth (Subsidies) Account Rectification - Internet Explore

| ZHealth System

eHealth (Subsidies) Account Record

eHealth (Subsidies) Account
Rectification List

Dlx:umenl ldentity Document Documen Date of
No. @ Issue Name DOB Gender| Reference No. | Transaction No.

Pending Validation

C1 3A08-4657157-

‘%ﬁ% English .
BEE
chealth

15/03/2016 14:23:45

HKIC 00000000 01-01-2004 |LEE GUTIERREZ 01-01-1940 Female

2 |HKIC CT50XXK) 05-05-2013 ‘["’Iog%jKE' KEI 1042 Female |C16312-22-1 V1631293 ||
N SHEK, AH HO

3 |Hkic V54100(X) 16-05-2008 | THEK A 25-11-1940 Female | C16315-32-5 TV16315-16-5 ||

Privacy Policy | Important Notices

\

Fig 7.3-3

— 1\

Press the Identity Document No. to modify the details.

\

#100% -

\

Temporary eHealth (Subsidies) Account Record

Temporary eHealth (Subsidies) account created under your practice:

e.

Buttons ‘Back’, ‘Save’ and ‘Remove’/‘View Transaction’ are shown. If the temporary

account has claim, the ‘View Transaction’ button will be displayed instead of ‘Remove’
button. (Fig 7.3-4)

>
>

>

Rectify the temporary account information and press ‘Save’ after information is

You can press ‘Back’ to cancel the rectification.

You may press “View Transaction” button to view and void the temporary eHealth

(Subsidies) account and the related transaction.

You may press "Remove’ button to remove the temporary account if he/she does

not have any claim.

You may press ‘Save’ button to save the change.

rectified.

Press ‘Confirm’ to confirm the rectification (Fig. 7.3-5).

Rectification is completed.

Press ‘Return’ to go back to ‘eHealth (Subsidies) Account Rectification’ page. (Fig. 7.3-

6)
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T B

ZHealth System N ok
(Subsidies) =EfEE
PUI, YAN SUT ('healgg
[ nbox ] Logout 21/02/2019 13:17:40

f*‘lgHeaIth (Subsidies) Account Rectification

% Rectify eHealth (Subsidies) Account Information
=
= Reference No. C13817-470198-1
Document Type Hong Kong Identity Card
HKIC No. BI707306(1)
Date of Birth
Name in English [Kwok |, [AH SHING |
(Surmame) (Given name)
Chinese Commercial Code I:H:H:l
Bl
Gender @ Female ) Male Press “Save” button after change.
Date of Issue
Creation Method Manual Input
Transaction No. TV13817-4026118-1

[ Back I Save
({ 975 (Chiptacing up) €€ == | (chip facing up)
Read Old Form of Smart ID" » Read New Form of Smart ID »

|
If you notice that the HKIC No. does not match with the respective person, please

( use the "View Transaction" button to void the claim and the respective eHealth

(Subsidies) Account will be removed automatically.

e

Privacy Policy | Important Notices | System Maintenance

Fig 7.3-4 Rectify eHealth (Subsidies) Account Information

/2 eHealth System (Subsi eH Account R

ZHealth Syst
(Subsidies)

SHU, YUET SIN

( Home T Inbox Y Logout _

4ill£Hea|th (Subsidies) Account Rectification

e

15/03/2016 14:25:27

= Confirm Information Rectified

£ Document Type Hong Kong Identity Card
HKIC No. V541564(0)
Name SHEK, AH HO ( /i)
DOB 25-11-1940
Gender Female
Date of Issue 16-05-08

Press “Confirm” button to confirm the
change.

Privacy Palicv | Imnortant Notices | Svstem Maintenance

Fig 7.3-5 Confirm Information Rectified
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25/02/2016 22:01:26

o

‘@ Rectification completed. Details to be further verified by Immigration Department. ‘

[ « Retun J

Privacy Policy | Important Notices | System Maintenance

,

1

Health System E2 [
(Subsidies) g@ﬁ
LIN, CHUNG SHUN CHRISTABELLA (health i

#100% ~

Fig 7.3-6 Completion

Temporary eHealth (Subsidies) account created through other service provider:

i.  The buttons ‘Back’, ‘Modify’ and ‘Remove’ /*View Transaction’ are shown. If the

temporary account has claim, the ‘View Transaction’ button will be displayed instead of

‘Remove’ button. (Fig 7.3-7)

»  You can press ‘Back’ to cancel the rectification.

»  You may press ‘Modify’ button to modify temporary eHealth (Subsidies) account

details with creation of another temporary eHealth (Subsidies) account for the

claim.

»  You may press “View Transaction” button to view and void the temporary eHealth

(Subsidies) account and the related transaction.

»  You may press 'Remove’ button to remove the temporary account if he/she does

not have any claim.

J.  Press ‘Modify’ button. A pop-up window is shown to remind you that you are going to

create another temporary eHealth (Subsidies) account for the modification (Fig. 7.3-8).

k. Press “Yes’ button to continue.

I.  If you have more than 1 practice, the system will ask you to select the practice for the

creation (Fig. 7.3-9).

m. The system will copy the original temporary eHealth (Subsidies) account details to the

input screen. You can modify the information (Fig. 7.3-10). Press ‘Save’ button after

the details is modified.

n.  You should click the checkbox of ‘I declare...’ and press ‘Confirm’ button to confirm

the creation (Fig. 7.3-11).

Page | 42



0. Areference no. for the newly created temporary eHealth (Subsidies) account will be

generated (Fig. 7.3-12).

p. You may press ‘Return’ to go back to ‘eHealth (Subsidies) Account Rectification’ page.

ZHealth System .

} ES
(Subsidies) ERiE
PUI, YAN SUT (’hea!;[j;]
(L L Lo 21/02/2019 14:13:22

f‘“lLe Health (Subsidies) Account Rectification

% Rectify eHealth (Subsidies) Account Information
-
= | Reference No. C19221-62-6
(Temporary eHealth (Subsidies) Account Record Created by other Service Provider)
Document Type Hong Kong Identity Card
HKIC No. MD967935(4)
Date of Birth 01-01-1944
Name in English CHAN  [LOI HING
(Surname) (Given name)
Chinese Commercial Code
Gender Female ® Male
Date of Issue 27-07-05
Creation Method Manual Input
Transaction No. TV19221-7-9

L “5aci— Y Wodty I View Transaction

D) «
Read Old Form of Smart 1D » Read New Form of Smart ID »

(CiplEchalup) m (@ ST Tips on reacing Smart 1D

®
If you notice that the HKIC No. does not match with the respective person, please
use the "View Transaction” button to void the claim and the respective eHealth
(Subsidies) Account will be removed automatically.

r

Privacy Policy | Important Notices | System Maintenance

Fig 7.3-7 Temporary eHealth (Subsidies) Account Information
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i [EEED
ZHealth System BE (2R

(Subsidies)
PUI, YAN SUT ({heaLtug

L Inbox Y Logout 21/02/2019 14:15:36
f'*llgHealth (Subsidies) Account Rectification

§ Rectify eHealth (Subsidies) Account Information
=5
= | Reference No. C19221-62-6
(Temporary eHealth (Subsidies) Account Record Created by other Service Provider)
Document Type Hong Kong Identity Card
HKIC No. MD967935(4)
Date of Birth 01-01-1944
Name in English CHAN s |LOI HING
(Surname) (Given name)

Chinese Commercial Code

- - #, Please correct the information shown in the current eHealth (Subsidies)
enaer Female ® MYl ¢ B pccount. The updated information will be recorded in a new eHealth
7-07-05

Date of Issue 2 =" (Subsidies) Account. Do you coenfirm to modify?

Creation Method Manual Input m

Transaction No. TV19221-79

[ “Back
{{ &= (Chip facing up) (o= : (Chip facing up)
Read Old Form of Smart 1D » Read New Form of Smart [D »
®

If you notice that the HKIC No. does not match with the respective person, please
use the "View Transaction™ button to void the claim and the respective eHealth
(Subsidies) Account will be removed automatically.

r

Privacy Palicy | Important Notices | System Maintenance

Fig 7.3-8 Popup window to remind creation of another temporary eHealth (Subsidies)

account for the modification

E

bsidies) - Claim - In

ZHealth System
(Subsidies)

WONG, TAl KWOK SAU
—e

=mClaim

: wsnicon
03/12/2016 11°46:00

nuay

Please select Practice

WONG TAI KWOK SAU Clinic (1) [000-X0X-X056X59X]
[Room 37, Floor 37, TAl KWOK SAU Building, 4590 TAl KWOK SAU Road, JORDAN, y
KOWLOON]
- Vaccination Subsidy Scheme
(Provide vaccination services at non-clinic setting)

WONG TAI KWOK SAU - Branch 2 Clinic (2) [000-X0X-X05X59X]
[Room 37, Floor 37, TAl KWOK
HONG KONG]
- Health Care Voucher Scheme
- Vaccination Subsidy Scheme

WONG TAI KWOK SAU - Branch 4 Clinic (4) [000-X0X-X05X59X]
[Room D, GIF, KWOK SAU Building, 100 KWOK SAU Road, SHAP SZE HEUNG, NEW
TERRITORIES]
- Vaccination Subsidy Scheme
(Provide vaccination services at non-clinic setting)

WONG TAI KWOK SAU - Branch 5 Clinic (5) [000-X0X-X05X59X]
[Room D, GIF, KWOK SAU Building, 100 KWOK SAU Road, SHAP SZE HEUNG, NEW
TERRITORIES]

- Residential Care Home Vaccination Programme

(v}

A

(V)

Selection of practice

(v}

(v}

Privacy Policy | Important Notices | System Maintenance

#®100% v

Fig 7.3-9 Selection of practice
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ZHealth System
(Subsidies)

PUI, YAN SUT
[ “Home Y inboc Y Logout

f‘llgHealth (Subsidies) Account Rectification

§ Rectify eHealth (Subsidies) Account Information
=
< | Reference No. C19221-62-6
(Temporary eHealth (Subsidies) Account Record Created by other Service Provi
Document Type Hong Kong Identity Card
HKIC No. MD967935(4) ~
Date of Birth 01-01-1944
Name in English [CHAN |, [LorHiNG \
(Surname) (Given name)
Chinese Commercial Code | I I I I I L Chinese Name J >-
Gender OFemale ® Male
Date of Issue
Creation Method Manual Input
Transaction No. TV19221-7-9 7

@ (Chip facing up) «

i [Chip facing up)

Read Old Form of Smart 1D » Read New Form of Smart 1D »

If you notice that the HKIC No. does not match with the respective person, please
use the "View Transaction” button to void the claim and the respective eHealth
(Subsidies) Account will be removed automatically.

Privacy Policy | Impartant Motices | System Maintenance

/

k58 English
&= e
chealth

21/02/2019 14:17:34

The original
temporary eHealth
(Subsidies) account
details are copied
here.

Tips on reading Smart ID

Fig 7.3-10 Enter the new temporary eHealth (Subsidies) account information

| eteath System Subsidie)

(Subsidies)

LIN, CHUNG SHUN CHRISTABELLA

j'*l};aHealth (Subsidies) Account Rectification

= Confirm Information Rectified
=
= | Document Type Hong Kong Identity Card
HKIC No. T303056(8)
Name CHAN, TAIMAN
DOB 1930
Gender Male
Date of Issue 05-06-09

ZHealth System

25/02/2016 22:10:17

¥ declare thgl the information given in this return is true, correct and complete. | have
obtained ¢ t from the applicant for the collection and use of histher personal information

ng an eHealth (Subsidies) Account, adminisiration and monitoring of respective
Schemes related to such account, including but not limifing to a verification procedure by
electronic means with the data kept by the Immigration Department.

Privacy Policy | Important Notices | System Maintenance

#100% -

k

Fig 7.3-11 Confirm Input
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¥t [E0

Health System BS i
(Subsidies) == 7

LIN, CHUNG SHUN CHRISTABELLA ﬂhea!};h

25/02/2016 22:10:59 i

Zh

‘@ Temporary eHealth (Subsidies) Account (C16225-7-6) has been created! ‘

[« Retun ]

Privacy Policy | Important Notices | System Maintenance

H100% -

Fig 7.3-12 Completion

7.3 Modify temporary eHealth (Subsidies) account details

Data entry account and Service Provider can modify temporary eHealth (Subsidies) account

details by using the ‘eHealth (Subsidies) Account Rectification’. The steps are similar to

steps in section 7.3 ‘Rectify temporary eHealth (Subsidies) account with failed validation

result’. Data entry account is restricted to modify his own created temporary eHealth

(Subsidies) accounts before confirmation by service provider.

a.  In the menu, click the menu item ‘eHealth (Subsidies) Account Rectification’. (Fig. 7.4-

1) The corresponding page is shown. (Fig. 7.4-2)
b. Select the temporary eHealth (Subsidies) account status.
»  Account Status:

Pending Confirmation: temporary eHealth (Subsidies) account entered
by data entry account and pending confirmation by service provider.
Pending Validation: temporary eHealth (Subsidies) account pending

validation with Immigration Department.
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Validation Failed: temporary eHealth (Subsidies) account with failed

result after validation with Immigration Department. Service provider is

required to rectify the failed account and the account will resubmit to

Immigration Department for validation again.

»  For data entry account, only status of ‘Pending Confirmation’ is available and

cannot choose other status.
C. Press ‘Search’. A result list is shown. (Fig. 7.4-3).

»  If the temporary eHealth (Subsidies) account is created without any claim, the
‘Transaction No.” will be ‘N/A’.

»  You can press the @' in the header to view the supporting information of that

column.

d. Select the corresponding temporary eHealth (Subsidies) account by pressing Identity

Document No.. The details of temporary eHealth (Subsidies) account are shown (Fig.

7.4-4). The remaining steps are similar to the steps in section 7.3 ‘Rectify temporary

eHealth (Subsidies) account with failed validation result’.

for details.

Please refer to that section

& eHealth System (Subsidies) - Home Page - Interet Explorer

EE—)

SHUM, WOON WO

= R
& Claim

'_’}» Vaccination Record
Il " Enquiry

=l .
w Record Confirmation

il =8 Claim Transaction
#. Management

wmoj eHealth (Subsidies)
{-~§ Account Rectificatig

B
Monthly Statement

& My Profile
g User Manual
I | Proper Practice

-
== Release Notes

Health System
(Subsidies)

31 Mar 2016 17:23
22 Dec 2015 09:28

Last Successful Login
Last Failure Login

@ List of Unread Message

You have 6 unread message(s)

@ List of Claims Pending Completion

You have 11 record(s) with incomplete information

@ List of Claims Pending Confirmation

You have 1 record(s) pending confirmation

11|

e EE "~
B2 A
chealth

31/03/2016 17:25:20

#®100% v

Fig 7.4-1

Home Page

Page |47



ZHealth System
(Subsidies)

SHU, YUET SIN

4i!l§HeaIth (Subsidies) Account Rectification

nuap

Search eHealth (Subsidies) Account

eHealth (Subsidies) Account
Rectification List

[Any v

Privacy Policy | Important Notices | System Maintenance

i 8 Englis
BizE
chealth

15/03/2016 14:14:43

Select the status and press “Search” button.

#100% ~

Fig 7.4-2 eHealth (Subsidies) Account Rectification

ZHealth System
(Subsidies)

SHU, YUET SIN
f"lLe Health (Subsidies) Account Rectification

eHealth (Subsidies) Account Record

eHealth (Subsidies) Account
Rectification List

Document
Type®

=
@
=
=

Pending Validation

Identity Document
N

15/03/2016 14:23:45

Date of
Issue Name DOB Gender| Reference No. Transaction No.

e=hEE
chealth

Page 1 of 1 (3 items)

Privacy Policy | Important Notices |
<

1 |HKIC O000XXX(X) 01-01-2004 |LEE GUTIERREZ 01-01-1940 Female | £19ACB-4657157-
2 |HKIC CT50XXX(X) 05-05-2013 ‘E":fg;:%]“ﬂ KEI 1942 Female |C16312-22-1 TV16312-9-3 ||
I — - SHEK, AH HO

5A1XK(X) 16-05-2008 | THEKAY 25-11-1940 Female |C16315-32-6 TV16315-16-5 ||

\ N\

#100%  ~

| \
Press the Identity Document No. to modify the details.

Fig 7.4-3 Temporary eHealth (Subsidies) Account Record

Page | 48



)@ eHeaIthisystem (Subsidies) - eHealth Subsmt Rech’ﬁciTon - Internet Explo
| CHealth System B8 (2 7% |
(Subsidies) = |
SHU, YUET SIN ) ¢ heaEh
LA SR R G 15/03/2016 14:25:27

FeHealth

= Confirm Information Rectified

- Document Type Hong Kong Identity Card
HKIC No V541564(0)
Name SHEK, AH HO (i)
DOB 25-11-1940
Gender Female

Date of Issue 16-05-08

Privacy Policy | Important Notices | System Maintenance

®100% ~

Fig 7.4-4 Rectify Temporary eHealth (Subsidies) Account Information

7.4 Removal of temporary eHealth (Subsidies) account (without any
claim transactions)

The functions of ‘Record Confirmation’ and ‘eHealth (Subsidies) Account Rectification’ are
available for removal of temporary eHealth (Subsidies) account without any related claims.
For temporary eHealth (Subsidies) account with claim transaction(s), by voiding the claim

transaction(s), the temporary account will also be removed.

7.4.1 Remove via ‘Record Confirmation’

a. Inthe menu, click the menu item ‘Record Confirmation’. (Fig. 7.5.1-1)
In the page ‘Record Confirmation’, select the radio button of ‘eHealth (Subsidies)
Account’ for the ‘Confirmation Type’ and input the selection criteria of Cut-off Date,
Practice, Data Entry Account and Scheme. (Fig. 7.5.1-2)
»  Cut-off Date is defaulted to today. You can input another date or press the

calendar -"—"] to select another date.
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C. Press ‘Search’. A result list is shown. (Fig. 7.5.1-3)

»  You can sort the result list by pressing the column header.

>  The total no. of retrieved records is shown in the footer.

»  You can navigate among pages by pressing the page no. shown on the footer.

»  You can press the @ in the header to view the supporting information of that

column.
d. Select the temporary eHealth (Subsidies) account by clicking the checkbox of the row.
e. Click the ‘Reject Selected’ button to reject/remove the selected temporary eHealth
(Subsidies) accounts.

f.  Press ‘Reject’ button to re-confirm the removal. (Fig. 7.5.1-4)
g. Press ‘Return’ to go back to ‘Record Confirmation’ page. (Fig. 7.5.1-5)
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7.4.2 Removal via ‘eHealth (Subsidies) account Rectification’

a. Inthe menu, click the menu item ‘eHealth (Subsidies) account Rectification’. (Fig.
7.6.2-1) The corresponding page is shown. (Fig. 7.5.2-2)
b.  Select the temporary eHealth (Subsidies) account status.
»  Account Status:
I. Pending Confirmation: temporary eHealth (Subsidies) account entered
by data entry account and pending confirmation by service provider.
ii. Pending Validation: temporary eHealth (Subsidies) account pending
validation with Immigration Department.
iii. Validation Failed: temporary eHealth (Subsidies) account with failed
result after validation with Immigration Department.
»  For data entry account, only status of ‘Pending Confirmation’ is available and
cannot choose other status.
C. Press ‘Search’. A result list is shown. (Fig. 7.5.2-3)
»  If the temporary eHealth (Subsidies) account is created without any claim, the
‘Transaction No.” will be ‘N/A’.

»  You can press the @ in the header to view the supporting information of that

column.

d. Select the corresponding temporary eHealth (Subsidies) account by pressing Identity
Document No.. The details of temporary eHealth (Subsidies) account are shown. (Fig.
7.5.2-4)

e. Press ‘Remove’ button to remove the temporary eHealth (Subsidies) account. A pop up
window is displayed to ask for confirmation of the removal. (Fig. 7.5.2-5)

f.  Press ‘Confirm’ to confirm the removal. The temporary eHealth (Subsidies) account is
removed.

g. Press ‘Return’ to go back to ‘eHealth (Subsidies) account Rectification’ page. (Fig.
7.5.2-6)
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7.5 Void COVID-19 Vaccination Record

COVID-19 vaccination record can be voided via functions of ‘Record confirmation’, ‘Claim
Transaction Management’ and ‘eHealth (Subsidies) account rectification’. Data Entry
account can only void his own created vaccination records. In voiding claim for a

temporary eHealth (Subsidies) account, the temporary account will also be removed.

Claim transaction should be voided within 24 hours after creation of claim transactions by
service provider or confirmation by service provider of the claims made through the data
entry account.  If the temporary eHealth (Subsidies) account for a claim has failed validation
result from Immigration Department, service provider can void the claim even if the claim

has been created for over 24 hours.

7.5.1 Void COVID-19 Vaccination Record via ‘Record Confirmation’

In the menu, click the menu item ‘Record Confirmation’.
b. In the page ‘Record Confirmation’, select ‘Claim Transaction’ from Confirmation Type’
c. Then input the selection criteria of Cut-off Date, Practice, Data Entry Account and
Scheme. (Fig. 7.6.1-1)

»  Cut-off Date is defaulted to today. You can input another date or press the calendar

2l to select another date.

d. Press ‘Search’. A result list is shown. (7.6.1-2)
»  You can sort the result list by pressing the column header.
»  The total no. of retrieved records is shown in the footer.

»  You can navigate among pages by pressing the page no. shown on the footer.

»  You can press the @ in the header to view the supporting information of that

column.
»  You can press the transaction no. to view the transaction details.
» If you check ‘Include “Incomplete” Claims’, incomplete claims will be shown..
e.  Select the transaction by pressing the Transaction No. of the row.
Press ‘Void’ in page ‘Claim Information. (Fig. 7.6.1-3) The Void Reason is enabled for
input.
g. Press ‘Confirm Void’ to confirm. (Fig. 7.6.1-4) A void Transaction No. is displayed for
you to mark on the consent form. (Fig. 7.6.1-5)

h.  Press ‘Return’ to go back the ‘Record Confirmation’ page.
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7.5.2 Void COVID-19 Vaccination Record via ‘Claim Transaction

Management’

a. Inthe menu, click the menu item ‘Claim Transaction Management’. (Fig. 7.6.2-1) The

corresponding page is shown. (Fig. 7.6.2-2)

b.  Enter the selection criteria such as practice, status, transaction time, transaction no. and

scheme.

»  For data entry account, only status of ‘Pending Confirmation’ is available and

cannot choose other status.

»  You can click the calendar image [ to select the transaction date.

C. Press ‘Search’. Aresult list with record summary is shown. (Fig. 7.6.2-3)

»  The Record Summary shows the total amount for different claim status in the result

list.

d. Select the corresponding claim transaction by pressing the Transaction No.. The claim

details are shown. (Fig. 7.6.2-4)
e. Press “Void’. The Void Reason is enabled for input. (Fig. 7.6.2-5)

Press ‘Confirm Void’ to confirm. A void Transaction No. is displayed for you to mark

on the consent form. (Fig. 7.6.2-6)

g. Press ‘Return’ to return to the ‘Claim Transaction Management’ page.
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Lot No. SNV202100001
Dose Sequence 1st Dose
Remarks Not Provided
Join eHealth Yes
Created By 90002920

el Press “Void” button.

Fig. 7.6.2-4  Claim Information
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Health System Bl gy
Subsidiee) q =2
WAN, YAN SUM i rhealjglj

(S

Claim Information
@Account Information

07022021 15:53:49

Document Type Hong Kong Identity Card

Mame PEI, CHI WAI (i&ffes) Date of Birth / Gender 01-01-1945/ Male
HKIC Mo VEG22X0((X) Date of Issue 19-06-18

@ Vaccine Informafion

Transaction No. TC21207-403-2 (07 Feb 2021 15:13)

Confirmed Time 07 Feb 2021 15:13

Scheme COVID-19 Vaccination Programme Enter “Void Reason” and press “Confirm Void” button.
Transaction Status Pending eHealth {Subsidies) Account Validation

Injection Date 07 Feb 2021

Practice Tsuen Wan - Vaccination Centre (3)

Vaccine CoronaVac (COVID-19 (SARS-CoV-2) (inactivated whole virus)) vaccine)

Lot No. SNV202100001

Dose Sequence 1st Dose

Remarks Not Provided

Join eHealth Yes

Created By 90002920

Void Reason [

Fig. 7.6.2-5  Claim Information — input void reason

Health System Wl
Subsidice) ;& et
LUK, YET FAI ) (’hea!ﬂ]

15/03/2016 12:17°:45

‘0 Void Transaction completed! Please record the Void Transaction No. (V16315-8-8) in consent form.
e

Void Transaction Time 15 Mar 2016 12:17

Void Transaction No V16315-8-8

[L S

Privacy Policy | Important Notices | System Maintenance

Fig. 7.6.2-6  Completion of void claim

7.5.3 Void COVID-19 Vaccination Record via ‘eHealth (Subsidies) account

Rectification’

a. In the menu, click the menu item ‘eHealth (Subsidies) account Rectification’.

corresponding page is shown.



b. Select the temporary eHealth (Subsidies) account status.
»  Account Status:

Pending Confirmation: temporary eHealth (Subsidies) account entered
by data entry account and pending confirmation by service provider.
Pending Validation: temporary eHealth (Subsidies) account pending
validation with Immigration Department.

Validation Failed: temporary eHealth (Subsidies) account with failed
result after validation with Immigration Department.

»  For data entry account, only status of ‘Pending Confirmation’ is available and
cannot choose other status.
C. Press ‘Search’. A result list is shown. (Fig. 7.6.3-1)
»  If the temporary eHealth (Subsidies) account is created without any claim, the
‘Transaction No.” will be ‘N/A’.

»  You can press the @ in the header to view the supporting information of that

column.

d. Select the corresponding temporary eHealth (Subsidies) account by pressing Identity
Document No.. The details of temporary eHealth (Subsidies) account are shown. (Fig.

7.6.3-2)
e. Press “View Transaction’ button to view and then void the claim transaction.
f.  Press ‘Void’ button in the page ‘Claim Information’. (Fig. 7.6.3-3)
g. The void reason is enabled to input. (Fig. 7.6.3-4)
h.  Press ‘Confirm Void’ to confirm. A void Transaction No. is displayed for you to mark
on the consent form. (Fig. 7.6.3-5)
"@- EHeaIﬂ':SysV;em {Subsidies) - eHealth (Subsidies) Account Roedf;(atmn - Internet qulu
i
Health e B
S ibsmeer g—& heaith
| SHU, YUET SIN ()hea!l:m

15/03/2016 14:23:45

==
IR
eHealth (Subsidies) Account Record

eHealth (Subsidies) Account
Rectification List

Document | Identity Document
p

Press “Identity
Document No.” to

Pending Validation view details.

Date of
Issue

HKIC 0000XXX(x) ==TT-01-2004 |LEE GUTIERREZ 01-01-1940 Female |1 PA08BTIST | yp
2 |HKIC CT50X(X) 05-05-2013 Y"Iog%ra KEI 1042 Female |C16312-22-1 TV16312-03 I
N SHEK_ AH HO
3 |HKic VEA1XXX(X) 16-05-2008 | HEKEA 25-11-1940 Female |C16315-32-6 TV16315-16-5 ||

Page 1 of 1 (3 items) I
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Fig. 7.6.3-1

Temporary eHealth (Subsidies) account Record

b

ZHealth System ES [73 3
(Subsidies) Beizim
PUI, YAN SUT fheaLgD
[ “Home Y inbox T Logout 21/02/2019 1417 34

j‘l!g Health (Subsidies) Account Rectification

nuap

Reference No.

Document Type
HKIC No.
Date of Birth

Name in English

Chinese Commercial Code

Gender
Date of Issue
Creation Method

Transaction No.

Rectify eHealth (Subsidies) Account Information

C19221-62-6
(Temporary eHealth (Subsidies) Account Record Created by other Service Provider)
Hong Kong Identity Card

MD967935(4)
01-01-1944

[cHAn |, [Lor HiNG | o
(Surname) (Given name) Press “View

Transaction” button.

COCr 0 e

OFemale ® Male

Manual Input
TV19221-7-9

{{ 925 (chip facing up) {C == | (chip facing up)
Read Old Form of Smart 1D » Read New Form of Smart 1D *

If you notice that the HKIC No. does not match with the respective person, please
use the "View Transaction” button to void the claim and the respective eHealth
(Subsidies) Account will be removed automatically.

Y

Privacy Policy | Important Notices | System Maintenance

Fig. 7.6.3-2

ZHealth System covip-19 DEm
(Subsidies)

WAN, YAN SUM
[ Home X inoox X Logout

nuap

Rectify eHealth (Subsidies) account Information

w8 EHED
= fiEiE
chealth

17/02/2021 23:13:36

fj* Claim Transaction Management

Claim Information
@ Account Information
Document Type

Name

HKIC No.

@Vvaccine Information
Transaction No.
Confirmed Time
Scheme
Transaction Status
Injection Date
Practice

Vaccine

Lot No.

Dose Sequence
Remarks

Join eHealth

Created By

Hong Kong Identity Card
LO, LO PAK (EZfER)
TKBO7XXX(X)

Date of Birth / Gender 20-09-1932 / Female
Date of Issue 19-06-18

TC21217-449-0 (17 Feb 2021 18:26)
N/A

COVID-19 Vaccination Programme
Pending Confirmation

17 Feb 2021

Tsuen Wan - Vaccination Centre (3)
sinopharm COVID-19 Vaccine (COVID-19 (SARS-CoV-2) (non-replicating viral vector)) vaccine)
SNP202100001

1st Dose

Lt arm

Yes

DEO1 (90002920)

«Back (" Void v ’

Privacy Policy | Important Notices | System Maintenance

Fig. 7.6.3-3

Claim Information — void
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¥ (D
ZHealth System BR (1215

(Subsidies)
WAN, YAN SUM chea |'§h
1710212021 23:14:40

Claim Information
@ Account Information

Document Type Hong Kong Identity Card

Name LO, LO PAK (EEiERT) Date of Birth / Gender 20-09-1932 / Female
HKIC No. TKBO7XXX(X) Date of Issue 19-06-18

@Vaccine Information

Transaction No. TC21217-449-0 (17 Feb 2021 18:26)

Confirmed Time N/A

Scheme COVID-19 Vaccination Programme

Transaction Status Pending Confirmation

Injection Date 17 Feb 2021

Practice Tsuen Wan - Vaccination Centre (3)

vaccine Sinopharm COVID-19 Vaccine (COVID-19 (SARS-CoV-2) (non-replicating viral vector)) vaccine)
Lot No. SNP202100001

Dose Sequence 1st Dose

Remarks Lt arm

Join eHealth Yes

Created By DEO01 (90002920)

Void Reason Wrong input

Enter the reason and

ancel x JConfim Void ] «
then press “Confirm
Privacy Policy | Important Notices | System Maintenance VOid” buttOn.
Fig. 7.6.3-4  Claim Information — Input void reason

- pi

CHealth System ES {18 3
(Subsidies) ERa
LUK, YET FAI : r'heal;g_g

R 15/03/2016 12:17:45

& Void Transaction completed! Please record the Void Transaction No. (V16315-8-8) in consent form.

( Void Transaction Time 15 Mar 2016 12:17

[——sidTaggaction No. V16315-8-8

Privacy Policy | Important Notices | System Maintenance

Fig. 7.6.3-5  Completion of void claim
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7.6

Vaccination Record Enquiry

Service provider and data entry account can enquire immunisation records for service

recipient via the ‘Vaccination Record Enquiry’ function in the menu.

a. Inthe menu, click the menu item ‘Vaccination Record Enquiry’. (Fig. 7.7-1)

Select the document type, input document no. and date of birth. Then press

‘Search’ button. Or you can choose to read data from Smart IC. (Fig 7.7-2)

>

Document type, document no., date of birth, English name and gender are the
keys to match immunization records from different information providers.
For validated eHealth (Subsidies) Account, the corresponding English name
and gender are retrieved from system for matching.

If the service recipient is not a validated eHealth (Subsidies) account, you
have to input the English name and select the gender. Then press  ‘Next’
button. (Fig. 7-7.3) The entered details are shown and you can press

‘Proceed to Enquiry’  button. (Fig. 7-7.4)

Vaccination records are shown. (Fig 7.7-5a)

For the available document types of different information providers and the

available types of immunization records, you can refer to the legend in the screen

(Fig 7.7-5b).

['@ eHealth System (Subsidies) - Home Page - Intemet Explores (= [ |
e

Health System Eﬁ@\ A
(Subsidies) B MEH
chealth

SHUM, WOON WO

31/03/2016 17:25:20

e
& Claim g
L o ;
< -.},Vaccmaﬁon Record t Successful Login 31 Mar 2016 17:23
W& | Enquiry st Failure Login 22 Dec 2015 09:28

-
I 7 Record Confirmation

Z% Claim Transaction
¥. Management

|| mj eHealth (Subsidies)
{~¥ Account Rectification

-
= Monthly Statement

k My Profile
g User Manual

I I Proper Practice

.
== Release Notes

-

-4
@ List of Unread Message
You have 6 unread message(s)

@ List of Claims Pending Completion

You have 11 record(s) with incomplete information.

@ List of Claims Pending Confirmation

SSICOS ]
-‘c‘:"a‘
@

You have 1 record(s) pending confirmation

®100% ~

Fig 7.7-1 Home page — Select “Vaccination Record Enquiry”
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ZHealth System covip-19 bEm s
(Subsidies) %@ﬂ
CHAN, FIVE MAN r'hea Ltuh

=
1]
=)
| =
(O Certificate of Exemption O Document of Identity
anished) (O Hong Kong Re-entry Permit O Permit to Remain in HKSAR (ID 2358)
| (O Certificate issued by the Births and Deaths
() Non-Hong Kong Travel Documents Registry for adopted children

Please input information OR read Smart ID Card to search eHealth (Subsidies) Account (EIEFD

| New software for reading Smart ID Card is available | Update Now |
T Read Old Form of Smart ID Read New Form of Smart ID

@ - K€Y (Chip facing up) T (Chip facing up)
HKIC No. ] 5t 1 0 £ 0 05 SAMPLE EBAANER A K SAMPLE
HONCG KONG PERM| HKIC Symbol HONG KONG PERM HKIC Symbol
Date of Birth I:I * W e (Tne first alphabet, which can (The first slphabet, which can
Chi Han be A, G, R, U or other alphabety be A, C. R, U or other alphabet)
e 3947 2535 5174 7

P S

{ HKIC o | HKIC No.

\ =\ J\

Privacy Policy | Important Notices | System Maintenance

0668668 (E)

Fig 7.7-2 Search Account
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r B
@ eHealth System (Subsidies) - Vaccination Record Enquiry - Internet Explorer E&u
. - -

g
ZHealth System O 11 3
(Subsidies) =f2im
SHUM, WOON WO (*hea[m
UL LU e L 00/02/2016 15:49:48

?\/accination Record Enquiry

W No validated eHealth (Subsidies) Account can be found in eHealth System. To view patient's vaccination
=¥ records (if any), please input the "Name in English" and "Gender".

nuap

Input Recipient Information

@ Recipient Information

Document Type Hong Kong Identity Card

HKIC No. AAB63565(5)

DOB 1940

Name in English [cHAN |, [Tar man
(Surname) (Given name)

Gender O Female ® Male

Cancel x Y Next 3

Privacy Policy | Important Notices | System Maintenance

®100% ||

Fig 7.7-3 Input Recipient Information for non-validated eHealth (Subsidies) account.

'@ eHealth System (Subsidies) - Vaccination Record Enquiry - Internet Explorer
ZHealth System
(Subsidies)

SHUM, WOON WO
e e e O9/02/2016 15:50-51

_:?\/accination Record Enquiry

=
% Confirm Recipient Information
7 @ Recipient Information |
Document Type Hong Kong Identity Card
HKIC No. AABG3565(5)
DOB 1940
Name in English CHAN, TAI MAN
Gender Male

[ «Back X Proceed to Enquiry »

Privacy Policy | Important Notices | System Maintenance

#100% -

Fig 7.7-4 Service Recipient Information
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ZHealth Syster covib-19 DEMc

(Subsidies)

VAN, YAN SUM

nuap

—
?\/accination Record Enquiry

@ Recipient Information

Document Type Hong Kong ldentity Card
Name PEIL, WAI CHI
HKIC No. VE622545(9)

¥ I
BiEE
chealth

07/02/2021 16:09:03

Date of Birth / Gender 01-01-1945 | Male

@ Vaccination Record

Mo. of records:

eHealth System (Subsidies) ‘ ‘

Hospital Authon'ty

‘ ‘ Department of Health
0

on Injecfion Date Vaccine

Information Provider

Injecfion Date
1 |07 Feb 2021 | BMT162b2 (COVID-19 (SARS-CoV-2) |1stDose | Enrolled Doctors (eHS(S))
(mRMA)) vaccine)

Page 1 of 1 (1 items)

Disclaimer &

| influenza

The immunization record shown en this page (only include pr

Provider is advised to verify the

influenza vaccination and COVID-13 vaccination) is to the best lmtmledge nf the |n‘fonnahon provider and may not be exhaustive. Service
ination history with the patient before

human swine

the vaccine.

[ Retum Y Proceed 1o Clam+ )

Fig 7-7.5a Vaccination Records are shown.

ZHealth System
(Subsidies)

PAU, LOI YAU

[ =*Home™¥"inboc ¥ Cogou

21/02/2019 14:55:02

Vaccination Record Provider

nuap

Information Provider

i Jocument Type eHealth System  Hospital Authori )epartment o
@ Recipient| D tT Heaith Syst Hospital Auth Department of
Document Ty (Subsidies) Health
Name Hong Kong Identity Card J
HKIC No Certificate of Exemption J

Document of Identity

Hong Kong Birth Certificate (Established)

Hong Kong Re-entry Permit

NANANENEN

Permit to Remain in HKSAR (ID 235B)

SNISSNNSN S
<

Certificate issued by the Bi
adopted children

the vaccinatiol

nts.

Click the @ icon, the Legend

swine influenza vaccination.

* The immunization records shown in the enguiry only include

will be shown.

Y

uman

Close  »

Privacy Policy | Important Notices | System Maintenance

Fig 7-10.5b Legend of Vaccination Record Provider
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Appendix 1 — Good practice related to Security for eHealth
System (Subsidies) user

Handling of Data:

a.  Service providers should ensure that the access rights to information are granted on a
need-to-know basis.

b.  Every user has responsibility to safeguard the confidentiality of the data.

c.  Sensitive data in printed format (such as eHealth (Subsidies) account creation form,
consent form) or pre-printed printout should be stored in secure locations (i.e. locked
filing drawers and cabinets).

d.  Access rights to the physical premises where information are located, should also be
managed based on need-to-know basis.

Authentication:

e.  Users should logout of the eHealth System (Subsidies) immediately after use to avoid
the risk of exposing data in the system to other persons.

f.  Users must ensure their accounts/passwords/tokens are protected properly.

g. Users should protect own password carefully to avoid misused by others. Some
suggestions are as below:
» change your password regularly;

change your password immediately if you suspect that it has been compromised;

do not write down your password unless with sufficient protection;

do not tell or give out your passwords even for a very good reason,;

YV V V V

do not display your password on the monitor;
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» do not send your password unencrypted especially via Internet email;

Data Entry Account Management:
h.  Service provider should suspend data entry account in a timely manner when the user is
no longer working for the post.

I.  The use of group accounts should be avoided.
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Appendix 2 — Function Access Right

Access Right

Function Service Provider | Data Entry Account
Claim v v
COVID-19 Vaccination Programme v v
Vaccination Record Enquiry v v
Record Confirmation v X
Claim Transaction Management v v
eHealth (Subsidies) account Rectification v v
Monthly Statement v X
My Profile v v
Inbox v X
Claim (Text-only version) v v
Claim (IVRS version) v X
Void Claim Transaction (Text-only version) v

Void Claim Transaction (IVRS version) v X

Remark:

* IVRS is available for service providers enrolled in HCVS.
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