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Summary

o In June 2019, 12M patients records including Credit Cards, Personal data and 
medical information was stolen

o The breach was a result of malicious activity on a third-party collections vendor 
named American Medical Collection Agency (AMCA)

o At the time of hacking, AMCA payment site did not enforce encryption and also 
used wrong certificate when manually switch to secure connection

o The breach lasted 8 months from August 1, 2018 until March 30, 2019

o Multiple lawsuits filed for Quest and AMCA. AMCA has filed bankruptcy protection



Summary

o In July 2018, 1.5M Patient and medical records including Prime Minister 
was hacked

o Initial attacks day back to 2017 when a workstation was compromised by 
phishing email.  

o Attacks gained privileged access through servers that had not been 
patched for 14 months

o Senior manager reluctant to report suspicious activities to avoid pressure 
from top and also not sure about his role in reporting security incident



Summary

o The WannaCry cyber attack began on the morning of Friday 12 May 2017, 
affected 4.7% of all NHS computers running Windows XP or unpatched Windows 7

o The attack target on known windows vulnerabilities but the patch had been 
made available 2 months before the attacks

o Cancelled19,000 appointments and cost ₤92m to clean-up

o As of today, NHS admitted there are still over 2300 workstations running 17 years 
old Windows XP, 2 years after WannaCry attack
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Takeaways

Cyberworld is full of 
dangers and traps

Inaction / inattentive to 
vulnerabilities = open 
invitation to hackers

Be cyber resilience!



The Hacking Economy

Social Security Number : US$1
Identity Proof : US$ 30
Credit Card #  : US$ 110
Online Banking : US$160
Medical Records : US$ 1000







Ransomware-as-a-Service



Selling Access to Servers

You don’t want your 
computers listed in the market 
place



DDoS-as-a-Service



Takeaways

Cybercrime has become a 
commodity

Healthcare data theft is 
lucrative and easy

Be cyber resilience!



Cyber security is an end-less Tug-of-War 
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Key Objectives of eHR Security

� Confidentiality

o Ensuring that information is accessible only to 
those authorised to have access

o Compliance with eHR Ordinance & PDPO

� Integrity

o Safeguarding the accuracy and completeness 
of information and processing methods

� Availability

o Ensuring that authorised users have access to 
information and associated assets when 
required

o Ensuring the overall system reliability



Security by Design

�Defence In Depth

�Minimize attack surface

�External is insecure

�Business Continuity

�Monitoring & Audit

Fortify and 
defend against 
known threats



Strong Access Control and Traceability

�Least Privilege Access

�Separation of duties

�Privacy by default

�Fully audit on all control

�Notification to patients



On going monitoring & threat 
detection

o The operation of eHRSS is ISO 
27001 certified

oBut no system is invincible !

o Exercise of due diligent, regular 
review etc. is critical for 
discovery of unknown threats, 
eg. Zero day vulnerability

oRegular drills & awareness 
training turn discipline to habit



Modernized & automated Security Practice 

Pave way to a new era….



Be Cyber Resilience

Backup your 
data

Keep 
software 
up-to-
date

Establish 
Security 
incident 
respond 
plan

Formulate 
Security 
Policy

Formulate 
Business 
Continuity 
Plan

Implement 
system 
defense

On-going 
Awareness 
Training

Use strong 
password / 
avoid 
repeated 
use

Conduct 
regular 
drills 

Be prepared for hack!
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Key takeaways

o Maintain cyber hygiene

o eHR is a ecosystem and 
keeping eHR Safe is 
everyone’s responsibility

o Be cyber resilience!



THANK YOU


