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“Data is the oil, some say the 

gold, of the 21st century”

- Joe Kaeser

CEO of Siemens

“The difference between oil and data is that the 

product of oil does not generate more oil, 

whereas the product of data will generate more.”

- Piero Scaruffi, 

Cognitive scientist and author 

of “History of Silicon Valley”



In 2018, someone’s identity was stolen every 3 seconds!

How much is your information worth?

Category Price (USD)

Email Address & Password $0.7-2.3

Credit Card $8-22

Driver License $20

Medical Record (each episode) $1.5-10

Complete Medical Record Up to $1000

Source: https://keepersecurity.com/how-much-is-my-information-worth-to-hacker-dark-web.html







From Compliance to Accountability

• Responsibility to put in place adequate policies and measures to 
ensure and demonstrate compliance

• Translate legal requirements into risk-based, verifiable and enforceable
corporate practices and controls



Security 
and Privacy 

Ease of 
Use



Taking a proactive approach to data protection

List of privacy safeguards in eHRSS

❑ Patient controlled consent management

❑ Role-based access control for healthcare professionals

❑ Secure log in and full data protection

❑ 2-factor authentication

❑ Cyber-security protection

❑ Legal protection from PDPO and eHRSSO

❑ Various privacy protection related guidelines  

❑ Privacy Protection Office



Privacy Protection Office



Key responsibilities of Privacy Protection Office (PPO)

❑ Establish and implement privacy-related controls for upholding the 

data protection principles;

❑ Coordinate and conduct Privacy Impact Assessment(s) and Privacy 

Compliance Assessment(s);

❑ Perform audits on accesses to eHRSS including suspicious accesses 

in eHRSS;

❑ Conduct investigation on suspected data breach and privacy 

incidents;

❑ Promote personal data protection in eHRSS



Suspicious accesses in eHRSS

Frequent insertion 
of Smart ID

Frequent trial on access key

Frequent logon within a short 
period of time

Users (HCProfs/ User Admin) 
report on suspicious accesses

Patients report on 
suspicious accesses





We need YOU in privacy protection  



How?
How?



1.
Use eHRSS appropriately



2. 
Manage the eHRSS account 
properly



As a User
❑ Do not share account

❑ Use a strong password and Do not disclose it

❑ Keep your token safe

❑ Staying on top of your account

❑ Logout when you won’t use the system even just for a while

❑ When you leave your employer, please 

❏ Keep the token or return it to Registration Office yourself

❏ Change your password before you leave 



As a HCP

❑ Remind your staff not to share accounts

❑ Assign appropriate user roles

❑ Check eHRSS User Access Log regularly

❑ Review your list of active accounts regularly

❑ When an employer resigned and left your institution, you 

should 

❏ “End the relationship” or Terminate the account



3. 
Handle patient’s, their SDM’s and 
AP’s personal information with 
care



As a User

You should handle

❑ the Hong Kong Identity Card

❑ the completed joining and sharing consent forms

with care



As a HCP

❑ You should comply with the eHRSS Data Retention Policy

❏ Physical copies of program administrative forms (including 

application forms for registration or update of information, 

giving or revoking consent, etc.) and supporting documents 

(including copy of identity document) for HCR 

registration…shall be kept for 6 months after the date of 

completion of registration process

❑ You should dispose the records securely and safely



4. 
Report to us any suspicious 
activity or suspected privacy 
incident in eHRSS



Hotline: 3467 6230 Email: ehr@ehealth.gov.hk



Privacy Kit of eHRSS

Roles and Responsibilities of 
User Administrator in eHRSSPersonal Information Collection 

Statement (User Account 
Creation Request Form)

Privacy Policy 

of eHRSS Safe Use of 
User Account Leaflet 

Personal Data (Privacy) Ordinance and
Electronic Health Record Sharing
System
(Points to Note for Healthcare
Providers and Healthcare Professionals)

FAQs for Healthcare 
Provider and Professional

Electronic Health 
Record Sharing 
System and Your 
Personal Data Privacy 
(10 Privacy Protection 
Tips)

@ eHRSS Website: https://www.ehealth.gov.hk/





THANKS!


