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Regulations & Best Practice
For Using eHRSS



Electronic Health Record

Sharing System Ordinance
(Cap 625)

Legislation






eHRSS Ordinance (Cap 625)

An Ordinance to provide for the
establishment of the eHRSS, the
sharing and using of data and
information and protection of
system, data and information



eHRSS Ordinance (Cap 625)

1. Establishment of System
2. Registration of Healthcare Recipient
3. Sharing Consent

5. Registration of Healthcare Provider
6. Use of eHR

9. Safeguards for Access to eHR

10. Application to data or information that is personal
data under PDPO

11. Offences
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Uses of eHR

Healthcare

Research and Statistics

Disease control and surveillance

Use permitted by or under any other law

S27-31
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Joining Consent 2 Ei[E &

For eHR Commissioner to share the person’s
sharable data in eHRSS, for healthcare and

referral purpose, with any prescribed HCP to
whom the person or n’s given
sharing consent
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Sharing Consent Bi&B[EE

For Healthcare Provider to share data in eHRSS,
and can share it with another prescribed HCP
for healthcare referral purpose
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Eligible SDM iR A

Persons incapable of giving consent

Minor (below 16 years old)

HCR who is not a minor (above 16 years old)

Persons who may act as SDM

1.
2.
3.

Parents

Guardian

Persons appointed by court to
manage the affairs of the HCR
Family Members or person
residing with the HCR

HCP

Guardian

Director of Social Welfare or any
other person under MHO*
Persons appointed by court to
manage the affairs of the HCR
Family Members or person
residing with the HCR

HCP



HCP Registration

Provide healthcare at one service location in HK

. Hospitals, Nursing Homes and Maturity Homes

. Medical Clinics

. Dentists

. Residential Care Homes (Elderly Persons)

. Residential Care Homes (Persons with Disabilities)

. A specified entity that engages a healthcare professional to perform
healthcare

s19
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Need-to-Know & Patient-Under-Care
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HCP must take reasonable steps to ensure access

to any health data of the HCR is restricted to

1. a healthcare professional who may perform

healthcare and

2. that may be relevant for performing healthcare
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Regulations for Use of eHRSS




Purpose of the COP

1. Provide good practice and recommendations

. Facilitate understanding of operation and
requirements

. Guide the use of eHRSS in secure and proper
manner
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Overview of COP

Registration of HCP

Handling registration of HCR

Obtain HCR’s consent for eHR access
Manage HCS’s user account

Manage HCP’s own clinical records
Ensure general system security
Make data sharing to eHRSS secured
Handing DAR and DCR

Maintaining user account

. Update records for eHR sharing

. Points to note before accessing eHR

. Points to note when viewing and using eHR
. Respect confidentiality of HCR’s information
. Enquires and assistance



Healthcare Provider

1. Registration as HCPs in eHRSS

— Participate on voluntary basis

— Observe Conditions of Registration and COP
2. Handling of registration of HCR

— Handling registration and personal data and HCR
requiring SDM

3. Obtaining HCR’s consent for eHRSS
— Obtain express and informed consent



Healthcare Provider

4. HCP to manage healthcare staff’s user account
— Create and update staff accounts
— Assign staff access to eHRSS on “need-to-know” and
“patient-under-care” principles
5. HCP’s own clinical records and sharing of eHR
— Maintain clear and updated clinical records
— eHR is not a replacement of HCP’s own health records

— Upload and share if the information is readily and
electronically available and within sharable scope as
soon as possible



Healthcare Provider

6. Ensure general system security

— System security guideline and practices and
prevention of unauthorised access

7. Ensure data sharing to eHRSS secure

— Comply with standards, policies and requirements
for security and data sharing



Healthcare Professional

1. Points to note when viewing and using eHR

— Professional judgment to interpret information in
eHRSS

— Not a substitute for personal communication

2. Respect confidentiality
— Duty of confidentiality of information
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