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Latest Cyber Security Situation in
Medical Sector and in Hong Kong

Ken Lee

Senior Inspector of Police

Collaboration Team 3, Cyber Security Division
Cyber Security and Technology Crime Bureau
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Cyber Attack Trend « Critical Infrastructures

* Mobile Devices

* Internet of Things
« Smart City

* Cloud
 E-Payment

« Government Bodies Etc......
- Large Corporations

* Individuals Advanced
e SMEs Persistent Threat

Motives and Targets

Ransomware

Malware
DDoS Attack
Hacking
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Case Sharing

What Happened to My Computer?
Your important files are encrypted.
Many of your documents, photos, videg

Payment will be raised on

51672017 00:47:55

Time Lek

fation, click <About bitcoin>.
Puy some bitcoins. For more information,

the address specified in this window.

Contact Us
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Case Sharing

@ > News Highlights

SINGHEALTH'S IT SYSTEM TARGET OF CYBERATTACK

20TH JUL 2018
JOINT PRESS RELEASE BY MCI AND MOH S‘ H I h
SINGHEALTH'S IT SYSTEM TARGET OF CYBERATTACK I n g ea t

Safeguard Measures Taken, No Further Exfiltration Detected

Defining Tomorrow’s Medicine
SingHealth's database containing patient personal particulars and outpatient dispensed medicines has been the target
of a major cyberattack.

2 About 1.5 million patients who visited SingHealth’s specialist outpatient clinics and polyclinics from 1 May 2015 to 4 July
2018 have had their non-medical personal particulars illegally accessed and copied. The data taken include name, NRIC
number, address, gender, race and date of birth. Information on the outpatient dispensed medicines of about 160,000 of these
patients was also exfiltrated. The records were not tampered with, i.e. no records were amended or deleted. No other patient
records, such as diagnosis, test results or doctors’ notes, were breached. We have not found evidence of a similar breach in the
other public healthcare IT systems.
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What do hackers do with your data?

HACKER

ACTIVITY
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Our Internet

Academic databases \ .
Medical rec’ord\s \
Financial records

Legal documents

Some scientific reports

Some government reports

Subscription-only information
Some organization-specific

repositories
. \ \.
el b ..
h\
TOR
Political protest

Drug trafficking and other
illegal activities
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Yqur identity is a ;tgal pnrthe Darrk Wep. !:e'xpericn.

Here are mm

Social security Online payment Credit or debit card
number servug:esﬁlog;\n info credit cards are more popular)
Q. Faypall

= =}

$1 $20-$200 $5-$110

$5 $15 $30

Drivers license Loyalty accounts

General non-financial
institution logins

BIGIGILES Passports (US) $1

Subscription N
@ s2a sl Medical records

$100-$400 $1000-$2000 $1-$10 $1-$1000**
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Phishing Email

From: “Bank of America™ customerservice|
To: “Jane Smith™ jane-smith12@ gmail com
Date: Wed, Mav 26, 2010

Subject: Fraud Alert — Action Required

Bank of America 2%~

PayPal
~= e e

At Bank of America, vour satisfaction is our number one

Advanced Online Securitv option for our customers with

our website and add Advanced Online Security to vour a  Dear Paypal valued member,
vour information www bankofamerica com.

Due to concerns, for the safety and integrity of the paypal

. account we have issued this warning message.

If vou donot take these steps, in order to protect vou, we

will be required to visit vour local branch to verify vouri It has come to our attention that your account information needs
to be updated due to inactive members, frauds and spoof reports.

Thank vou for helping us to make Bank of America the s If you could please take 5-10 minutes out of your online experience and renew
your records you will not run inte any future problems with the online service.
However, failure to update your records will result in account suspension

If vou are receiving this message and you are not enrolle:  This notification expires on 48.

online members will automatically be enrolled in the Ad

Once you have updated your account records your paypal account

service will not be interrupted and will continue as normal.

. . Addresses
Please follow the link below and login to your account h!
and renew your account information do not match!

Sincerelv,

Bank of America Online Security Depanmem* ,
https://www.paypal.com/cgi-binfwebscr?cmd=_login-run

< L

Sincerely, http://66.160.154.156/catalog/paypal/ |
Paypal customer departmemp'” -160.154.156/ g/paypal/ |
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Phishing Website

& - C W [ idloudee.top/?KUJFD=90442153068929.html ke %5 » ﬁ @ P HO K O DS m %x&. Wl @ B =
= Apps & % Redmine pJ VirusTotalIntell [ Heritrix Engine = [&] DailyDNS Chanc % Attendance .S Alfresco»Login & Standard Charte [ NewTab [3 »

BB | G

%5% iCloud

B RERNSERE

32745 Apple ID ? BiZEAIEE— 4

5
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Credit Card Misuse
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[tems purchased

R I Boarding pass Boarding pass
Sky Airlines .
ECONOMY | ECONOMY
Passenger namao Date Timo Passenger name
DAVE GREEN 25JUL 10:30 DAVE GREEN
From
—_—
$1 OO = From Flight Seal NEW YORK
s NEW YORK A 0137 39F To
e : : LONDON
A To Gate Board tll Date Time FI ght
|Tu nes B  LONOON 18 10:10 250UL 10:30 A0137
Seat Gate

Apps, games, music, movies,
TV shows, books, and more.
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Blackmail

It seems that, xxﬂxxmoi IS your password.

actually, | setup a malware on the adult vids (porno) web-site .

| created a double-screen video. 1st part shows the video you were watching (you've got a good
taste haha .. .), and 2nd part shows the recording of your web cam.

Well, in my opinion, $2900 is a fair price for our little secret."’
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Whatsapp Hijacking

FAFRIRBAA » |
HRERHF
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How to login a Whatsapp?

We have sent you an SMS with a code to
the number above.

To complete your phone number
verification, please enter the 6-digit
activation code.

Resend Code In 1:03 IHIOB
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Two-step verification

< Account < Two-step verification < Two-step verification

Privacy Enter a six-digit passcode which you'll be asked

far when you register your phone number with

Security WhatsApp:

Two=step verification

Change number

Delete my account

]

For added security, enable two-step verification to
require a passcode when registering your phone
riumber with WhatsApp.
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Ransomware

Ransomware is a serious security threat that
limits victims to access their files or system
functions. It has “data-kidnapping’ capabilities.

Cybercriminals tend to threaten victims to pay
ransom (bitcoin) In order to regain access to their

files or systems.
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Ransomware

‘ — Open the email and
Email with execute the
ici attachment
malicious
attachment

Cybercriminals
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Bitcoin blackmail
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Mitigation

»Unplug the power
» Disconnect the infected terminal from network

»Remove external storage devices from infected
terminal

» Retain sample for analysis
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Preventive Measures

Regular Backup

» Offsite backup

» Online backup
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Preventive Measures

Management Solution
» Access Control

» Device Management

» Awareness of Staff

» Incident Response Mechanism
»Regularly update the OS

» Constantly review the security network
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Current approach

P
7
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COMMISSIONER’S OPERATIONAL PRIORITIES 2017 g

The Commissioner's Operational Priorities 2017 set out the key operational

areas which the Force will accord priority to during the year. They a 4

continuation of the seven priorities identified tast year with minor refinements COMMISSIONER’S OPERATIONAL PRIDRITIES 2018

to reflect our current operating environment and key challenges in the year

ahead. The Commissioner’s Operational Priorities 2018 set out the key
operational areas which the Force will accord priority to during the year.

The successful implementation of these priorities will ensure that Hong Kong Tm':Lm f:’xu:u”; i':":m*:::; ‘“:m”:‘:;‘ mv':“ ';:*-

remains a safe and stable society. ~] prarsileamrandet e "9 y
The successful implementation of these priodties will ensure that Hong
Kong remains a safe and stable soclety.
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Current approach

Priorities
CYBER SECURITY AND TECHNOLOGY CRIME

* Promote public awareness of computer and cyber security as well as the risks associated with the Internet and
social media through a multi-agency approach.

» Enhance cooperation with other law enforcement agencies to target technology crime.
* Strengthen coordination and sharing of expertise in handling and investigating technology crime.

-

Strategies
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Prevention and Engagement Strategies

Anti-Deception Coordination Centre

[z & Bk fr R op
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Public Awareness

Cyber Security Cyber Security
Seminars Competition
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Public Awareness

» Cyber Security Professionals Awards

— Held in Feb 2018

— Encourage the sharing of best practice in cyber security
among Critical Infrastructures
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Public Awareness

» Cyber Security Consortium 2018

— Held between 23 and 25 Oct 2018 (3 days)

— Attracted more than 600 law-enforcement officers, IT experts
and industry leaders to attend R




Public Awareness

Cyber Security Campaign

— https://www.cybersecuritycampaign.com.hk/

— 1stWave (Jun 2017) : Anti Botnet

— 2"d'Wave (Aug 2018) : Security of Smart Devices

CYBER SECURITY. CYBER SECURITY
" CAMPAIGN CAMPAIGN 5

IS YOUr
Smart Phone

YOU ARE MOST EXPOSED TO BYBER THREATS IF YOU THINK THAT
*  YOU ARE NOT A TARGET!!

COME AND BHECK ouT MORE! :
fffi"‘x_'é" é- ¥
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“No More Ransom” Project (www.nomoreransom.org)

o jo[RELRAIS 0 | S Err—

Crypto Sheriff Ransomware: Q&A Prevention Advice Decryption Tools Report a Crime Partners About the Project

@ New decryptor for LambdaLocker available, please click here. @

NEED HELP unlocking your digital life

without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
happens, you can't get to the data unless you pay a ransom. However this is not guaranteed and you should never pay!

(%) )

GOOD NEWS BAD NEWS GOOD KEWS
Prevention is possible. Following simple cyber Unfortunately, in many cases, once the Nevertheless, it is sometimes possible to help
security advice can help you to avoid becoming a ransomware has been released into your device infected users to regain access to their encrypted

HKPF has joined the anti-ransomware project “No More Ransom”, which was
initiated by Europol, the Dutch National Police and two cyber security companies.
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“No More Ransom” Project

(Www.nomoreransom.org)

@ CRYPTO SHERIFF

RANSOMWARE: Q&A

L prevention advice

£ Wannacry from 5oreading within your network

ansomware attack?

e a¥ectng your Gavice pease il the o Beiaw T wid enabie (20 check whether hore € 2 ScA200 mvadi mwere
1103d the cecryption souton
ALGULATION ON THE DATA PROVISIONING
re
ot be arper ten] WB) Type below any emad webste USL onon or/and btcon addvess -
RANSOM DEMAND Note De especially ccurale wih the spelng pay the ransom
mpe ware attack work?
of ransomware?
from PC

Analysis of

Ransomware

www.nomoreransom.org

O upload the fic.

ttor humi) with the ransom note eft by crimn

acks against businesses growing?

nce e falure
et

find a single solution against ransomware?

1 been formally detected

(. N\

DECRYPTIOK TOOLS

loading and starting the solution, read the how-to guide. Make sure you rem
rtherwise it will repeatedly lock your system or encrypt files. Any reliable antiv

Il order):

“hat unis man haln ransamuiars Uiatime $A nat hasl anssss 1A thair flasd

Online Database

Decryption Tools

Prevention
Advice

(g )

REPORT A CRIME

im to ransomware, click on one of the links below to be redirected to the reporting v
echanisms vary from one country to another. In countries which do not have a dedi
ire advised to go to your local police station to lodge a complaint.

B Bolgum | FR - Bulgana
- Cyprus | EN | (Email) M Czech Repudlic
+357 22808200

57 22808461
-csonal (Email) =+ Finland | EN
. Gecmany. 0 Greece.
= Hungary 1 Lietand

Reporting to Law
Enforcement

@ PREVERTIOK ADVICE

1175 2150 prevents Wannacry $om sprecing within your netwark For mere information ciick heee

1 Have & recovery system in place so a ransomware irfecton can't destioy your personal data forever It's
10 use a service that makes an automatic backup of your files) and one to store phys:
Disconnect these from your computer when you are done. Your back up copes will also come in hand)
system from ransomeare Do not switch off the heunstic functions’ as these help the s

¥ computer up 10 date. Ve your OpEratng System (05) o AppRcatons elease a new verson nstal ¢
take

https://www.police.g
ov.hk/ppp_en/04_cri
me_matters/tcd/proj
ect_nmr.html
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“No More Ransom” Project (www.police.gov.hk)
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Crypto Shen#! Ransommwace: O8A Prevention Advice Decryption Tools Aeport a Cime Partners Abowut the Project
Fer mire nlormation on preventon adnce for WareaCry, phease chee bare.

NEED HELP unlocking your digital life
without paying your attackers*?

Ransomware is malware that locks your computer and mobile devices or encrypts your electronic files. When this
happens, you can't get to the data unless you pay a ransom. However this is not guaranteed and you should never pay!

©) ®)

GOOD NEWS BAD NEWS GOOD NEWS

Prevention s possible. Folomng seple cybet Unforturately, ) Mmany cases, once the Nevertheless, it i sometimaes possbie to help
secunty sdvice can helo you a 6 Doon reloaded IND your Sevce nfectod whers 10 g SCcess 10 thee ercnpied

AMBERANS SES LB BT R IMES R - BEEHRMAT —EHEeReE
S - RIS B IRSAER 22 £ SR BIAY JESEEN 24k (No More Ransom)” 5 &I - 15iB
P — SR A SRS IAIE A  EE LR ST MBS RS> R THLTES
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Companies spend millions of dollars on
firewalls and secure access devices, and
it's money wasted because none of
these measures address the weakest link
in the security chain: the people who
use, administer and operate computer
systems

— Kevin Mclnick —

AZ QUOTES
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Thank You
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