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Cyber Attack Trend  

Motives and Targets 

• Malware 

• DDoS Attack 

• Hacking 

• Defacement 

• Virus 

• Individuals 

• SMEs 

• Government Bodies 

• Large Corporations 

• Critical Infrastructures 

• Mobile Devices 

• Internet of Things 

• Smart City 

• Cloud 

• E-Payment 

• Etc…... 

• Advanced 

Persistent Threat 

• Ransomware 



Case Sharing 



Case Sharing 



What do hackers do with your data? 



Our Internet 



Source: Experian 



Phishing Email 



Phishing Website 



Credit Card Misuse 



Items purchased 



Blackmail 



Whatsapp Hijacking 



How to login a Whatsapp? 



Two-step verification 



Ransomware 

Ransomware is a serious security threat that 

limits victims to access their files or system 

functions. It has “data-kidnapping” capabilities. 

 

Cybercriminals tend to threaten victims to pay 

ransom (bitcoin) in order to regain access to their 

files or systems. 



Ransomware 
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Bitcoin blackmail 



Mitigation 

Unplug the power  

 

Disconnect the infected terminal from network 

 

Remove external storage devices from infected 

terminal 

 

Retain sample for analysis 

 

 
 

 
 



 Offsite backup 

 Online backup 

Regular Backup 

Preventive Measures 



Management Solution 

Access Control 

Device Management 

Awareness of Staff 

Incident Response Mechanism 

Regularly update the OS  

Constantly review the security network 

Preventive Measures 



Current approach 

Commissioner’s Operational Priorities 2012 - 2018 



Priorities 

Strategies 

Current approach 



Prevention and Engagement Strategies 

 
 



Public Awareness 

Cyber Security 

Seminars 

Cyber Security 

Competition 



• Cyber Security Professionals Awards 
– Held in Feb 2018 

– Encourage the sharing of best practice in cyber security 

among Critical Infrastructures  

Public Awareness 



• Cyber Security Consortium 2018 

– Held between 23 and 25 Oct 2018 (3 days) 

– Attracted more than 600 law-enforcement officers, IT experts 

and industry leaders to attend   

Public Awareness 



• Cyber Security Campaign 

– https://www.cybersecuritycampaign.com.hk/ 

– 1st Wave (Jun 2017) : Anti Botnet 

– 2nd Wave (Aug 2018) : Security of Smart Devices 

Public Awareness 



“No More Ransom” Project (www.nomoreransom.org) 

HKPF has joined the anti-ransomware project “No More Ransom”, which was 

initiated by Europol, the Dutch National Police and two cyber security companies. 



“No More Ransom” Project (www.nomoreransom.org) 

Analysis of 
Ransomware 

Prevention 
Advice 

Online Database 

Decryption Tools 
Reporting to Law 
Enforcement 

www.nomoreransom.org https://www.police.g

ov.hk/ppp_en/04_cri

me_matters/tcd/proj

ect_nmr.html 



“No More Ransom” Project (www.police.gov.hk) 



 



Thank You 


