Keep eHRSS & your EMR Safe
from Cyber-attacks

Clara Cheung
Chief Systems Manager
Hospital Authority
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‘Inadvertent Weakness’

~all for Phishing
Use of Weak Passwords

Unsecured Personal Devices
Delayed security patches, outdated software

Poor security mindset
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What you can do

* Be suspicious



What is Phishing

* Phishing is a cybercrime in which a target or targets
are contacted by email, telephone or text message
by someone posing as a legitimate institution to lure
individuals into providing sensitive data such as
personally identifiable information, banking and
credit card details, and passwords.

— Compromised Credentials
— Dropping Malware
— Business Email Compromise (CEO Fraud)
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Be Wary of Suspicious email/messages

From: on behalf of nettaniAmazon, enaa”',rf‘ dﬁég§5/01/2014 7:55 PM
Amazongmanagement@mazoncanada.ca> h 3 - AR T SR

note)the/missingAlin Amazon)

Cc

Subject: Suspension

5

amazoncom

Dear Client, | <i— Generic non-personalized greeting

We have sentyou this e-mail, because we have strong reason to belive, your account has been used by someone
else.In order to prevent any fraudulent activity from occurring we are reguired to open an investination into this matter
Weve locked your Amazon account, and you have 36 hours to verify it, or we have the right to terminate it.

10 confirm vour identity with us click the jlink bhellow:

hitps Mo amazon.comiexeciobidosisign-in.html

Hovering over thelink reveals: it points.to. a.non-Amazon
site - "hitp:/iredirect-kereskedj.com* a

The Amazon Assoclates Team

Sincerely,

© 1996-2013, Amazon.com, Inc, or its afliliates




Think before You Clic

X from
to e
date  Sun, Jun 5, 2011 at 12:45 PM
subject  Online Service Message
omega fuzzymonkey.net

GMEJ“

Dear Gmail User,

mailed-by

We are informing you about a regular routine maintenace
of our servers. Pls verify your email account by clicking below

Verify your Account

This upgrade process would ensure your Google Account is
stable even after long periods of inactivity.

Thank You
Gmail Team

© Reply = Forward

You have a refund pending fi
HMRC. Use our secure link t
your details for payment: @ ¢

Gmail- Accounts info_senvice@google-accounts com

hide details 12:45 PM (2 minutes ago)
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Subject: [***SPAM*** Score Req: 04.70/4.4] Payment Advice - Advice Ref:[Trf&9002580] Priority/ Customer Bank Slip Ref:[01.25,2018]
To: unspecified recipient

From: HSBC BANK <ricardoahumada@alfresco.net.co>
Date: 01/24/2018 08:42 PM

Dear Sir/Madam,

The attached Eazment advice is issued at the request of our customer. The advice is for your reference
only.

Yours faithfully,

Global Payments and Cash Management
HSBC

HSBC <»

Commercial Banking
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2 Attachments
SCAMN HSBC SWIFT ADVICE 2013 012541C050.PDF.r00 (163kB) ¥ &
advising logo.JPG (11kB) & &

[g Download zip file (total ~ 174 kB}] [ > slidﬁhm]
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O @ B hitps//www.ehealth.govhk/en/home/index htr

Website identification Y ALDS Y Google kM

Hongkong Post Root CA 1 .
has identified this site as g {E }%
www.chealth.gov.hk

Hong Kong, Hong Kong

chealth

Your connection to the server is encrypted.

Should | trust this site?

About eHRSS

Website permissions

Yau haven't set any pemmissions for this site
yet.

Allow Adobe Flash

Registration
Centres

<>

Patient

Waork Download Finance Dictionary

EFRRALCHEDBERA

Electronic Health Record Sharing System

Healthcare Provider Ordinance and

Patient " and Professional  Related Information

* Register Myself

* Register My Child .
* Register a Person Incapable of Giving Consent 7
* Activate My eHealth Record .
* Registration Forms .
* eHR Registration Centres i

* Mobile Registration Team .

Shopping

Learn Who to Trust

Travel £ E%s Online TV Food Other

Home | Sitemap' A A A! %48 @k Eng Mobile Version

a G Enter scarch keyword(s) e

Information
Standards

Training and
Partnership

Healthcare Provider
and Professional

Registration

How to Register
Registration Forms
Supporting Documents
IT Requirements

How to Obtain Access
Code of Practice

View Certificate

%
i &
Certificate Information =

~ Hongkong Post Root CA 1
~ Hongkong Post e-Cert CA 1 - 15

www.gov.hk

— | www.gov.hk
Q_ Valid Certificate @

Issued by
Hongkong Post e-Cert CA 1 - 15

Valid from
15 October 2018 11:09:54

Valid to
20 October 2019 17:35:12

Subject organisation
Hong Kong SAR Government

Subject locality
Hong Kong, Hong Kong

Subject country
HK

Serial number
6C:87:CD:23:74:54:B5:ED:EF:51:66:F0:94:46:4D:
2C:06:9D:8F:BO

SHA-256 fingerprint
13:14:97:41:55:2B:D7:34:95:B7:36:5E:19:AD:77:
26:02:51:27:3C:B8:15:CF:D3:5E:31:40:03:20:5C:
C0:80

Export to file



Beware of Identity Spoofing

n medicine sans frontieres msf Q

All Posts People Photos Videos Marketplace Pages Plac

Verified badge

Filter Results

0 Doctors Without Borders/ Médecins Sans
OSTS FROM /9 Frontieres (MSF) @
" - 1.4M like this - New York, New York - Nonprofit Organization

TWEETS FOLLOWING FOLLOWERS

-4 190K 1.92M

i Tweets Tweets & replies
Verified Accounts d

Dverified m Verified Accounts




What you can do

* Protect your account



Protect Your Account

* Separate professional & personal accounts %

— Do not use same user accounts and passwords for
everything

* Distinguish ‘serious business’ vs. ‘fun’

* Develop your own method to help you
remember the different accounts and
passwords
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Weak Passwords
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What is Strong Password?

Never disclose your passwords
Use long password (passphrases)

— “ipreferpassphrasesoverpasswords@”
— easier to remember & more difficult to crack

If limited by no. of characters, use combination of
unrelated words, numbers, special characters (# @ !
|}1...), capitals

Do not use dictionary words or anything personal,
e.g. own name, pets’ names, date of birth ...

Get Creative with Security Questions

— For increased security, lie about your answers or use
passphrases as the answers
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Manage your eHRSS Accounts

Do not share accounts

Do not disclose your passwords

Keep your token safe

Keep an eye on who is watching when you login

Logout when you won’t use the system for a
while

For healthcare professionals, when you leave an
employer

— No need to return your token to your employer (can
return to eHRSS Registration Office)

— Change your password before you leave
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What your organisation can do

e Control access to your systems



Manage Authorised eHRSS Accounts

Do not allow sharing of accounts

Assign appropriate user roles

Install ELSA only on authorised workstations
Check eHRSS User Access Log regularly
Review your list of active accounts regularly

When an employee leaves
— ‘End the relationship’, or Terminate the account
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Role Assi

gnment

Call Centre Agent
Clinical Data Admin - User #dmin

g & 8B &

Clinical Professional
linical Professior
4 CRC CLUSTER ADMIN (HA)

# CRC CS Doctor
m

Close
Role Group Assignment
Assign Role Group to HCS AssignfView Role Group to HCP Edit Admin Role Group
User Information
eHR UID: 2466794707
User Name: donaldto
Account Status: Active
Relationship Information
HCP Relationship Type
YHA HOSPITAL - 3098159131 Prime =
HCP Selection
The HCP selected: 3098159131
HCP: VHA HOSPITAL - 3098153131 v
Assign Role Group Information
Role Group Start Date™: 21-Jan-2019 3
Role Gr dd-MMM-yyyy (3
Role Group
Allergy and Adverse Dr eaction (ADR) Input Module

] <



End Relationship

Manage User Account MRS Log

Create New User Account

Healthcare Provider: WHA HOSPITAL

Personal Information
ID Doc Type*:

HKIC Mo, *:

Surname*;

Given Name: DOMALD
Chinese Mame:

Contact Phone No.:

Post Title:
Title (English):

Contact Persor;

Contact / Motification Information

Communication Means*: Please Select

Internet Email Address*:

Administrative Institution

Healthcare Service Location™:

Matme Contact Mo,

Login Information

User Mame*:

User Marne must be 6 to 20 alphanurneric characters

Relationship Information

Healthcare Staff Type*: Please Select

Relationship Start Date™: 21-Jan-2019

Create Back

Fax Mo

Title {Chinese):

Mobile Phone Mo.:

Re-enter Internet Email Address*:

Second Authentication Factor®: Please Select

Token f e-Cert [ Mode A is required for:
1. Healthcare Professional to view eHR record
2. User Admin to manage user account

Relationship End Date: dd-PMM-yyyy




What your organisation can do

* Protect your Systems and Data



Protect Your Assets

Back up valuable data

Beware of unsafe storage devices
— Do not connect other people’s devices to your computer

— Run antivirus scan, even if it is new, on a computer not
connected to the network nor the internet

Enforce screen saver with passwords

Secure physical and cloud storage

Learn to manage configurations of your EMR
Password lock files with sensitive information
Disable ‘Guest’ Login
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Software Security

* Keep your software up-to-date (Browser & OS)
— Backup your data and system before update / patches
e Use anti-virus & anti-malware & keep definitions up-
to-date
* Check security features of your EMR
— Require mandatory user login to system

— Enforce clear delineated roles and access for different
types of users

— Support and enforce strong passwords

— Encrypt sensitive data in transit and storage
— Support current OS and Browser versions

— Provide auto time-out or screen lock

B EiE
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Beyond electronic medical record




Security Mindset

Security Awareness Training

Lock up paper records / photocopies with
personal data

— Who will be there after-hours?

Check twice before giving out patient reports
— Aware mixing up photocopies
— Aware mixing up patient identities in reports

Place workstations appropriately to avoid prying
Secure your backup storage
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