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Impact of COVID-19
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Global

Contagious

20M confirmed
740K deaths

213 countries
In 6 months

Enduring

USD 15.8 Trillion



Impact of COVID-19 to Healthcare
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Opportunistic threats durin
COVID19
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Phishing Alert: COVID-19: New confirmed cases in your city

Report Phishing Email to ITSC
Guide to Handle Phishing Email

Here is how the phishing email looks.

From: COVID-19: New confirmed cases in your city
Sent: 17 Mar 2019 (Tue) 9:47AM
Subject: COVID-19: New confirmed cases in your city

We have provided an updated Global News document.

COVID-19 Update

% World Health
% Organization

COVID-19 Alert: New cases confirmed in your city... Read on
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Roles of EHRSS during Pandemic



cHRSS Participation

1,334,463

@ Patient Registration

Ever (D

Healthcare Professionals

47,232 ‘

40,306 6,926 4
Public Public

1,986

Private

Healthcare Providers

Data as at: @ 10-Aug-2020

47,232

@ Healthcare Professionals

1,986

@ Healthcare Providers

3,545

@ Healthcare Locations

@ Current

Healthcare Locations

3,545

1,982 408 3,137

Private Public Private




Roles of EHRSS during Pandemic

Community Interim

Medication
Refill Services
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"Patients participating in our Community Interim Medication
Refill Scheme (CIMRS) pilot are those with chronic ilinesses
who require long term medication. The outbreak of the
Coronavirus Disease 2019 (COVID-19) has unexpectedly
disrupted their scheduled follow-up and medication refill at
the Hospital Authority (HA).

With the objective to bridge this service gap leveraging
community resources and inspired by the use of the
Electronic Health Record Sharing System (eHRSS), we and
our collaborators sparked off this pilot scheme with the aim
to contribute to the continuity of care for patients at the
community level, as well as to help release precious
resources in the public healthcare sector at this critical time
to fight against the pandemic."
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Public Private Partnership Programmes introduced during COVID-19
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orposia: HAL
Pa u
Public-Private Partnership

Neonatal Jaundice
Collaboration Programme
|Fq g% t& .flE Public-Private Partnership
General Outpatient Clinic
| Publlic-Private
/ . | Partnership Programme
’ Public-Private Partnership ?
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CACE I gl tGIETEI
Public-Private Partnership 0

LA TEISEY,
Az Collaboraliem

| HEL )}

COLON PPP

Public-Private Partnership




District Health Center
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- Primary Healthcare

Early
Stage Work
+Set up the Steering Committe on
Primary Healthcare Development

» Established the Primary Healthcare Office

Sep Ot
2019
Qpening

#5
W)

W Chronic disease management
W Community Rehabilitation

Secondary Prevention
W Health risk assessment
W Chronic disease screening

Primary Prevention
W Enhance health literacy
W Promole healthy lifestyle

through health coaching
In Operation 9
District Councils Consulted 9 Introduce “District Health
9 Tai Po Centre (DHC) Express”
Scheme in 11 districts
Sham Shui Po

Q9

Yau Tsim Mnngv 9 gl
Wan Chai 9 v Eastern District

* Roll out DHC in & other districts

+ Consult all District Councils on
Sustained locations of DHCs

Implementztion

DHC in 18 districts



Electronic Health Records Sharing
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Keeping EHRSS Safe In the time of
COVID-19



Protecting Security and Privacy of
Personal Data in eHRSS
G )

Personal Data (Privacy)
Ordinance (Cap 486) (PDPO)

Electronic Health Record
Sharing System Ordinance
(Cap 625) (eHRSSO)

4
Stringent Technical
Code of Practice for Using Requirements /
Electronic Health Record for |
Healthcare (COP) Q

__

Role-based Access Control J

Q\s « Obtain consent from HCR |
» Need-to-know” & “Patient- Q\e
Under-Care” _ - |
Sharing Restriction |

/




System Controls for viewing of EHRSS
Records .
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6. SMS

Notification
4. Access patient

records on Need-to-know
& Patient-under-care basis
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5. 2FA Logon + Role  professional must
Based Access have valid

Control registration with f
% respective boards or l
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Defence in Depth

Internet

WAF Web App Application

—
—
—

Blocked
1.9%

Blocked Blocked Blocked
0.3% 18.9% 78.9%

Example of a Targeted Attack Blocked traffic (by %)

Blocked Blocked Blocked Blocked
82% ) 7% — | 11% 0%

I
Threat

Assessment Design Daily Blocked traffic (b\] %) I

Eﬂ-
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Advanced attacks /
Insider attacks can
only be stopped by
application security
design and continuous
monitoring practices

Ordinary attacks can
be blocked by
perimeter defenses



Enhance 2FA Using Mobile Phone

E)'l- % Electronic Health Record Sharing System
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Important Reminder BEER

1. all patient information is strictly confidential B L ISR R R

AR EREEEERREESERORE 59%E
EXNNRIGEELS

ENLOEREAT AR A/ R EES
WENEIEE

2. Only access patient data for providing
healthcare purpose

3. All access is logged

4. Do not share your account [ token

e il

5. Please change your password regularly

Pssword: Tl

N

OTP has sent to your mobile phone number: 9837 ****,

Please input OTP below

One Time Password: TSQA -

Send OTP Again (30s)

i Submit




Enhance Sharing Consent Managem’
via eHealth Mobile App
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Stay Safe when Work From Home

Mindful of Use strong
Back up where you password +
Secure
: your data keep 2FA, Don’t
privacy sensitive /
with VPN & test your work share
backup SBEUTTE password
- : Don’t share Use
eware o »
unvs\,lecure Be vigilant _ Sens't'v_e ..
Wi 7 when using information Antivirus
video on social
network conference media software
Avoid : f .
software eware o eep your
of phishing / devices/
Covid19 - PC
unknown scams updated

origin



Stay Safe with Healthcare IoT
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Evaluate security risk before

use
(J.  Avoid upload sensitive data
to Cloud (eg. patient id)
Use strong encryption
Separate network for loT

Don’t use same password
Regularly update firmware




yber Security Tips for
ealthcare Providers

% % 1@ [% ;?:E ﬁi E ;E % '% Home | Sitemap ' A A A %588 ¢k Eng | Mobile Version
hea|th Electronic Health Record Sharing System B B8 e Q]

AbouteHRSS ' Patient | g professional Il E il Standards

Healthcare Provider Ordinance and Information | Trainingand  p,pi FAQs and
i ' Engagement Y " Forms

Home > Ordinance and Relat ormation > Code of Practice >

Ordinance and

Code of Practice for Managen cutives, Administrative and Technical staff
Related
Information Code of Practice for Management Executives, Administrative and
. eHRSS Ordinance Technical staff using eHRSS
o eHR Public Consultation 2.1 Registration as Healthcare Providers in eHRSS and promulgation of eHRSS
© Code of Practice 2.2 Handling Registration of Healthcare Recipient
> Introduction 2.3 Obtain Healthcare Recipient’s consent for eHR access
> Code of Practice for 2.4 Healthcare Providers to manage any authorised person's user account
Management
Executives, 2.5 Manage Healthcare Providers’ own clinical records
Administrative and ‘
Technical staff 2.6 Ensure general system secuity
> Code of Practice for 2.7 Make data sharing to eHRSS secured
Healthcars 2.8 Handling Data Access Request and Data Correction Request

Professionals

> Annex

https.//www.ehealth.gov.hk/en/healthcare_provider
/cyber_security/index.html



CYBER SAFETY CHECKLIST

Back up online and offline 5 " e
files regularly and securely : TR
9 L y z e -~ Manage social media
...... . profiles
Strengthen your g T . . *_L,
home network e - phie $o—

Check privacy and
~ security settings

(& f i_.r"‘“-_'..'-'.'

Avoid opening and
o Keep your software ' : .~ delete suspicious
updated > ' emails or attachments

Use strong passwords

<3

)

INTERPOL



:LF ISOLATE

it MONITOR
- . YOUR ACCOUNTS
. /AND PASSWORDS

.




SUCH AS
AN ANTI-VIRUS " '

e T ~ CmUTER SYSTEMS '
iR S AND MOBILE DEVICES |
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THANK YOU

Stay Safe,
Stay Healthy,

Fight COVID-19 together,
Keep EHRSS safe together !



	Keeping �Safe in the time of COVID19
	LESSON LEARN FROM COVID-19
	Impact of COVID-19
	Impact of COVID-19 to Healthcare
	Cyber Threats are equality devastating
	Impact of Cyber Attacks to business
	Opportunistic threats during time of COVID19
	投影片編號 8
	LESSON LEARN from COVID-19
	Same Lesson applies to Cyber threats
	Roles of EHRSS during Pandemic
	eHRSS Participation 
	Roles of EHRSS during Pandemic
	投影片編號 14
	投影片編號 15
	District Health Center
	Electronic Health Records Sharing System (eHRSS)
	Keeping EHRSS Safe in the time of COVID-19
	投影片編號 19
	System Controls for viewing of  EHRSS Records
	投影片編號 21
	Enhance 2FA Using Mobile Phone
	Enhance Sharing Consent Management via eHealth Mobile App
	Stay Safe when Work From Home 
	Stay Safe with Healthcare IoT
	Cyber Security Tips for �Healthcare Providers
	投影片編號 27
	投影片編號 28
	投影片編號 29
	THANK YOU



