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All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
may not use the materials other than for your personal learning
and in the course of your official duty.
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NUMBER OF TECHNOLOGY CRIME PER YEAR

Technology Crime Situation in Hong Kong (2019)
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Technology Crime Situation in Hong Kong (Q2 2020)
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E-shopping fraud
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Latest trends of cyber attack in 2020

Telephone Deception + Malware

Phishing website and emalil @
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Latest trends of cyber attack in 2020

Telephone deception + Malware
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1) Claimed to be a
Mainland public
security officer

4) Malware installed 6) Money was
2) Deceived the victims (For “ Security Protection”) transferred
that they were involved
in criminal cases 5) Bank accounts, passwords,
One Time Passwords (OTP)
3) Requested the victims were stolen
to download an online

banking application '~ CYBER SECURITY AND TECHNOLOGY CRIME BUREAU
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Latest trends of cyber attack in 2020

Phishing website / email
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Impersonated genuine
mask retailers

Sent Phishing emails to
‘ companies / victims w ith
fake domains

Mask Available

From: Mask Production

Dear Customer,
We have mask for sale...




Latest trends of cyber attack in 2020

Email impersonation after breaking into the server

Q 1) Installed malware

via phishing website
Settlement of payment
Stole login
credentials and - From: CEO
entered the server Dear John,
Please process a wire
transfer payment today ...

Got admin
rights

Accessed /

modified the
system data , 5 Email impersonation with a

plausible request (e.g. wire
transfer)
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Use of mobile devices in health industry
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Use of mobile device in health industry

Online diagnose
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Potential Risk: Internet of Medical Things (loMT)

MEREZERMRERHAEH




What is ‘Internet of things ~

|NTERNETOf m: Internet of Things (loT) systems enable the various
O ; interconnected devices to generate, exchange and
NS consume data without human intervention
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Smart Home
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Internet of Medical Things (IloMT)

MEDICAL DEVICES
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Internet of Medical Things (IloMT)
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Potential risk

IoT Security Landscape

PAST OF A ZDAET SPECIAL FEATURE: CORCHAVIUS: BUSINESS AND TECHMOLOGY B A RANDEMIC loT is rapi dl Yy growing...

Proposed government coronavirus tracking
- By the end of 2019, loT adoption grew to an estimated 4 8
app fEI”S El‘l' the fIFSt hLII’C”E dL.IE tO dEItEI bl"'E.'EICh L::]Imnduru.'u:..mfm-:tmsut:-!legE"aHmm:huuud.r:dzuw.

The saurce code of a propased app for tracing COVID-19 exposed user data after being published anline.

HEWELETTERS More and more newly developed loT devices are network-
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By now, more than 30% of all network-connected

m endpoints are loT devices (excluding mobile devices) at

the aver HH{‘ ente I'I'I‘! 15€

...and has a big security problem

RELATED STORIES

Seolty
4 Sacurkty wesnccher ¥
o 98% of all loT traffic is unencrypted, exposing personal
vauletin zero-dey and confidential data on the networ
Juletl o | fidential dat th I K
1;“',.'.“,.: 1 eaming o 57 % of 10T devices are vulnerable to medium- or high
Lo severity attacks, making loT the low-hanging fruit (or

attackers

83%: of medical imaging devices run on unsupported
operating systems—a 56% jump from 2018, as a result of
Windows 7 reaching its end of life

Source: ZDNet Source: Palo Alto Networks
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Potential risk

Exploited UltraSound - | Attacker Machine

v

and even infect the ultrasound system with ransomware

Source: Check Point Research
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How to secure IoOMT network?

1) Strong passwords
2) Reputation of the manufacturer

3) Higher security and privacy settings

?E 4) Regular security update
f

g

5 No Legacy OS

6) Segment loTdevices across virtual local area
networks (VLAN)

7) Enable active monitoring
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Potential Risk: Malware
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Use Google Update?

EIMREERE

@ o &) e Google Update needs 1o
e

* Observe your actions

nteracting with

Source: Threat Fabric
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CHANNELS OF INFECTION
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Click on suspicious

hyperlinks Visit untrusted
websites
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smart devices emaills
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Consequence
Hackers can
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Get your Encrypt your Control your
personal data smart devices smart devices
by ransomw are to launch

cyber attacks
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How to protect from Malware?

* Do not click on suspicious hyperlinks;

Do notinstall applications from untrusources;
Do notroot/ jailbreak the smart devices;

« Do not open suspicious emails;

e Do not visit untrusted websites

e Do install anti-virus application;

« Do update Operating System, applications and
anti-virus applications periodically;

o Ifin doubt, Do approach ITprofessional staff
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Cyber Security Campaign
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Cyber Security Campaign
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Cyber Security Campaign

— https://www.cybersecuritycampaign.com.hk/

— 1stWave (Jun 2017) : Anti Botnet

— 2"d Wave (Aug 2018) : Security of Smart Devices
— 3" Wave (Aug 2019) : IOT and Password

CYBER SECURITY. ] CYBER SECURITY
CAMPAIGN

E 5T EXPFOSED TO CTHER THREATS IF TOU THINK THAT
~ YOU ARE NOT A TAROETH
COME AND CHECK OUT MORE!
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SCANNING AND REMOVAL TOOLS
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Security Settings on Zoom & Social Media

- Security Settings and Recommendations on "Zoom" -

ZOOM ZOOM

Security ' Security

Settings & Settings &

Recommendations Recommendations
Click here to download Click here to download

- Privacy Settings on Social Media -

This guide provides suggestions to set the highest privacy permissions for the following social media.

O O o

Facebook Whatsapp Instagram Youtube

CYBER SECURITY AND TECHNOLOGY CRIME BUREAU
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Preventive Measures
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Thank You
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