


Important Notice
All rights, including copyright, in this PowerPoint file are owned
and reserved by the Hong Kong Police Force. Unless prior
permission in writing is given by the Commissioner of Police, you
may not use the materials other than for your personal learning
and in the course of your official duty.

重要 告示

香港警務處持有並保留本簡報檔案包括版權在內的所有權益。除預

先獲得警務處處長書面許可外，本簡報檔案只可用作個人學習及處

理公務上用途。
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Year Loss
(HK$ Million)

2012 $340

2013 $917

2014 $1,201

2015 $1,829

2016 $2,301

2017 $1,393

2018 $2,771

2019 $2,907
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Others

6414 (+108%)

3088

Year Loss
(HK$ Million)

Q2 2019 $1,306

Q2 2020 $1,519





Phishing  w e bsite  a nd  e ma il

Te le phone  De ce p tion + Ma lw a re

Ema il impe rsona tion



受害人其後發現帳戶內的所有餘款均被人轉走

Te le phone  de ce p tion + Ma lw a re

1) Cla ime d  to  be  a  
Ma inla nd  pub lic 
se curity  o ffice r 

2) De ce ive d  the  victims 
tha t the y  w e re  invo lve d  

in crimina l ca se s

3) Re que ste d  the  victims 
to  dow nloa d  a n online  

ba nk ing  a pp lica tion

4) Ma lw a re  insta lle d
(For “Security  Protection” )

5) Ba nk  a ccounts, pa ssw ords, 
One  Time  Pa ssw ords (OTP) 

w e re  sto le n

6) Mone y w a s 
tra nsfe rre d  



Mask Available

From: Mask Production

Dear Customer, 
We have mask for sale…

1) Impe rsona te d  ge nuine  
ma sk  re ta ile rs

2) Se nt Phishing  e ma ils to  
compa nie s / victims w ith 
fa ke  doma ins

Phishing  w e bsite  / e ma il
Real

Fake



Settlement of payment

From: CEO
Dear John, 
Please process a wire 
transfer payment today …

1) Insta lle d  ma lw a re  
via  phishing  w e bsite

2) Sto le  log in 
cre de ntia ls a nd  
e nte re d  the  se rve r

Ema il impe rsona tion a fte r b re a k ing  into  the  se rve r

3) Got a dmin 
rights

4) Acce sse d  / 
modifie d  the  
syste m da ta 5) Ema il impe rsona tion w ith a  

p la usib le  re que st (e .g . w ire  
tra nsfe r)





Online  d ia gnose Sma rt Hosp ita l 
(+Inte rne t o f Things)





Inte rne t o f Things (IoT) syste ms e na b le  the  va rious 
inte rconne cte d  de vice s to  ge ne ra te , e x cha nge  a nd  

consume  da ta  w ithout huma n inte rve ntion





Source : Che ck  Po int





Source : Pa lo  Alto  Ne tw orksSource : ZDNe t 



Source : Che ck  Po int Re se a rch





1) Strong  pa ssw ords

2) Re puta tion o f the  ma nufa cture r

3) Highe r se curity  a nd  p riva cy se ttings

4) Re gula r se curity  upda te

5) No  Le ga cy OS

6) Se gme nt IoT de vice s a cross virtua l loca l a re a  
ne tw orks (VLAN)

7) Ena b le  a ctive  monito ring







Source : Thre a t Fa bric 





Consequence
Ha cke rs ca n

Encrypt your 
smart devices 

by ransomw are

Control your 
smart devices 

to launch 
cyber attacks

Get your 
personal data



• Do no t click  on susp icious hype rlinks;

• Do no t insta ll a pp lica tions from untrusource s;

• Do no t roo t / ja ilb re a k  the sma rt de vice s;

• Do no t ope n susp icious e ma ils;

• Do no t visit untruste d  w e bsite s

• Do insta ll a nti-virus a pp lica tion;

• Do upda te  Ope ra ting  Syste m, a pp lica tions a nd  
a nti-virus a pp lica tions pe riod ica lly ;

• If in doub t, Do a pproa ch IT p ro fe ssiona l sta ff





網絡安全運動

www.cybersecuritycampaign.com.hk



– https://www.cybersecuritycampaign.com.hk/
– 1st Wave (Jun 2017) : Anti Botnet
– 2nd Wave (Aug 2018) : Security of Smart Devices
– 3rd Wave (Aug 2019) : IOT and Password 
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