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Healthcare Industry is an attractive target of cyber attacks

“Low hanging fruit” target @) °

High value of patient records () e O

Scarce cybersecurity resources ) o
Healthcare

L , Industry
Increasing digital transformation o
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Cybersecurity ChaIIenge in Healthcare Organlsatlon
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Cybersecurity Challenge in Healthcare Organisation

» Huge volume of medical data need to be protected

<PROCESS> » Extended data exchange with increased third parties

» Clinical IT systems as mission critical

TECHNOLOGY, » Medical devices with inadequate security controls
» Risks of emerging technologies (Cloud, Al, 5G, Big Data)

» Insufficient awareness training among healthcare workers
PEOPLE : :
» High demands for anytime anywhere access
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Phishing Attacks to End User - the Weakest Link

COVID-19 Themed PhlShIﬂg Email Attack Number of Blocked Phi_shing Email (in Million)

60

» Scams (sell mask, vaccine, cures) -

» Credential Theft 20
» Malware 30
» Ransomware 20

10

0
2015 2020

Source: HA Information Security Office
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Ransomware is a key cyber threat for healthcare

» Increased ransomware attacks globally UPDATE: UHS
Health System
Confirms All US

» German reported the first patient death .
case due to ransomware attack in 2020 Sites Affected by

» Clinical services were impacted seriously

N Ransomware
» US UHS lost USD$67 million due to Attack
ransomware attack in 2020
» Ireland HSE hit with USD$20 million B e v
ransomware demand in May 2021 There is a significant ransomware attack on the HSE IT
systems. We have taken the precaution of shutting down
» HA blocked several ransomware attack all our our IT systems in order to protect them from this
attack and to allow us fully assess the situation with our
attempts own security partners.
2:28 PM - May 14, 2021 ®

O 16Kk © 191 & Copy link to Tweet
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The Ransomware behind the attacks — Conti

Prepares

» Ransomware-as-a-service (Raas) Initial Attack Vector
O
» End-users are highly targeted I:I:. O O
o ;‘ Additional
» Lateral movement for days Mool ~ / Malware Ransomware
Waterhole rd 7 dropped dropped

Exploit Kit |
plo X

7’

» Steal & encrypt data

.f. ' P
» Double Extortion D, Dm’ -@ﬂ %
o)
P

» USD$10-40 million ransom

Maximizes damage by a
User clicks on link encrypting as much data
Infection of first device as possible

T CONTINews < B ]
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Ransomware would continue to hit the world

» Damage predicted to reach US$20 billion by 2021

Defense Strategy

» Get the basic right (Hardening, Backup, etc)

» Assume the bad guys are already in

» Focus on detection and response capability

» Threat Intelligence from dark web

» Multiple layered approach - Defense in depth
» Cybersecurity & Cyber Resilience
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$20

billion

billion

2017 2018 2019 2020* 2021*
Source: Cybersecurity Ventures

Peraten

SURFACE EB
Open to everyone EVERYDAY USERS
EVERYDAY DATA

DEEP WEB

Invitation only SEMI-BAD GUYS
ADVANCED USERS

i & THREAT ACTORS
® NATION STATES

® BADGUYS

Source: peraton.com



KEEP

CALM

AND

BE
PREPARED
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Opportunity to improve Cybersecurity in Healthcare

¢. © © Cybersecurity is treated as a patient safety issue

‘;\_.A

mj Cybersecurity risk is a board level agenda and priority

() End users are more aware of cyber incidents and their impacts

L P

Eg— More security measures being developed for medical devices

@ Increased local and global cyber intel sharing network platforms
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Start with a sound and practical Cybersecurity Strategy

*Culture e Centralized

* Awareness « Standardized

«All Staff Engaged

PEOPLE PROCESS

 Closed Loop

* Dedicated Function

CHNOLOGY ) { GOVERNANCE )* Targeted Ops Model
« External Collaboration

* Detection

* Response

)
>

\/\/

* Prevention
TE
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Start with a sound and practical Cybersecurity Strategy

(ENHANCE DATA PROTECTION

Implement consistent security

asset

-

@

controls to protect HA's information

o

Clg

GAIN CYBER VISIBILITY

Build capability to detect and respond

to cyber attacks

00

3

STANDARDIZE & SECURE CRITICAL
INFRASTRUCTURE
Secure key IT infrastructure with technology and

\process Q’Q
(1

ESTABLISH EFFECTIVE GOVERNANCE &

AWARENESS

Facilitate cyber risk management via

governance framework and enhance overal
\ awareness

S
f—

0
0

CYBER TARGET OPERATING MODEL
Establish a centralized CISO function as strategic foundation to manage cybersecurity risks and
challenges

g
00
)
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Get the basic right to avoid being low hanging fruit
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Plan and prepare for the worst

» Implement 3-2-1Backup 3 1
» Establish a Business Continuity Plan (BCP)

» Drill the BCP plan regularly =3 g l

> Engage business and users (eg PR) 3 copies of data 2 different forms of 1 backup located
(one production copy storage media offsite
and two backups)
-BUSINESS CONTINUITY-:
i 1
1 I I § ' i
o o

oY -, BRI 31

PLANNING RECOVERY MANAGEMENT ONGOING OPERATION RISK RESILIENCE PROCEDURES
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Cultivate a cyber risk aware culture focusing on cyber hygiene

EREM¥M Course Navigator

Br/REEBE

Show/Hide menu bar

Real life cyber attack in Healthcare Industry E
& WA

Real life examples
on cyber aftack in
Healthcare Industry

RyEeEH §
Navigate to
specific topic 3 ™

Brn/RETE
Show/Hide
Caplions

‘.

.

Tracking bar f [TT ) :
S (ﬂ)— ' HA Web Conferencing

HOME

ROOM & SUPPORT HELP CENTER TRAINING

! Best Practices for Meetings

Host

Participant

Security
level

To navigate this course, press the next side button at the bottom right comer,
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Elementary 1
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Use the latest version of Zoom f‘,
client

Sign in with HA Internet Email _E
DO NOT reuse meeting ID "é

A

Set meeting password m"ﬂ
Check participants' Display Name @
Verify participant identity by videong

Disable JOIN BEFORE HOST 332
@

LOCK the meeting when meeting a
started

Enable WAITING ROOM

Set ONLY AUTHENTICATED 8o
USERS CAN JOIN

1

N o O AW

Use the latest version of Zoom £ %

[English] [£23]

ABERE TE—HRIR RIS, RISZERC:
2 HBREEHE=R
& AEERAERIMECEAEH
& % outlook Y “Report Phishing Email” 1&$H7RER S{E{a) o] SF B ER

Special Offer for Apple products! - Message (HTML)

- ¥ i [» 3 O\ £
T Meetin ' d
e 5 : Rl " B . s
& funk~ Reply Reply Forward [ ppore-  Move Categorize Follow Transiate .~ Zoom
Al . Up+ :

Delete Respond Mave Tag . Ederg Zoom Repont PN
Admin - Hospital Authority <marketina@staffbenefits.org AR R RAEER
Special Offer for Apple productsi
© Chck here te download pictires. To belp predect your privacy. Outleck peevented automatic download of some pictures n tht mMestage. .

Dear all,

Good news! To express our gratitude towards your hard work and professsonalism over thus hard year, the company 1s now
provading exclusive staff duscount offers up to 50% off with limited quota ET |

The staff discount offer includes but not amuted to the followmng

* The latest 1Pad serses (1Pad Lite)
* The latest Apple Watch senies (Apple Watch Mins, Apple Watch Senes 8)

The promotion pertod will end on 31 October 2020, please click HERE 1o register for more detasls about the discount offer
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Cultivate a cyber risk aware culture focusing on cyber hygiene

HEBL AR HI R IR AT REE BEZWN FREAX

Be aware of phishing scams, report suspicious e-mails
Strengthen passwords, start with you!

EERZTHE B2 ARHWI-Fi
Secure Wi-Fi connection,
avoid unsecured free Wi-Fi

ﬂﬁﬂﬁﬁiﬁ] Fﬁﬁ‘fﬁ*bﬂﬁ&ﬁ mmmw##‘mgs

I Phishing e-mails toke advantage of human i)

" 5 on Outicok
psychological weaknesses i

#at OO
Curio;ty €
i
A& REB#HR
‘“ s s Greed e Urgency

B Wi-Fi

Avoid connecting to
unknown free Wi-Fi

?fr, Free Wi-Fi

< ™ == = ~ HA-WPA2
BEES BEXNNBEXER BR "RE, BN @
] 61 eck the e-mail sender Include both uppercase and lowercase letters Pay attentmn to the
[ HA e-mail domain: @ha.org.hk ) “Secured” sign ﬁ; HA-CORP-MOBILE
AEYTRLHR I ’
Fﬂ#ﬁm/‘\ﬂ:ﬁjﬂﬁ‘mﬂ Include numbers or symbois =
Verify with the ?eleval:t persons or department I dﬁ;;ﬂHETMﬁI Fi @ HA-MOBILE
EZV8EF & HA-wPA2
P EEE RSB EAER Atleast8 haracters -—
3 Do not reply withpt:my sensitive information or 5 ¥ HA-CORP-MOBILE
any personally identifiable information

A complex but easily-remembered personalised password

BAEZEE I & HA-MOBILE

(e Dﬂd‘ZOﬂPa! 1) %

PIZIAN s st
4 Do not download attachments or
Favourite colour Graduation year mﬂpm
L]

ALTHORITY
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Cultivate a cyber risk aware culture focusing on cyber hygiene
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Cybersecurity 1s a Team Sport

Everyone has a role to play
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