Protection of Personal Data and Cyber

Security Challenges in Healthcare Sector
8 October 2021

Disclaimer:
The information provided in this PowerPoint is for general reference only. It does not provide an exhaustive guide to the application of the Personal Data (Privacy) Ordinance (PDPO). For

a complete and definitive statement of law, direct reference should be made to the PDPO itself. The Privacy Commissioner for Personal Data makes no express or implied warranties of
accuracy or fitness for a particular purpose or use with respect to the information set out in this PowerPoint. The contents provided will not affect the exercise of the functions and

powers conferred to the Privacy Commissioner for Personal Data under the PDPO.
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What is Personal Data?

* Privacy / personal data protection laws in most jurisdictions tend to
focus on the protection of “personal data” — data that identifies an
individual, or renders the person identifiable

e e.g. Personal Data (Privacy) Ordinance defines “personal data” as-
any data:

“... from which it is practicable for the identity of the individual to
be directly or indirectly ascertained.” /
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TECHNOLOGY @ changing...
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Definition of Personal Data - expanding

. e Browsing histories
Internet activity e Search histories

e Facial, fingerprint, iris and retina images
e Gaits

e Genetic or DNA information

Purchase histories
Credit histories

-~ Consumer data

ox ﬁﬂ ! il
ot i ii

Medical conditions
e Frequency of visiting doctors
e Contact-tracing information in times of COVID-19 pandemic 5

Health & medical
information

EREAGRILBERNE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Advancement in Technology
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Data is the Lifeblood of a Data-driven Econd';nr'
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Positive Impacts of Al & Big Data

Enormous Economic Value e

Simplify
process

Facilitate
innovation

Increase
accuracy

Improve
efficiency
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Application of Al in Healthcare

Enhance Primary Care and Triage

Earl
A I an d Detecg:"on

Robotics
Qp

Diagnosis

Decision
Making

Treatment

Source: https://www.analyticssteps.com/blogs/artificial-intelligence-healthcare-applications-and-threats;
https://www.pwc.com/gx/en/industries/healthcare/publications/ai-robotics-new-health/transforming-healthcare.html
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Application of Al in Healthcare

In late 2017, a social media platform rolled out a “suicide detection algorithm” in an
effort to promote suicide awareness and prevention. The system uses Al to gather data
from the user’s posts and then predict his mental state and propensity to commit suicide.
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user's mental
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Source: https://www.lexalytics.com/lexablog/ai-healthcare-data-privacy-ethics-issues
https://techcrunch.com/2017/11/27/facebook-ai-suicide-prevention/
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Source: https://www.analyticssteps.com/blogs/artificial-intelligence-healthcare-applications-and-threats#google_vignette
https://www.lexalytics.com/lexablog/ai-healthcare-data-privacy-ethics-issues
https://bmcmedethics.biomedcentral.com/articles/10.1186/s12910-021-00687-3

Privacy Concerns of Using Al in Healthcare

Collection of huge datasets

Access, use and control of patient data = “ =
Storage and data security SIS
Exchange of data between health systems and Al T (&
developers A\
Problem of reidentification : ;

Capability of predicting private information
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Impacts of Al on Data Privacy

Big Data
(REUE) Possible Impacts on Privacy

\ 1) Excessive Collection &
Feed Retention of Data
Machine Learning 2) Lack of Transparency
oQ EX3 31>
G ) ' 3) Unpredictable Use

Develop/lmprove\ 4) Bias and Discrimination

5) Re-identification

Artificial

Intelligence
Challenges to Data Protection Principles
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“Guidance on the Ethical Development and Use
of Artificial Intelligence” .

1. To provide guidance to enable organisations to develop and
use Al in compliance with the requirements under the PDPO
and in an ethical manner

°ll
2. To facilitate healthy development and use of Al in Hong Kong A
N - = E=C,°
3. To facilitate Hong Kong to become an innovation and = B
technology hub (EI&l % /) and world-class smart city = RAA

(B=HE)
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Guidance on the Ethical Development and Use of

Artificial Intelligence
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Three Data
Stewardship
Values

Principles
for Al

Four Major
Business
Processes

Being Respectful
Being Beneficial

Being Fair

Accountability

Human Oversight

Transparency and Interpretability
Data Privacy

Fairness

Beneficial Al

Reliability, Robustness and Security

Al Strategy and Governance

Risk Assessment and Human

Oversight

Development of Al Models and
Management of Al Systems

Communication and Engagement
with Stakeholders



How much is your data worth?
. caegoy | Price(UsD)

Cloned VISA with PIN $25
Credit Card details, account balance up to $1,000 $150
Credit Card details, account balance up to $5,000 $240
Stolen online banking logins, minimum $100 on account $40
Stolen online banking logins, minimum $2,000 on account $120
Stolen PayPal account details, minimum $1000 on account $120
Hacked Facebook account $65
Hacked Instagram account $45
Hacked Gmail account $80
Uber driver hacked account s14
Netflix account — 1 year subscription S44

Source: https://www.privacyaffairs.com/dark-web-price-index-2021/
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How about medical data?

* Medical records contain a treasure trove of unalterable data points, such as a patient’s
medical and behavioral health history and demographics, as well as their health
insurance and contact information.

* Cybercrime organizations can sell stolen medical records for as much as $1,000 each.

* Patients of a large mental and behavioral health practice in Finland this year
were blackmailed by a hacker. Patients received extortion letters from the cybercriminals
demanding as much $240 to keep their information private.

* Medical identity theft, which is where a patient’s identity is fraudulently used to obtain
medical services or prescriptions, costs $13,500 to resolve.

* One of the newer trends is stealing the identities of doctors (selling on the dark web for
$500).

Source: https://capsuletech.com/blog/stolen-patient-records-a-hot-commodity-on-the-dark-web
http s://www.totaIprocessing.com/totaIprocessing.com/public/blog/how—m uch-is-your-data-worth-on-the-dark-web 17
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DPP4 - Data Security Principle

-

-:
Data user shall take all practica*i
that personal data held by them
against unauthorised gor accide




What is “all practicable steps”?

1.3
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Failed to take all practicable steps...

CASE 1
* scrap paper was used for printing appointment slips and distributed to a
patients

 other patients’ personal data were shown on the back of the
appointment slips

CASE 2

e an external component (with patients’ personal data saved in it) of an
apparatus in a hospital was stolen
* the device was not locked by a chain lock

* no change of the log-in password default upon manufacture 20
N & Hl®

H 2 Hele
&
m BT ©

EREABHLRBEELE

Office of the Privacy Commissioner
for Personal Data, Hong Kong




Failed to take all practicable steps...

CASE 3

* hospital waste containing patients’ personal data were found abandoned
on the street outside a shredding factory which was a service provider of
the hospital
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Data Security in eHRSS

e Ensure that when authorised staff log into the eHRSS, eHR shown on the computer
screen will not be seen by unrelated third parties.

 Keep the eHR downloaded or printed from the eHRSS safely.

* Guidelines on the use of portable storage devices should be
formulated to avoid leakage of personal data.

e Adopt appropriate measures to ensure that healthcare
providers’” data systems are adequately safeguarded and
properly functioned.

:
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Publications

4 FUEEAVERRBWALE R LA e
Office of the Privacy Commissioner Protect, Respect Personal Data
for Personal Data, Hong Kong

PCPD.org.hk

| Electronic Health Record Sharing System
| and Your Personal Data Privacy

Personal Data (Privacy) Ordinance and
Electronic Health Record Sharing System

(Points to Note for Healthcare Providers | [10 pri“ac‘j Protection TlPSI

and Healthcare Professionals)

althcare
ails

The Relationship between the Personal Data (Privacy) Ordinance and the
System

Patients’ health records in the System amount to personal data, which is protected under the Personal Data (Privacy)
Ordinance’. Healthcare providers ai ectronic Health Record, as the data users, should
act in aecordance with the requirements under the Flectronic Health Record Sharing System Ordinance as well as
the Personal Data (Privaey) Ordinance (ineluding the Six Data Protection Principles) when handling patients’ health
records in the System.

he Commissioner for the

The functions and powers of the Privacy Commissioner for Personal Diata, Hong Kong under the Personal Data
(Privacy) Ordinance in relation to personal data in the System include:

> i hes of the Data (Privacy) Ordinance and
if necessary:

* Chapter 625 of the Laws of Hong Kong
fong Kong

* Chapier 486 of the Laws

T Pl siex 1o the Complaint Handling Palicy issued by the Office of the Privacy Commissianer for Fersonal Data, Hong
Kang "PCPD"

" ©® Download

Profassionals)/ Fearusry 2016

for Personal Data, Hong Kong
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What is a Data Breach?

* Asuspected breach of security of personal data held by a data user,
which results in exposing the data to the risk of unauthorised or
accidental access, processing, erasure, loss or use.

e The breach may amount to a contravention of Data Protection Pri
4 — Security of personal data.

* PCPD has always encouraged data users to give data breach
notifications to affected individuals and PCPD to minimise the potential
damage which might be caused to individuals.

24
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Data Breach Is on the Rise:
Major data breaches in recent years and individuals affected

- - Estée Lauder I aomilion
2020 °  Microsoft o 250 milion
i o Instagram, TikTok, Youtube | 235 million
- . CepitalOne(Bank) I 1eomilion “
2019 Zynga (Online game developer) o 218 million
i o Faccbook ' 419millon
- . MarriottHotel I 38milion ”
; o Twitter o 330 million
. 2018 | Facebook | 140 millon
- Wb L 57million
; o Cathay Pacific Airways o 9.4milion 25
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Major data breaches in 2021

Affected Individuals in

AELCIUE individuals Hong Kong

Facebook 533 million 2.93 million

. - 280,000
Linkedln 500 million (All Hong Kong users)
Clubhouse 1.3 million Unknown
Air India 4.5 million Unknown

26
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Numbers of Data Breach Notifications Received by PCPD
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Numbers of Affected Individuals in Hong Kong

in thousand

4000 3,870,000

3500

3000

2500 2,640,000

2000 2,380,000

1500

1000
715,000

500 376,000

47,000 104,000
2012 2013 2014 2015 2016 2017 2018 2019 2020 2021Q1 28
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Recommended Practice for Handling Data Breach

* Collect essential information immediately
* Assess the impact on data subjects
* Adopt containment measures

e Contact stakeholders (e.g. services provider,
management and affected data subjects)

e Consider giving data breach notification to PCPD
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Data Breach Notification Form

Details about the data breach

— Types of personal data involved
— Number of affected data subjects

Risk of harm
Containment actions

——

’ To: Privacy Commissioner for Personal Data, Hong Kong ‘ f LA DR A, Buhnw

fice of the Privacy Commissigner
for Personal Dara, Hong Kong

Data Breach Notification Form

Notice

Notification of 5 data breach to the Privacy Commissioner for Personal Data, Hong Kong (the “Commjssinner“) by

the data user (sep Note 1) is not 5 legal requirement. In deciding whether OI 10t {0 give thig notification fo the

Commissioner, you should consider s “Guidance on Daty Breach Handling and the Giving of Breach Notifications™
vis:

wed by the Commissioner. Ty g, €986, i 5 advisable 10 give nofifiostigny the data subject(s) fsee gy 3
affected by the breach

Address:
Telephone numpey-
D

Fax number:
Email address. \

Telephone numbper- Fax number-
Email address.
CPlease delete 55 appropriate)

DETAILS ABOUT THE DATA BREACH (5ee Noze 3):

EREABHLRBEELE
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Publications

Guidance on Data Breach
Handling and the Giving
of Breach Notifications,

=0
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& Privacy Commissioner

6 ® EH for Personal Data, Hong Kong
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Common Causes of Data Breach

(w=)

=) o~

Loss of Hacking / System Inadvertent Employee Improper /
documents or misconfiguration disclosure misconduct Accidental
portable (32%) through (10%) disposal
storage devices mail/email ° (3%)
(34%) (21%)

F PCPD.org.hk



Cyber Attack

Network-attached storage servers of a university were hacked

BACKGROUND

» files containing personal data of 15,547 patients and 200 students and/or staff
were maliciously encrypted by a hacker

e the university was blackmailed for bitcoins in exchange for the decryption key

CAUSES

* lack of proper security patches on the servers = allowed the hacker to use
ransomware to exploit the security vulnerabilities of some servers running older
versions of the operating system
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Cyber Attack

REMEDIAL ACTIONS w

setting up a new server following the university’s guidelines on server protection
performing regular maintenance on the new server

identifying unprotected file servers used by the faculty, and protecting them
behind its firewall

conducting a departmental information security review

reinforcing awareness of its departmental IT staff members of data security

EEEARRILRESNE
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Compliance Investigations:
(1) Intrusion into customer database

Background

e An obsolete database (inactive for 6 years) owned by a broadband network company was
a&% intruded in 2018 that caused leakage of personal data of about 380,000 customers
-—

Result of Investigation

* Contravened Data Protection Principle 2(2) & 4(1) — retention & security of personal data

* Failed to conduct a comprehensive and prudent review after system migration

* Failed to give due consideration to the retention period of former customers’ personal data

* Issued an Enforcement Notice — to devise clear procedures for system migration and data
retention and security policies; and to erase personal data retained longer than necessary

35
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Compliance Investigations:
(2) Unauthorised access to credit reports

Background

A local newspaper passed through the online authentication procedures of a credit
a0 reference agency and obtained the credit reports of a number of public figures

PN

Result of Investigation

* Contravened Data Protection Principle 4(1) - security of personal data
\ * Vulnerabilities in online identity authentication process
\\ * Issued an Enforcement Notice — to undergo one-time password verifications for
o online credit report applications; and to devise clear procedures to ensure that the

Q&A for knowledge-based authentications are relevant, functional and up-to-date 36
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Risks of Engaging Data Processors

Service providers (as data processors) may keep data
longer than necessary [DPP 2(3)]

Unauthorised access to customer and business data
(e.g. hacking, data breach) [DPP 4(2)]

“Secondary uses” of data with or without data users’
knowledge [DPP 3 & s.65(2)]

:

P B
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What to pay attention to when picking
cloud service provider (CSP)?

*  Ensure an equivalent level of protection of personal data like any other type of computing model when in a
cloud computing environment.

*  Consider the locations of data centers.
*  Obtain sufficient assurance from CSP on technical and organisational data protection measures, for example:

>
>

>
>

Have data protection and IT security certifications by accredited third parties (e.g ISO 27001, 1SO 27701);

Adhere to cloud-specific codes of conduct in terms of measures protecting personal data in a cloud-
specific environment;

Have previous experience on projects also handling health data; and

Accountability practices are in place, such as Data Protection Officer, robust privacy policies and
procedures, privacy impact assessments, auditing and assessment practices, etc.

*  Data users may make reference to “ISO/IEC 27018, a Code of practice for personally identifiable information
(Pll) protection in public clouds acting as Pll processors” for cloud-specific privacy controls.

Source: https://edps.europa.eu/data-protection/our-work/publications/guidelines/guidelines-use-cloud-computing-services-european_en 38
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https://edps.europa.eu/data-protection/our-work/publications/guidelines/guidelines-use-cloud-computing-services-european_en

Lesson Learnt to Prevent Recurrence
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Offences

Contravention of DPP is not an offence. The Commissioner may serve an
enforcement notice on the relevant data user directing the data user to remedy
the contravention.

Non-compliance with an enforcement notice commits an offence and carries a
penalty of a fine at $50,000 and imprisonment of 2 years.

Repeated non-compliance with enforcement notice carries a penalty of a fine at
$100,000 and imprisonment of 2 years, in case of a continuing offence, a daily
fine of $2,000

Same infringement of the second time commits an offence and carries a penalty 40
of a fine at $50,000 and imprisonment of 2 years
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Offences under section 64 of PDPO

: #*
% Amendments to the PDPO
)

to combat doxxing

Details at a glance!
How would the new amendments
strengthen the protection of your personal data privacy?

Before amendment New amendment

Filling in the gaps Only regulate the disclosure of Regulate the disclosure of
in the existing law personal data “without the data personal data “without the
user’s consent” data subject’s consent”
. Data subject Data subject and his or
Subject to be protected ) her family members
With intent or being reckless as to
- . whether specified harm* was caused
Scope of protection Cau:lng ps::'::':f::lr“m St Specified harm* has been caused to
) the data subject or his or her family
members
chuesting removal of Can 0I‘I|v advise Power to issue a cessation
doxxing content About 30% of doxxing contents notice to request the removal
from online platforms have yet to be removed of the doxxing content

Criminal investigation J ent!
forcem
and prosecution x strengthen en
1
5 anged '
Balancing freedom of speech J J Remain unch
*Specified harm:
- h p ing, threat or
imidation to the p
bodily or psychological harm to the person; X g ﬁ
harm ing the p bly to be concerned EEEARRILRSSLE |
for the person's safety or well-being; or Office of the Privacy Commissioner
damage to the property of the person for Personal Data, Hong Kong

Personal Data (Privacy) (Amendment)

Ordinance 2021

Comes into effect on 8 October 2021

Please visit our website for more
information: www.pcpd.org.hk

41
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http://www.pcpd.org.hk/

Contact Us

 Hotline 2827 2827

 Fax 2877 7026

e E-mail communications@pcpd.org.hk
*  Website www.pcpd.org.hk

 Address Room 1303, 13/F

Dah Sing Financial Centre
248 Queen’s Road East

Wanchai, Hong Kong

Copyright

This PowerPoint is licensed under a Creative Commons Attribution 4.0 International (CC BY
4.0) licence. In essence, you are free to share and adapt this PowerPoint, as long as you
attribute the work to the Office of the Privacy Commissioner for Personal Data, Hong Kong.
For details, please visit creativecommons.org/licenses/by/4.0.
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