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Fighting against COVID-19 continue …

*As of 30 Sep 21



EHRSS helps combating COVID-19



Drastic increase in participation



EHRSS Facts Sheet



Trust & Responsibility

Trust Responsibility
信任 責任



The Hacking Economy

Social Security Number : US$1
Identity Proof : US$ 30
Credit Card # : US$ 110
Online Banking : US$160
Medical Records : US$ 1000



Policy & 
Governance

Processes

Technical 
architecture

Operation & 
maintenance

Continuous 
Improvement

EHRSS Security Objectives

• Confidentiality
o Ensuring that information is accessible 

only to those authorised to have 
access

o Compliance with eHR Ordinance & PDPO

• Integrity
o Safeguarding the accuracy and 

completeness of information and 
processing methods

• Availability
o Ensuring that authorised users have 

access to information and associated 
assets when required

o Ensuring the overall system reliability

機密性

可用性

完整性



Security Controls in EHRSS

Authentication
Defense in depth

Data protection &
Access Control

Monitoring and audit Access Notification



EHRSS Data Protection

• Healthcare professionals with 
valid registration status

• Consent must be given by patients
• Healthcare professionals' access is 

subjected to role-base control

Consent Model Role-based ControlLegal Support

• Personal Data (Privacy) 
Ordinance Cap 486

• EHRSS Ordinance Cap 625



EHRSS Authentication

Security Token

 Secure
 Convenient
× $$$
× Can be shared

OTP SMS

 Secure
 Convenient
 Use personal mobile, 

more diff to share
× SMS delay (rare)

 More Secure
 Convenient
 Use personal mobile 

+ biometric
 Cost effective



EHRSS Defense-in-Depth

• Security by Design
• Privacy by Default
• Minimize attack surface

• Special Connection Software

• Zero-trust
• End-to-end Encryption
• Business Continuity
• Monitoring & Audit

Fortify and defend 
against known 
threats



EHRSS Monitoring & Audit

o The operation of eHRSS is ISO 27001 
certified

oAdvanced monitoring in-place to 
safeguard every aspect of system 
activities

o Regular review etc. for new/unknown 
threat

o Regular drills & awareness training 
turn discipline into habit

o Full audit trail for user activities
oHeuristic based user behavior 

detection
oAuto alerts for abnormally (eg. 

frequent logon, logon after non-office 
hours.. Etc)

o Exploring AI 



EHRSS Access Notification

Patients will receive notification if :

1. Access to patient's eHR with consent.
2. Access after expiry of patient's 

consent
3. Emergency use
4. Security concern that may affect 

patient's eHR



EHRSS eHealth App



Stay Connected with Patients via eHealth App

COVID19 Vaccine 
Records



EHRSS Cyber Security Tips

https://www.ehealth.gov.hk/en/healthcare-provider-and-professional/resources/cyber-security/index.html

Immunize your computer asset
- Anti-virus
- Backup and secure your 

backup

Protect against ransomware
- Regularly update your software
- Beware of suspicious email / links
- Anti-virus

Takecare of your gadgets
- Enable encryption
- Strong password & multi-

factor authentication

Incident Respond
- Training &
- Well-defined procedure
- Seek advice from appropriate org

Password
- Strong password – the longer the 

better
- Avoid reuse
- Enable multi-factors

Its not a matter of IF 
but WHEN,
and how to minimize 
damage !



THANK YOU

Cybersecurity is a 
shared 
responsibility

Fighting pandemic 
is also a shared 
responsibility
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