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Core Business 
Objective

Join & share Consent

HCPs Portal
Data Standard & 

Terminology 

eHealth App

HCPs Data use support

Radiology Image sharing

Chinese Medication Support

Enhanced Security and 
Privacy

Key Achievement 5.6 Million Citizens; Over 5000 Professionals；2600HCPs; 2.9 Billion Shared Record

COVID
-19

2009-2016 2017-2022

The evolutionary journey of eHRSS

簡報者
簡報註解
刚需的情况下使用



Hong Kong’s e-Health Ecosystem
E-Health Programme

Public-Private Partnership 
Programmes eHR Sharing

3

Vaccine Pass

Primary Care

Collaborative 
Care

New public-
private 
partnership 
model

eHealth Ecosystem

Public / Private Health 
Care Providers



What is Cybersecurity Immunity

Human Immunity  vs Cybersecurity Immunity

Innate Immunity

Acquired 
Immunity

• Non-specific
• Fast respond
• First line of defense

• Specific 
• Slower respond
• Learn > adapt > remember 

> develop
• Secondary or tertiary 

defense

Known Threats

Unknown 
Threats

• Access Control / 2FA
• Anti-virus
• Firewall
• Intrusion detection / 

protection

• Zero-day
• Threat analytic / 

intelligence
• Abnormally detection / 

intervention  

Boosting 
Immunity

• Personal hygiene
• Healthy diet and exercise
• Vaccination

Boosting 
Immunity

• Cyber hygiene
• Updated preventive measures
• Regular review / risk assessment

先天免疫

後天性免疫

增強免疫



Why do we need Cyber Immunity ?





Taxonomy of Cyber Security

Types of Cybersecurity
• Network Security
• Cloud Security
• Endpoint Security
• Mobile Security
• IoT Security
• Application Security
• Zero Trust

Elements of Cybersecurity
• Application security
• Information security
• Disaster Recovery Planning
• Network Security
• End-user Security
• Operational Security

Aspects of security
• Physical security
• Digital security
• Operational security
• Administrative security

Cyber Security threats
• Social Engineering
• Third-Party Exposure
• Configuration Mistakes
• Poor Cyber Hygiene
• Cloud Vulnerabilities
• Mobile Device Vulnerabilities
• Internet of Things
• Ransomware

Objectives of Security
機密性

完整性可用性



How do we enhance Cybersecurity Immunity ?

Privacy & 
Data 

Protection

Identity 
Management & 

RBAC

Authentication

Secure Connection 
with registered 

Partners

Patient 
notification

7x24 analytic 
based Monitoring

ISO27001 
Information 

Security 
Management

Health Care Providers

Awareness 
Training

Cyber 
Security 

Drill

Uplift security awareness and practices among 
ecosystem partners



Sharing Consent

Explicit Consent 
given by participants



Role Based Access Control

Professional Registration 
and verification

Role Based Access 
Control

Fine grained control to 
different record type



Secured Connection and Authentication

1. Registered HCP
2. Secure Connection Software   ELSA replacement to be introduced soon
3. 2FA Authentication  (SMS, Im Smart and more..)



Audit log, abnormality detection and notification

1. Full access Log of user activities
2. 7x24 Security Operation Center, threat analytic 
3. Patient notification via SMS, eMail and eHealth 

App (at a glance view of all access history)



The Weakest Link in Cybersecurity Immunity…

The weakest link in any chain of 
security is not the security itself, but 
the person operating it  !

Social Engineering bypass all technologies 
including firewalls. 
- Kevin Mitnick



How do I know if Im Healthy ?

How to gauge 
Security Risk 
Exposure and take 
appropriate 
actions ?



EHRSS has been 27001 Certified since 2018



Why ISO27001 ?

Increasing risk 
of security 

attacks

Commitment to 
information 

security & earn 
public trust

Gauge against 
industry 

standards to 
improve 

capabilities 



Cyber Security Drill
• HHB

 eHRO
 eHRSS ISIRT
 HHB ISIRT and DITSO

• HA
 eHRSS Support Team
 eHR Registration 

Office
 IT Call Centre

• HKPF
 CSTCB

• OGCIO
 GIRO

• Participating HCP

Year Drill Scenario 

2018 Nov Remote Desktop Attack 

2019 Nov Ransomware Attack

2020 Nov COVID-19 Themed Phishing (Phishing 
email + zero-day malware)

2021 Nov Ransomware of Application Servers

2022 Nov Malware Attack & Phishing Email

Cyber-attack is 
not IF but 
WHEN ?

Prepare for your 
immunity respond !
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Cyber Security Tips

Immunize your computer asset
- Anti-virus
- Regularly update your software
- Backup and secure your backup

Protect against ransomware
- Beware of suspicious email / links
- Backup! Backup! Backup!

Takecare of your gadgets
- Avoid taking photos of 

sensitive info
- Double check before you 

share anything online !
- Enable encryption
- Strong password & multi-

factor authentication

Incident Respond
- Training 
- Well-defined procedure
- Seek advice from appropriate org

Password
- Enable multi-factors
- Avoid reuse
- Strong password – the longer the 

better

https://www.ehealth.gov.hk/en/healthcare-provider-and-professional/resources/cyber-security/index.html



Thank You

Cybersecurity is 
a Shared 
Responsibility

Cybersecurity is 
a Team Sport

For Cyber Herd Immunity, we must 
defend together !
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