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pded The evolutionary journey of eHRSS
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Creating Sustainable Healthcare

_— . Ecosystem
Focus on Building Services

Open Up Health Record . Related to Health Record

Creating new services, supporting new private

Sharing Channels :  and public partnerships, bringing in more health

: Expanded health care data domain, data  : 5 organizations, and building ecosystem with
Established relevant content types, and online services for medical new technologies

management. authorization management, institutions and patients
data security around uploading and using i
of health records

Data Sharing : Service + Public Facing , Ecosystem + Collaboration

Stage1 2009-2016 Stage2 2017-2022 Stage3

5.6 Million Citizens; Over 5000 Professionals ; 2600HCPs; 2.9 Billion Shared Record
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Join & share Consent
HCPs Portal

Data Standard &
Terminology

eHealth App

Radiology Image sharing

Chinese Medication Support

Enhanced Security and

HCPs Data use support Privacy



簡報者
簡報註解
刚需的情况下使用
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Hong Kong’s e-Health Ecosystem

Public-Private Partnership
Programmes

eHR Sharing E-Health Programme
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New public-
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What is Cybersecurity Immunity

Human Immunity vs Cybersecurity Immunity

TR TT  Non-specific
Innate Immunity * Fast respond
* First line of defense

Known Threats

* Specific

1% FME s * Slower respond
Acquired * Learn >adapt > remember

Unknown

Immunity > develop Threats
e Secondary or tertiary
defense
NG \ %:/E{ﬁ&i%%\
e eI * Personal hygiene e Vps

Boosting
Immunity

Boosting

* Healthy diet and exercise :
Immunity

 Vaccination

Access Control / 2FA
Anti-virus

Firewall

Intrusion detection /
protection

Zero-day

Threat analytic /
intelligence
Abnormally detection /
intervention

Cyber hygiene
Updated preventive measures
Regular review / risk assessment



deed \\ hy do we need Cyber Immunity ?

No herd immunity Herd immunity achieved

() Susceptible @ Infected @ Immune —— Disease transmission




Security Events in eHRSS

Year

Internet
Service
Provider

External
Firewall

Intrusion
Protection
System

Blocked access

Blocked access

Security Alerts Triggered

2019

4.9M

12K 143K

2020

16.4M
T2.3%

243K
N 0.7%

32K
N 1.6x

2021
-

¢health

28.8M
™4

938K O4
’T\ /r2 ,fo/““;Shﬁjr‘jgi:

N 13.3X

No. of security
events drastically

N~ , Z increased dueto

increase in
security exposure
and upsurge in
adoption!



%L”%fﬁﬁ Taxonomy of Cyber Security

Elements of Cybersecurity

Objectives of Security « Application security
* Information security
s e  Disaster Recovery Planning

Cyber Security threats . Networkeoe S

* Social Engineering * End-user Security

* Third-Party Exposure  Operational Security
* Configuration Mistakes

* Poor Cyber Hygiene

* Cloud Vulnerabilities

* Mobile Device Vulnerabilities
* Internet of Things

* Ransomware

Types of Cybersecurity
Network Security

* Cloud Security

* Endpoint Security

* Mobile Security

* |oT Security

* Application Security

e Zero Trust

Aspects of security
* Physical security

* Digital security

* Operational security

* Administrative security



pdeid How do we enhance Cybersecurity Immunity ?

Health Care Providers Patient

notification

Awareness

Trainin .
& Secure Connection

with registered
Partners

Authentication 1ISO27001
Information

Security
Management

Cyber

Security
Drill

7x24 analytic
based Monitoring

Uplift security awareness and practices among Privacy & IEE1 355
Data  Ealibi

ecosystem partners ata chealth
Protection EiEtrrrttt:




Heid Sharing Consent
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Indefinite sharing consent

One-year sharing consent

Consent will remain valid until revoked or updated by the patient, or the
oatient's registration is withdrawn or cancelled Consent will expire after one year or lapse if revoked or updated by the

~atient, or the patient's registration is withdrawn or cancelled
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Professional Registration
and verification
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Role Based Access
Control
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Electronic Health Record Sharing S'ystem'
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Dentist Midwite
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Medical B 5 2 6
Laboratory Radiographer
Technologist .
T Role-based Access to |

Electronic Health Records by Different
e Healthcare Professionals A
Physioth t -

i i

Fine grained control to
different record type
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Doctor/Nurse/Dentist
Pharmacist

Part| Optometrist

Physiotherapis ‘

Occupational herapit | ‘_’ﬁ_\_‘
Lab Technologist | ] S S B
Radiographer B . _/‘»—J—’—L——’



Access to whole eHealth

Limited access to personal particy
. for patient registration h.‘»rﬂmm

Administrative User

1. Registered HCP
2. Secure Connection Software —> ELSA replacement to be introduced soon
3. 2FA Authentication (SMS, Im Smart and more..)



eHealth : Health
Notification Health Tips Reminder

2 Search

Notification | Access

Healthcare Provider | My Family

eHRSS Notification

Your eHealth Record is accessed by )
Medical Practitioner MODEC4_DR, MODEC...

16-Sep-2022 2:19 AM

eHRSS Notification

® Your eHealth Record is accessed by )
Medical Practitioner MODEC4_DR, MODEC...

16-Sep-2022 1:57 AM

access Log of user activities
ecurity Operation Center, threat analytic ® Medicsl Practtioner MODEGA DR, MODEC..

tification via SMS, eMail and eHealth
e view of all access history)

eHRSS Notification




Social Engineering bypass all technologies

including firewalls.
- Kevin Mitnick

‘Amateurs hack systems;

professionals hack people.”

— Bruce Schneier

The weakest link in any chain of
security is not the security itself, but
the person operating it !



How to gauge
Security Risk
Exposure and take
appropriate
actions ?
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What is ISO 2/001 What is ISO 27001

An Information Security Management
System (ISMS) is a management 14 Control
system that helps to ensure Areas wiomae

Information

security risks are properly managed by =~ 35Control e

continuity

0 bj ECtiVES management
appropriate risk treatment options and .
i P 114 Security

security controls Controls

Cryptography Operations
security




2 Risk assessment & treatment

Risk + Business _ Inherent
Exposure Impact - Risk
Inherent _ Risk Control - Expected
Increasing risk Commitment to Gauge against Risk Activities Risk
of security information industry £ oacted N AI
. Xpecte ontro ctua
attacks secu rlt.y & earn sta.mdards to Rick X Effoctiveness = Rick
public trust improve
capabilities Actual _ Risk _ Acceptable
Risk Treatment Plan | — - Risk




eed Cyber Security Drill
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Cyber-attack is
not IF but
WHEN ?

Prepare for your
immunity respond !

Annual Drill Exercise

*  HKPF

eHRO » CSTCB

HHB ISIRT and DITSO N
eHRSS Support Team * Participating HCP
eHR Registration
Office

IT Call Centre

Year Drill Scenario

2018 Nov Remote Desktop Attack

2019 Nov Ransomware Attack

2020 Nov COVID-19 Themed Phishing (Phishing
email + zero-day malware)

2021 Nov Ransomware of Application Servers

2022 Nov Malware Attack & Phishing Email




detd Cyber Security Tips
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Immunize your computer asset Protect against ransomware Takecare of your gadgets
- Anti-virus - Beware of suspicious email / links - Avoid taking photos of
- Regularly update your software - Backup! Backup! Backup! sensitive info
- Backup and secure your backup Double check before you
share anything online !
Enable encryption
0 Strong password & multi-
Bikoleill factor authentication

a

Incident Respond Password

- Training - Enable multi-factors

- Well-defined procedure - Avoid reuse

- Seek advice from appropriate org - Strong password — the longer the
better

ns://www.ehealth.gov.hk/en/healthcare-provider-and-professional/resources/cyber-security/index.html



Cybersecurity is

a Shared Cybersecurity is
Responsibility a Team Sport
(D

For Cyber Herd Immunity, we must
defend together !
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