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The Cyber Landscape in 2022



Healthcare is one of top 3 most attacked industries globally
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Ransomware Attacks are prevailing in HK



A Typical Infection Chain of a Ransomware Attack
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Healthcare suffered double extortion attacks the most
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Dwell time is the length of time between initial intrusion and detection of an intrusion

Ransomware attacks are more and quicker



Why Ransomware is so attractive to the cyber criminals?
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FIN12 RYUK Ransomware
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FIN12 is  targeting Healthcare Industry



2022-2023 Predictions on Cyber Landscape
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Ransomware as a service will continue to increase

Changing ransomware models will lead to changing targets

Dwell time will continue to decrease

Supply chain attacks will increase as adversaries compromise partner 

and supplier ecosystems

Ransomware will be used as a wiper to destroy data in the increasing 

geopolitical tensions
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Prepare for 2023
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Get the basic right to avoid being low hanging fruit

Source: HKCert.org
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Prepare for the worst – Backup, Backup, and Backup

▶ Implement 3-2-1 Backup Strategy

▶ 3 copies on 2 different media with 1 at offsite 

▶ Restore your backup regular to ensure it is working

▶ Establish, test and update the recovery plan with business and users



90% of all cyber attacks begin with a phishing email
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Tips to Spot Phishing Email 網路釣魚全攻略
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Tips to spot Phishing Email 網路釣魚全攻略
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Greed
邊有咁大隻
蛤乸隨街跳

Curiosity
開心些牙

Urgency
十萬火急
幫緊你

Fear

怯你就輸成世



Greed 邊有咁大隻蛤乸隨街跳
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Greed 邊有咁大隻蛤乸隨街跳



Urgency 十萬火急幫緊你
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Urgency 十萬火急幫緊你
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Fear 怯你就輸成世
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Fear 怯你就輸成世



Curiosity 開心些牙
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Curiosity 開心些牙
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Tips to spot Phishing Email 網路釣魚全攻略
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Greed
邊有咁大隻
蛤乸隨街跳
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Urgency
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Don't click when in doubt – 6-sec Rule
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▶ Waiting for 6 seconds for your clear brain, then ask yourself

▶ What is the email trying to get me to do?

▶ How is it trying to get me to do it?



Strong Password 强化密碼全攻略
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Think a few personal questions which only can be answered by YOURSELF 

Create a Strong but East-to-remember Password

Redbull 2018 Paris

Redbull18par

What is my 
favorite F1 

team? 

When did     
I get 

married? 

What is my 
favorite 

city? 



Enable 2-Factor Authentication
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… and never disclose your OTP to anyone!

OTP is One Time Passcode



32

Collaboration with your trusted partners



Thank you!
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