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Healthcare is one of top 3 most attacked industries globally

Which Industries Are Under Attack?

INDUSTRY PERCENT OF INVESTIGATIONS

Business and Professional ﬂﬂ 145
Financial 4%
Retail and Hospitality 7 0%
HighTech [E2
Government ﬁ‘

Transportation and Logistics
Construction and Engineers
Telecommunications

Education

Energy
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Entertainment and Media
utilities
Aerospace and Defense b\'??
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Ransomware Attacks are prevailing in HK
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Over 750,000 ransomware attacks HK = w=oo wemmos < o= 0000

firms monthly

Ransomwares like Revil and TrickBot were the usual suspect.
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More than 750,000 ransomware attacked organisations in Hong Kong every
month on average between April and June 2021, cybersecurity firm, Fortinet,
reported.
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A Typical Infection Chain of a Ransomware Attack

Initial access
« Spam email

» Brute force or stolen
credentials to RDP Network

» Exploiting a reconnaissance &
vulnerability lateral movement
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Ransomware DDOS attack on
deployment, victim website or
Data execution, & network until
exflltration data encryption negotiation
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Figure 1: Infection chain of a ransomware attack
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Extortion Extortion A .. Extortion
tactic #1 tactic #2 > tactic #3

~
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If ransom is not paid: Publish data to leak site
» Credentials
@) !;;;.. » Sensitive data

» Other information




Healthcare suffered double extortion attacks the most

Percent change in double extortion attacks: 2021 vs 2020

Healthcare N 643%
Restaurants, Bars & Food Services I 460%
Mining I 2297
Education I 225
Media I 2007
Manufacturing I 190%
Basic Materials and Chemicals I 77
Construction I 1612
Financial Services I 130
Services I 109%
Food, Beverage & Tobacco I 100%
Insurance I o4
Real Estate I o
Retail & Wholesale I 71
Telecommunications I s0:
Qil & Gas I 53
High Tech I s
Government B 7%
Other B 28%
MNenprofit Organizations B 16%
Advertising 7%
Transportation
Consumer Services
Utilities
Agrospace & Defense
Energy

Arts, Entertainment & Recreation
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Ransomware attacks are more and quicker

How Fast Are Ransomware Actors?

PERCENTAGE OF MANDIANT INVESTIGATIONS INVOLVING RANSOMWARE

12.5%= 38%

IN 2020

IN 2021

APAC MEDIAN DWELL FOR RANSOMWARE

DAYS IN 2021

APAC MEDIAN DWELL FOR NON-RANSOMWARE

38

DAYS IN 2021

Dwell time is the length of time between initial intrusion and detection of an intrusion

@ | i T&HI



Why Ransomware is so aitractive to the cyber criminals?

Supply chain
attacks
that exploit trusted vendor
relationships to breach organizations
and multiply the damage of attacks
by enabling threat actors to hit
multiple (sometimes hundreds or

thousands) of victims at the

same time.
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Ransomware as
a service

that uses affiliate networks to
distribute ransomware on a wide
scale, allowing hackers who are
experts in breaching networks to
share profits with the most advanced

ransomware groups.

000
Multiple-extortion

attacks
that utilize data theft, distributed
denial of service (DDoS) attacks,
customer communications, and
more as layered extortion tactics to

increase ransom payouts.




FIN12 RYUK Ransomware

FIN12 VICTIMOLOGY OVERVIEW

Average Revenue

(North America)
FIN]Z $5.7 BILLION

Who is FIN12? *

Attacking : Since At least 2018
Aligned to : RYUK Ransomware

Volume : 20% of Mandiant's Ransomware Investigations

Notable : Prioritizes on Speed, lacks data theft operations

Median Dwell Time : <2 Days (vs 5-day average dwell for ransomware)
Targets: Healthcare is one of the target industries

PRIVATE
SECTOR

PUBLIC
SECTOR

83% 17%
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Average Revenue
(Europe)

$7.4 BILLION

W

L
Average Revenue ;
(Asia Pacific)

14.5 BILLION \3 {E ,".\4

MOST FREQUENTLY TARGETED INDUSTRIES

SB HEALTHCARE MANUFACTURING
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FIN12 is targeting Healthcare Industry

Who is FIN12?

nﬂfﬂ Rron ~h
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Prevention. Response, Notification, T 'D' DAY

Topics» News-  Training-  Resources- Events-~  Jobs-~

TRENDING: Live Webinar: 4/26 | Transforming Third Party Risk -

Critical Infrastructhure Sacurit ¥ f'_\-':-"r"li"l'i" { YDETCTIME a5-d-32mnvice

FIN12 Ransomware Attacks Aggressively
Targeting Healthcare

Mandiant Report Says Threat Actors Deploy Ryuk, Leverage Initial Access Brokers

McSee (WHealthinfoSec) - Octob 2032 L J

@ | i T&HI

The Hacker News

Home Cyber Attacks WVulnerabilities Offers Contact Q =

Ransomware Group FIN12 Aggressively Going After
Healthcare Targets

B9 October 08, 2021 & Ravie Lakshmanan

DARKReading

SUBSCRIBE LOGIN/REGISTER

The Edge DR Tech Sections =) Events (= Resources (=) L

Attacks/Breaches = (i) 5 MINREAD | [Fl) ARTICLE

Rapid RYUK Ransomware Attack Group
Christened as FIN12

Pralific ransomware cybercrime group’s approach underscores a complicated, layered rmodel of cybercrime.




2022-2023 Predictions on Cyber Landscape

Ransomware as a service will continue to increase

Changing ransomware models will lead to changing targets
Dwell time will continue to decrease

& Supply chain attacks will increase as adversaries compromise partner
and supplier ecosystems

& Ransomware will be used as a wiper to destroy data in the increasing
geopolitical fensions
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Get the basic right to avoid being low hanging fruit
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Prepare for the worst — Backup, Backup, and Backup

» Implement 3-2-1 Backup Strategy
» 3 copies on 2 different media with 1 at offsite
» Restore your backup regular to ensure it is working

» Establish, test and update the recovery plan with business and users

3 copies of data 2 different forms of 1 backup located

(one production copy storage media offsite
and two backups)
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90% of all cyber attacks begin with a phishing email
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Tips to Spot Phishing Email &89 8 = WA
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Tips to spot Phishing Email &8 2 IS

Greed K Urgency

b 83 BB 57 = 2R
Curiosity = Fear
ot \© ) Yo o) tratwmmty

@ | i T&HI



Greed EFGIHAE 158 EE Pk

@ | i T&HI



Greed EAMHAE I tEHE B

r’”’ﬁ‘l b ] BETTER PART TIME JOB OFFER FOR STUDENT AND STAFF
-

POWE RIZNNS . . :
Avila Rebecca <avilaword7272@gmail.com=
CONGRATULATIONS!! to Susanhancock002 ~

Your Email was selected in Powerball Lottery | Hello,
Draw with the sum of 1.5million dollars.
Kindly send your Full Name, Address and
Phone Mumber for claims.

Would you love to work as a Mystery Shopper in your location for 34007
Your job is to sit down at service tables. Pay is 3400 per assignment,
and each assignment requires 20-30 minutes of your time at a store
plus time to write up your post visit reports. Clikk the link below

Yours Sincerely for registration:
Mr. James Hodges hitps:/fform. myjotform.com/§2564155951569
Head Of Operations Regards

susanhancock

Richfeild Evaluation Co.
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Urgency‘l' EXZ EE
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DHL Express,

Dear Customer,

you have a package pending delivery in Terminal 1! due
to the unpaid shipping cost.

Please complete the shipping transaction

Confirm the payment 2.99 AUD of the shipment to be able to
deliver it

Note: the package will be returned within 48 hours if no action has
been taken.
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Your Account PayPal is Limited, You Have To Solve The
Problem In 24 Hours.

Why myy accoumt PayP al™ bs Bmited?
Becwte we Ay

' 3 ' 4 fanasr Som 126 3me and yARCeited

What can | do 1o resolve the problem?
You have 16 coafarm all vour sccount dets

Confirm Yout lnformation
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Fear
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From

Subjecl Your devices have been hacked! including this account: 16/4/20, 4:38 am

To

Hi, stranger!

I hacked your device, because I sent you this message from your account.
If you have already changed your password, my malware will be intercepts it every
time.

You may not know me, and you are most likely wondering why you are receiving this
email, right?

In fact, I posted a malicious program on adults (pornography) of some websites, and
you know that you visited these websites to enjoy

(you know what I mean).

While you were watching video clips,
my trojan started working as a RDP (remote desktop) with a keylogger that gave me
access to your screen as well as a webcam.

Immediately after this, my program gathered all your contacts from messenger, social
networks, and also by e-mail.

at I've done?
I made a double screen video.
he first part shows the video you watched (you have good taste, yes ... but strange
for me and other normal people),
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Curiosity F/DES

m
Il SR Bwm M-Q.5 & BER- M. @&
Repon
Delese Realy m Forward 897 artachiment Move Jonk  Rules AmadUrvead Categonise qui:w »
| EMPLOYEE SALARY NOV'19 |
Your Company <attacker@example.com>
@ Wedneiday, 23 Octaober 1019 st 1123
Show Detoie
Your Company
Dear Example,
As already announced, The year's Wage increase will start in Navember of 2019
and will be pald out for the first time in December, with recalculation as of November.
o View salaryincrease-sheet-November- 2019 4k
ApA Jridefente proctfpont comiy2 url?
You will be informed of the detalls in advance by lette s R rYAGRWEGAER 23 aulh-Foes
regards
Your Company Management
Q| NIMIT&HI
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Tips to spot Phishing Email &8 2 IS
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Don't click when in doubt - 6-sec Rule
» Waiting for 6 seconds for your clear brain, then ask yourself
» What is the email frying to get me to do?¢

» How is it trying to get me to do ite
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Strong Password 2152345 = IS
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AMOUNT OF TIME
TO CRACK A PASSWORD

7 CHARACTERS (1) .29 milliseconds

8 CHARACTERS () 1-5 hours

9 CHARACTERS (V) 11hours - 5 days

10 CHARACTERS [ 3 -4 months

11 CHARACTERS @ 1 decade

12 CHARACTERS [ 2 centuries
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Create a Strong but East-to-remember Password

Think a few personal questions which only can be answered by YOURSELF

What is my When did What is my

favorite F1 | get favorite
team? married? city?

4 $ @
o
Semunspa
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Enable 2-Factor Authentication
... and never disclose your OTP to anyonel!

- 3 Oomm YT .

< Two-step verification

For added security, enable two-step
verification, which will require a passcode
when registering your phone number with

WhatsApp again.
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WhatsApp >

Text Message
Today 18:45

Your WhatsApp code:
591-059

You can also tap on this
link to verify your phone:
v.whatsapp.com/591059

Don't share this code with
others

OTP is One Time Passcode

Google

Are you trying to sign in?

£

Chromebook @ St. Louis, Missouri

No, it's not me Yes
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Collaboration with your frusted partners

Health Bureau

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

HEEEBE
HAERERMEERHATH

Hong Kong Police Force
Cyber Security and Technology Crime Bureau

FHEHAERMLEEEAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong
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Thank you!
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