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From eHRSS to eHealth + and beyond

To be a comprehensive and integrated health information infrastructure that ultimately 
support the provision of safe, efficient, and quality healthcare with better health 
outcomes for Hong Kong citizens

To be an enabler for enhancing care coordination, active health management, cross-
sector collaboration and health surveillance, bring about a seamless and personalized 
care experience for each individual
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eHealth App as a 
“Digital-Front-Door” 
for empowerment 

Telehealth enable new 
service capabilities 

AI/ BI/ ML/Big data/ 
Cloud/ IoT Data analytics 

Cross border data access 
and download 

eHealth as central data hub* 
for research and analytics
Data Linkage with HCPs, 

Insurance and B&D
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Medical Domain integration 
Western to Allied Health to Chinese 

Medicine
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*Transactional, Financial, Health Information and Time Relation

Integrated Eco-system Supported by eHealth+



Real-time Threat map

MAP | Kaspersky Cyberthreat real-time map

Live Cyber Threat Map | Check Point

Live Cyber Attack Threat Map | Radware

Cyber attacks, an increasingly imminent and ongoing 
threat, continues to shape the landscape of global 
security and necessitates our constant vigilance for 
the sake of preserving the integrity of our digital 
infrastructure.

There are only two types of companies: those that 
have been hacked, and those that will be. Even that is 
merging into one category: those that have been 
hacked and will be again.

https://cybermap.kaspersky.com/
https://threatmap.checkpoint.com/
https://livethreatmap.radware.com/


Healthcare industry is a 
lucrative market to cyber 
attack

Source

- High value records (USD500-1000 per records)
- Larger attack surfaces (legacy system, multiple 

entry points)
- Double extortion 
- Relatively less protected



How attackers gain 
access to your 
systems

• The Cyber Kill Chain (CKC) is a 
seven-stage model of a cyber 
attack, developed by Lockheed 
Martin in 2011.

• A popular way for cyber 
criminals to launch attacks

• Cyber criminals leverage AI to 
develop even more 
sophisticated attacks



Cyber Security threats
• Social Engineering
• Third-Party Exposure
• Configuration Mistakes
• Poor Cyber Hygiene
• Cloud Vulnerabilities
• Mobile Device Vulnerabilities
• Internet of Things
• Ransomware
• Merging Threats - AI

Objectives of Security

機密性

完整性可用性

Use CIA Triad to safeguard information security 
3 key principles are essential for protecting 
information from cyber attacks -

Confidentiality - the ability to keep 
information secret from unauthorized 
individuals. This can be achieved through 
encryption, access control, and other security 
measures.

Integrity - the ability to ensure that 
information is accurate and complete. This 
can be achieved through checksums, digital 
signatures, and other security measures.

Availability - the ability to ensure that 
information is accessible to authorized 
individuals when needed. This can be 
achieved through redundancy, disaster 
recovery, and other security measures.



Know your risk through assessment –
Security Risk Assessment

Reference : ISO27001

Risk Assessment Process



Supply-chain attacks – medical devices, 
IoT and commercial systems

• Conduct due diligence on suppliers to 
assess their security posture.

• Implement security controls to protect 
against supply chain attacks, such as 
multi-factor authentication and data 
encryption.

• Have incident response plan in place 
to respond to supply chain attacks.

Prevention & Protection



Risks of cloud services

• Zero-trust  (including Vendor)
• Protect remote access
• Continuous scanning & monitoring
• Timely respond to abnormally

• Have incident response plan in 
place to respond to supply chain 
attacks.

Prevention & Protection



Source: https://www.hipaajournal.com/79-of-healthcare-organizations-experienced-an-api-security-incident-in-the-past-12-months/

Increasing connectivity increases 
security exposure



How IT system ensure secure exchange of 
sensitive systems

• Established encrypted channel 
for secure data transmission

• Use digital certificate to verity 
identity• Verify individual identity 

with user/name password
• Multi-factor 

authentication • What records can be 
accessed

• Consent given by participant
• Need-to-know basis

• Conformance to data 
standard

• Transfer of data using 
agreed protocol

• Acknowledgement of 
receipt of data

• Use strong encryption to 
protect data-at-rest

• Trail of access & event – forensic 
evidence

• Troubleshooting
• Monitoring of abnormally
• Compliance
• Policy violation



ChatGPT Opportunities and Risks

Opportunities
• Patient Summary
• Clinical Decision Support
• Medical translation – coding 
• Virtual Assistance
• Provide relevant clinical guidelines
• Remote patient monitoring 

Risks
• Privacy and safety
• Current model has limited medical 

knowledge 
• Misinformation & hallucinations
• Liability 

1. Never input sensitive information / patient 
details

2. Verify source of information
3. Know its limitation
4. Be wary of copyrighted material
5. Take full responsibility of generated works

Need Policies for use of ChatGPT at Work



https://www.ehealth.gov.hk/en/healthcare-provider-and-professional/resources/cyber-security/index.html

Immunize your computer 
asset
- Anti-virus
- Backup

Protect against ransomware
- Update your software
- Beware of suspicious email / links

Incident Respond
- Awareness Training &
- Well-defined procedure

Password
- Enable multi-factors password
- Don’t share

Beware of supply chain attack
- Due diligence on suppliers
- Access Control
- Respond plan

-

Cyber-security Tips

Beware of emerging risk
- Understand your risk exposure
- Proper control & protection



Thank You

資訊安全網: 網絡安全意識 (infosec.gov.hk)

https://www.ehealth.gov.hk/en/healthcare-provider-
and-professional/resources/cyber-
security/index.html

網絡安全資訊站-香港|主頁 (cybersecurity.hk)

In our connected eco-system, Cyber 
Defense is Everyone’s Duty !

https://www.infosec.gov.hk/tc/topic/cyber-security-awareness
https://www.cybersecurity.hk/tc/index.php
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