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The Cyber Landscape in 2023



2023 Predictions on Cyber Landscape Made in Oct 2022
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Ransomware as a service will continue to increase

Changing ransomware models will lead to changing targets

Dwell time will continue to decrease

Supply chain attacks will increase as adversaries compromise partner 
and supplier ecosystems

Ransomware will be used as a wiper to destroy data in the increasing 
geopolitical tensions
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Cybersecurity Threats and Challenges in Healthcare Sector

▶ High value of medical data to support business targeted by cyber criminals 
▶ Increased attack surfaces from extended data exchanges
▶ Inconsistent security control processes and practices

▶ Clinical systems became mission critical and subject to ransomware attacks
▶ Inadequate controls on medical devices and legacy systems
▶ New Risks of emerging technologies (e.g. AI, 5G and IoT)

▶ Low level of cyber literacy among healthcare workers
▶ Shortage of cybersecurity talents to secure healthcare systems 
▶ High demands on anytime anywhere access to clinical data
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Healthcare Sector is the Top Target of Cyber Attack Globally in 2023

Source: Check Point Research 2023 Cyber Attack Trend
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Ransomware is Prevailing Cyber Threat for Healthcare
▶ Ransomware attacks are increasing, caused both operational and patient safety impacts
▶ Healthcare is most likely to pay the ransom compared to other sectors
▶ Highest loss for 13th consecutive years among all industries at USD$11 Million per incident

Source: Business World Report Source: IBM Cost of a Data Breach Report 2023

https://www.businessworld.in/article/Healthcare-Firms-Are-73-Likely-To-Pay-Ransom-In-A-Cyber-Attack-Report/06-06-2023-479409/
https://www.ibm.com/reports/data-breach
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Get the Basic Right to Avoid Being Low Hanging Fruit

Source: HKCert.org
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Defense-in-depth Approach
▶ Defend information asset against cyber attacks with multiple layers of security controls
▶ Provide redundancy in the event one layer of security controls failed or was exploited

Data Security

Application Security

Endpoint Security

Network Security

Governance and Compliance

Perimeter Security

Detection and Response



90% of all Cyber Attacks Begin with a Phishing Email
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Tips to spot Phishing Email 網路釣魚全攻略
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Greed
邊有咁大隻
蛤乸隨街跳

Curiosity
開心些牙

Urgency
十萬火急
幫緊你

Fear
怯你就輸成世



Practice Makes Perfect! 
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Mock Phishing Exercise 網路釣魚郵件模擬演習
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Objective
▶ Part of overall Cybersecurity Awareness Programme
▶ Provide a safe and real-life setting for users to experience phishing email
▶ Create staff awareness on risk of phishing email and best practices

Summary of the Exercise
▶ Target for staff who have Internet email address
▶ Leverage a professional phishing campaign platform for the exercise
▶ Ran for few days for each hospital or healthcare services provider
▶ Need supports and coordination efforts from management and IT dept



Reminder Sent to Staff Before the Exercise
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HAChatEmail



Example – “Free Staycation Package”
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Clicked 
link

“Phished” staff would receive instant cyber tips on phishing email
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Phishing Email with Red Flags



Trained Users are Less Likely be the Victim
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More Resilient with Continuous Mock Phishing Exercises

19

Click Rate Report Rate
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Collaboration with Your Trusted Partners



Thank you!
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