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2023 Predictions on Cyber Landscape Made in Oct 2022

/- geopolitical tensions
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Cybersecurity Threats and Challenges in Healthcare Sector

» Low level of cyber literacy among healthcare workers
» Shortage of cybersecurity talents to secure healthcare systems
» High demands on anytfime anywhere access to clinical data

» High value of medical data to support business targeted by cyber criminals
» Increased attack surfaces from extended data exchanges
» Inconsistent security control processes and practices

&

Process

& » Clinical systems became mission critical and subject to ransomware attacks
©x » Inadequate controls on medical devices and legacy systems

Technology » New Risks of emerging technologies (e.g. Al, 5G and |oT)
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Healthcare Sector is the Top Target of Cyber Attack Globally in 2023

Global Avg. Weekly Cyber Attacks Per Industry
(2022 Q1 Compare to 2023 Q1)

Education/Research 2507 [+15%]

Government/Military 1725 [+3%]

| Healthcare I 16834 [+22%)] |

Communications I 1598 [+9%]
ISP/MSP I 1312 [-11%)]
Finance/Banking I 1212 [+9%]
Utilities M 11835 [+17%)]
Retail/Wholesale N 1079 [+49%)]
Insurance/Legal I 1055 [+13%]
Leisure/Hospitality . 007 [+4%)]
Manufacturing I 002 [+1%]
SI/VAR/Distributor HEEEEEE 063 [+5%]
Consultant NN 331 [+26%]
Transportation I 734 [+2%]
Software vendor I /63 [-5%]
Hardware vendor IS 525 [+32%]

= : Source: Check Point Research 2023 Cyber Attack Trend
@ | NMT&HI



Ransomware is Prevailing Cyber Threat for Healthcare

» Ransomware attacks are increasing, caused both operational and patient safety impacts
» Healthcare is most likely to pay the ransom compared to other sectors
» Highest loss for 13th consecutive years among all industries at USD$11 Million per incident

Cost of a data breach by industry
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https://www.businessworld.in/article/Healthcare-Firms-Are-73-Likely-To-Pay-Ransom-In-A-Cyber-Attack-Report/06-06-2023-479409/
https://www.ibm.com/reports/data-breach
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Get the Basic Right to Avoid Being Low Hanging Fruit
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Defense-in-depth Approach

» Defend information asset against cyber attacks with multiple layers of security conftrols
» Provide redundancy in the event one layer of security controls failed or was exploited

Network Security

Endpoint Security

Application Security
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90% of all Cyber Attacks Begin with a Phishing Email
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Tips to spot Phishing Email 4E 8V 8 2 IS

Greed R Urgency
ZERIEKXE ) TBXZ
U 8 i 137 ik = 211
Curiosity - Fear
FIOVEESF 69'; % R E Rk

ha
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Practice Makes Perfect!
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Mock Phishing Exercise #3i& &9 & BB {415 15F

Objective

» Part of overall Cybersecurity Awareness Programme

» Provide a safe and real-life setting for users to experience phishing email
» Create staff awareness on risk of phishing email and best practices

Summary of the Exercise

» Target for staff who have Internet email address

» Leverage a professional phishing campaign platform for the exercise

» Ran for few days for each hospital or healthcare services provider

» Need supports and coordination efforts from management and IT dept

14
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Reminder Sent to Staff Before the Exercise

Email

Tue 9/8/2022 10:14 am
HO IT&HI Information Security Office

EEENSEE Be Aware Of Phishing Emails
To Staff - Hospital Authority

Dear Colleagues,

BE AWARE OF

PrSIINE

SRR -TRNBIIR  ERGKNETBEAS
EHALEB AN TR |, tem ks
BEARHZERERG TR GONRE,

Phishing isa cyber-attack that uses disguised email 1o
trick victims to click a link or download an attachment,
which would get them to hand over sensitive
information or download malware into their devices.

|
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HAChat

& prpeemeesey

BE AWARE OF ™

PHISHING EMW]LQ\(
MENAR-IENEIIR , EABENEFEFAR "
FWE AN T W |, emERrizH
BEAEHSERERGE TR EEE.

Phishing is a cyber-attack that uses disguised email 10
trick victims to click a link or download an attachment,
which would get them to hand over sensilive
information or download malware into their devices.

L

MR WERS T
Tips to spot phishing email

)@'ﬁ
3 o] £ BB 63
RepoR Suspstovs Bl

£ Outlook ¥ RRILIEIREES P |

SIEEMFINER ‘ lﬂﬁ:ﬁﬂil:ﬂﬂ EHEE
Cybersecurity =
Awareness %
Online Training  [=]%

Report phishing e-mails on
Outlook by clicking this button

NI T&HI Cinfgrmationo Qe
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Example - “Free Staycation Package”

“Phished” staff would receive instant cyber tips on phishing email

@ i me

Staff Welfare <staffwelfare@hasw.org>
[ET=BIEE] £=Staycation E= [Special Offers] Free Staycation Package
To  Yorky WONG, HOITGHI SA(ISO1)1

o Click here to download pictures. To help protect your privacy, Outlock prevented automatic download of some pictures in this
message,

BRI -

PERERRAN » FETI T IRBGAIE (Rosewood Hotel) B i FEM2BREIE (Hong Kong Disneyland Hotels) S TEHEE
StaycationZEEH » 185 = B AT SR E IR LIRS 000EAV T !

SRR T !

Dear Colleague,

Mid-Fall Festival are coming! We now offering FREE Staycation package worth HKD$4,000 (Rosewood Hotel or Hong Kong
Disneyland Hotels) for firstly 300 successful register staff.

Now click here to registering!

Hegards,
Stall Wellae

Clicked
link

EE—ERENAKRE  REIZ B THENARERN
o -

This is a mock phishing exercise. You just clicked the
link in a phishing email.

FEEEENSERNET  BREAESD

Please pay attention to the following example of phishing email, and be
reminded that:

HEELAE=R

Think twice before you click. Only click the expected emails.
ARBRTERMEAEAAER

Do not provide any personal information if in doubt
FIFOutlook A “Report Phishing Email” Rt REETATREHR

3. Report any suspicious email by clicking “Report Phishing Email” button
in Outlook

2.

F R EFAYSE R
5 Signs of a Phishing Email

Staff Welfare <staffwelfare@hasw.org> [

Fi
Obvious typos/
grammatical errors

Call for urgent action
(Urgency)

(RTRMEE) %BStaycation &I (Special Offers] Free Stayeation Package

EXTERNAL EMAIL: Thi
trust the sender and

originated from outside of HA Do not click any links, open sny sttachments, or reply unless you
content is safe, Use the i r

il

KPR A" S A HEBLBERT (Rosewood Hotel) B A5l -HIC S8R
(Hong Kong Disneyland Hotels) & {14k Staycation &5 » (6 (5 = Firpoh e’
Il S 4 ,ﬂﬂgrﬁﬂ’ﬂ‘ﬁ!ﬁf?% !

RIS T !

SERE A
i - M ESTETER
External sender pretending
internal email with ambiguous
department name

PRI S| ()

Dear Colleague, Too good to be true offer
(Greed)

Mid-Fall Festival are coming! We now offering FREE Staycation packe 5.

‘worth HKD$4,000 (Rosewood Hotel or Hong Kong Disneyland Hotels) for £ )

4 | firstly 300/successful register staff. 5 ARk ES

Lure to click the

Now click here to registering! (Curiosity)

Regasds, 5

Staff Welfare
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Phishing Email with Red Flags

BREEHY S5 A 7/
T2

Obvious typos/
grammatical errors

T K
Call for urgent action
(Urgency)

@ | NjIIT&HI

Staff Welfare <staffwelfare@hasw.org> @&

[ETREIEE] $£EStaycation E= [Special Offers] Free Staycation Package
To

EXTERNAL EMAIL: This email originated from outside of HA. Do not click any links, open any attachments, or reply unless you
trust the sender and know the content is safe. Use the "Report Phishing Email” function to report suspicious emails.

EgVACIE

PR AT - BB AL A A BULREE) E(Rosewood Hotel) Ko i1 JC SR E
(Hong Kong Disneyland Hotels) {5 fEHEH StaycationsZ 5 - [q] 1 = FI{EhR4C
5] P (AR 4 ,0020'7133’3%%%% !

i VLTRSS A !
Dear Colleague,

Mid-Fall Festival are coming! We now offering FREE Staycation packa 3
worth HKD§84,000 (Rosewood Hotel or Hong Kong Disneyland Hotels) tor
firstly 300 successful register staff.

Now|click here to registering!

Regards,
Staff Welfare

BT N {58 F R BRI
2t - R R BT B
External sender pretending
internal email with ambiguous
department name

NE RG] (E&
Too good to be true offer
(Greed)

5 |57 B B AT (2 00)
Lure to click the link
(Curiosity)
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Trained Users are Less Likely be the Victim

Training Rate VS Click Rate
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More Resilient with Continuous Mock Phishing Exercises

Click Rate Report Rate

1]
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Collaboration with Your Trusted Partners

Health Bureau

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

HEEEBE
HAERERMEERATH

Hong Kong Police Force
Cyber Security and Technology Crime Bureau

FHEHEAERLEEEAE
Office of the Privacy Commissioner
for Personal Data, Hong Kong

E= y
B Bz B ) Eﬁgﬁ
nosmitat ¢chealth

EHERSBITEEEAT HKSAR GOVT
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Thank you!
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