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Privacy Protection & Data Security in 
Digital Healthcare Environment
數碼醫療環境的私隱保障與數據安全

Webinar on Cyber Security and Personal Data Privacy Protection in eHRSS
3 October 2023
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01 WHAT IS HAPPENING
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In the Hospital Authority Strategic Plan 2022-2027, 
four strategic goals are set as follows: 

(a) provision of smart healthcare; 

(b) development of smart hospitals; 

(c) nurture of smart workforce; and 

(d) enhancement of service supply. 

Strategic goals

Smart Healthcare
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"Developing smart hospitals is a key strategy for the sustainable development
of the public healthcare system. Healthcare staff can provide high quality
services to patients with the aid of technology such as 5G remote diagnosis and
treatment technology, and smart robots. These technologies can also alleviate,
in the long run, the imbalance of manpower supply and service demands faced
by the public healthcare system,"

Date: 14 July 2023

Smart Healthcare

https://www.info.gov.hk/gia/general/202307/14/P2023071400514.htm?fontSize=1
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Sharing of Medical Records

Promote eHealth

 Explore mandating the upload of 
more types of health records by 
legislation, with a view to further 
transforming eHealth into a key 
infrastructure integrating public 
and private healthcare systems.

 Consider the further 
implementation of cross-boundary 
use of electronic medical records-
Pilot Scheme for Supporting 
Patients of Hospital Authority in 
Guangdong-Hong Kong-Macao 
Greater Bay Area – launched in 
May 2023

Source: 香港01, 12-7-2023

https://www.hk01.com/%E7%A4%BE%E6%9C%83%E6%96%B0%E8%81%9E/918671/%E9%86%AB%E5%81%A5%E9%80%9A-%E5%85%AB%E6%88%90%E6%B8%AF%E4%BA%BA%E7%99%BB%E8%A8%98%E4%BD%BF%E7%94%A8-%E9%86%AB%E8%A1%9E%E5%B1%80%E7%A0%94%E7%A9%B6%E7%AB%8B%E6%B3%95%E8%A6%8F%E5%AE%9A%E4%B8%8A%E8%BC%89%E9%87%8D%E8%A6%81%E9%86%AB%E7%99%82%E7%B4%80%E9%8C%84
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02 BENEFITS AND PRIVACY 
PITFALLS
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 Optimize workflows, streamline 
processes

 Save time, save paper
 Reduce staff burnout
 Improve data flow and data 

management

 Reduce error rates, improve patient 
care 

 Improve patient experience 

3) Bias and Discrimination

1) Collection & Use of Data

2) Lack of Transparency

4) Security of Health Data

5) Loss of Control due to Outsourcing 

Benefits vs Privacy Risks

AI, Machine Learning, Big Data
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Guidance on the Ethical Development 
and Use of

Artificial Intelligence

 Establish AI strategy and 
governance;

 Conduct risk assessment and 
human oversight;

 Execute development of AI 
models and management of 
overall AI Systems; and

 Foster communication and 
engagement with stakeholders.
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Recent Notable Data Breach Incident
Sep 2023

Source: 經濟日報, 13-9-2023

https://inews.hket.com/article/3612873/%E3%80%90%E6%95%B8%E7%A2%BC%E6%B8%AF%E8%B3%87%E6%96%99%E5%A4%96%E6%B4%A9%E3%80%91%E9%BB%91%E5%AE%A2%E6%9A%97%E7%B6%B2%E7%99%BC%E6%94%BE400GB%E6%B4%A9%E5%8F%96%E8%B3%87%E6%96%99%E3%80%80%E6%95%B8%E7%A2%BC%E6%B8%AFCEO%E5%9C%A8%E5%85%A7%E5%93%A1%E5%B7%A5%E5%80%8B%E4%BA%BA%E8%B3%87%E6%96%99%E5%A4%B1%E5%AE%88%E3%80%81%E5%AD%AB%E6%9D%B1%EF%BC%9A%E6%8C%87%E7%A4%BA%E5%90%84%E9%83%A8%E9%96%80%E6%AA%A2%E8%A8%8E
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• Data Governance and Organisational Measures
• Risk Assessments on data security for new systems 

and applications
• Technical and Operational Security Measures
• Data Processor Management 
• Remedial actions in the event of Data Security 

Incidents
• Regularly Monitoring, Evaluating and Improving 

compliance with data security policies
• Data Security Measures for Cloud Services, “Bring 

Your Own Devices” and Portable Storage Devices.

Guidance Note on Data Security Measures 
for Information and Communications Technology

Aug 2022
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02 GETTING PREPARED
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Recommended Practice for Handling Data Breach

• Step 1: Immediate gathering of essential information
• Step 2: Containing the data breach
• Step 3: Assessing the risk of harm
• Step 4: Considering giving data breach notifications
• Step 5: Documenting the breach

Organisations should notify the PCPD and the affected data subjects as soon
as practicable after becoming aware of the data breach, particularly if the data
breach is likely to result in a real risk of harm to those affected data subjects.
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since June 2023

www.pcpd.org.hk

Home > Compliance and 
Enforcement > Data Breach 

Notification

e-Data Breach Notification Form 

http://www.pcpd.org.hk/
http://www.pcpd.org.hk/
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Revised in June 2023
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NEW
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• The Complainant’s son underwent a COVID-19 test
at a hospital.

• When the complainant received his son’s test report,
he found that it was unencrypted.

Case Sharing (1)
Sending medical report by email without encryption
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• Data Protection Principle 4 provides that all practicable steps shall
be taken by a data user to ensure that any personal data held by it
is protected against unauthorised or accidental access, processing,
erasure, loss or use.

• Generally speaking, test reports contain sensitive personal data.
Measures shall be taken to enhance the security of personal data
contained in the test reports.

Case Sharing (1)
Sending medical report by email without encryption
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Thank you!

Telephone︰ 2827 2827

Website︰ www.pcpd.org.hk

Email︰ communications@pcpd.org.hk
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