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Technology Crime Trend in Hong Kong
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Technology Crime Trend in Hong Kong
In Terms of Case (2023 1st Half)
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Most Prevalent Technology Crime 
In Terms of Loss ($M) (2023 1st Half)
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Major Cyber Threats and Pitfalls



Major Cyber Threats and Pitfalls

Phishing Attack Email Scam

Insider ThreatRansomware



• most common methods to effectively 

perpetuate malicious attacks 

• constantly refining their strategies to stay up-

to-date with market trends 

• distress, confusion, panic or even excitement 

in order to entice someone to click on a 

phishing link or malicious attachment

Phishing Email
Top Subjects Globally
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Link

Phishing Hyperlink in the Email

Spoofs Domain

Appears to Come From the User's Domain

PDF Attachment

Email Contains a PDF Attachment

HTML Attachment

Email Contains an HTML Attachment

Branded

Phishing Test Link Has User's Organizational Logo and Name

Top Five Attack Vector Types



Ethical Phishing Email Campaign 2023

61.6%

Organization

Had at least one 
employee clicked into 

embedded phishing links

Individual Staff

Clicked into embedded 
phishing links

15.9%



Ethical Phishing Email Campaign 2023
Click Rates of Pseudo-Phishing Emails

3.7%3.9%

7.3%
5.6% 5.6%

Video conference 
invitation

Subscription to 
AI chatbot

service

IT Department 
Password 

Verification 
Request

Email account 
authentication

Food delivery 
service survey



SMS Phishing (Smishing)

 Personalized Sender ID

 Short-living phishing URLs
 High resemblance 

2,300+ victims 

from Jan to May 2023!



Social Media Phishing



Voice Phishing (Vishing) & QR Code Phishing (Quishing) 

AI-based vishing
Theft of data / money

Malware infection



Impersonating Supplier

from finance@scamc0mpany.com

Change of new bank account

to

subject

Dear Paul,

Please be informed that our company’s bank account
has just been changed to 888-789-002-00X. Please
make your settlement of November to the captioned
account.

• Hack into the mailbox of either side
• Request to remit fund to unknown A/C

Impersonating CEO

• Hack into target company’s mailbox
• Instruct to remit fund to unknown A/C

from ceo@scamc0mpany.com

Immediate wire transfer

to

subject

Dear Mary,

Please process a wire transfer payment in the amount
of $250,000 and code to “admin expenses” by COB
today. Wiring instructions below……

Email Scam
aka Business Email Compromise



Impersonating CFO
Local Healthcare Technology Company

Chief Financial 
Officer

Vice Chief 
Financial Officer

HK$1.1M

normal capital expenditure



Ransomware

 Attack Vectors: RDP Brute force, 
Phishing or Vulnerability Exploitation 

 Encrypt some or all files, demand for 
ransom for decryption 

 Targeted Sectors: 
• Government, Banking & Finance, Supply 

Chain, Healthcare, Transport, IT Firms 

etc.



Ransomware
Extortion Tactics 

• Infect the target computer

• Data in the computer 
cannot be read 

• Theft of sensitive 
information

• Online disclosure of stolen 
documents

•Theft of sensitive 
information from the 
target company & trade 
secrets from dealings with 
customers or business 
partners

•Threatening the target 
company and its customers 
or business partners

• Distributed denial of 
service attack after triple 
ransom

• Paralyzes massive network 
traffic and steals sensitive 
data

• Force the target company 
to pay a ransom

Double Extortion Triple Extortion Quadruple Extortion



Leaked Sites on Dark Web



Ransomware
Overseas: Israeli Hospital

 A Medical Center in Israel, was 
victimized in August 2023

 Disabled the hospital's computer 
systems in record keeping, 
resulting the hospital unable to 
accept new patients

 Threat actor took 1TB of data and 
later leaked personal information, 
internal email, finances, medical 
cards



Ransomware
Local: Healthcare Companies

 One medical centre and one dental 
clinic were victimized in 2023

 Servers containing customers’ 
personal information and medical 
records were encrypted

 Threat actors demanded for 
ransom discussion 



Ransomware

What should I do if get infected?

Disconnect the infected computer from 
the network

Turn off the power to the computer

Write down the programs and files that 
were run, emails opened and websites 
visited before the infection

Restore the computer from the backup

Do not pay the ransom

Security Tips

Implement latest patch

Update anti-malware software

Scan device regularly

Backup regularly

Clip open suspicious email / link

Visit suspicious website



Insider Threat
Warning Signs

 Erratic access

 Sudden increase in privileged account use

 Excessive access

 High number of privileged accounts accessed in a 

burst of time

 No need-to-know

 Off-peak access

 Accounts only accessed at unusual times of day



- Identify vital security vulnerabilities
- Identify high-value and critical assets

Protect critical infrastructure and services
- Securing business-critical systems
- Protecting endpoints and gateways
- Protecting mobile workforce and

customers

Implement a detection system 
for identifying attacks and 
assessing affected systems

Implement a plan to restore any data or services 
affected by an attack

Implement a plan to restore any data 
or services affected by an attack

Source: NIST: Cybersecurity Framework Overview

Building Up

Cyber Resiliency



Building Up Cyber Resiliency
Strategic Mindset 

Source: NIST: Cybersecurity Framework Overview

 Keep a disaster recovery plan ready

 Implement zero trust architecture  

 Choose vendors wisely and monitor routinely

 Limit access to sensitive files and assets

 Educate staff, vendors, and partners



One-Stop Cyber Information Platform

Source: NIST: Cybersecurity Framework Overview

CyberDefender.hk



Scameter | Scameter+
防騙視伏器｜防騙視伏App



 Facilitates KYC / CDD check

 Bank account

 Phone number

 Email address

 FPS proxy

 URL

 Crypto address

Scameter | Scameter+
防騙視伏器｜防騙視伏App
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Suspicious Email Detection System

V@nguard



Cyber Security Awareness Initiatives



Scameter+CyberDefender.hk


