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Technology Crime Trend in Hong Kong
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Technology Crime Trend in Hong Kong
In Terms of Case (2023 1% Half)

Phishing Scam
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‘Most Prevalent Technology Crime VA
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Major Cyber Threats and Pitfalls



‘Maijor Cyb‘er,;rhreats and Pitfalls
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Phishing Email
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Top Five Attack Vector Types

Link
Phishing Hyperlink in the Email

Spoofs Domain
Appears to Come From the User's Domain

PDF Attachment
Email Contains a PDF Attachment

B 6

HTML Attachment ;
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HTML
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_Ethical' Phishing Email Campaign 2023
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‘Ethical Phishing Email Campaign 2023
Click Rates of Pseudo-Phishing Emails

/.570
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SMS Phishing (Smishing)
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Social Media Phishing
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Voice Phishing (Vishing) & QR Code Phishing (Quishing)




Email Scam
aka Business Email Compromise

' Impérsonatin‘g Supplier

finance@scamcOmpany.com
subject Change of new bank account

Dear Paul,

Please be informed that our company’s bank account
has just been changed to 888-789-002-00X. Please
make your settlement of November to the captioned

account.

e Hack into 'he. mailbox of either side
* Request to remit fund to unknown A/C

Impersonating CEO

ceo@sca mcOmpany.com \
subject Immediate wire transfer

Dear Mary,

Please process a wire transfer payment in the amount
of $250,000 and code to “admin expenses” by COB
today. Wiring instructions below

Hack into target company’s mailbox
Instruct to remit fund to unknown A/C



Impersonating CFO
Local Healthcare Technology Company




Ra nSOmware

Your documents, photos, To decrypt your files you need to You can do it right now. Follow the

databases and other important files buy our special software - u4a88- instructions below. But remember
encrypted Decryptor that you do not have much time

u4a88 - Decryptor price
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Ransomware
Extortion Tactics

* Infect the target computer

* Data in the computer
cannot be read

 Theft of sensitive
information

 Online disclosure of stolen
documents

* Theft of sensitive
information from the
target company & trade
secrets from dealings with
customers or business
partners

*Threatening the target
company and its customers
or business partners

Quadruple Extortion

e Distributed denial of
service attack after triple
ransom

e Paralyzes massive network
traffic and steals sensitive
data

* Force the target company
to pay a ransom




Leaked Sites on Dark Web

<Back to all Posts

94

is a technology park located in Hong Kong, aimed at fostering the development of the region's digital industry. Established in 1999 by the
Hong Kong government, provides a vibrant ecosystem for technology startups, entrepreneurs, and established companies. It offers state-
of-the-art facilities, infrastructure, and a supportive environment for innovation and business growth.
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& Download data
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86.30GB
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FILES
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co.com

Company Limited is one of the world's leading independent aircraft engineering and maintenance groups

with its head office located at Hong Kong International Airport. Established in 1950, the

employing around 15,000 staff in Hong Kong, Chinese Mainland, Europe and the United States.

ALL AVAILABLE DATA PUBLISHED !

Group comprises 16 operating companies



‘Ransomware
Overseas: Israeli’

ospital




Ransomware
Local: Healthcare Companies

YOUR FILES

ARE ENCRYPTED
BY LOCKBIT

{% What happpend?

= LockBit Black

| All your important files are stolen and encrypted!
You must find xEC9do6g6.README.txt file
and follow the instruction!

One medical centre and one dental
clinic were victimized in 2023

Servers containing customers’
personal information and medical
records were encrypted

Threat actors demanded for
ransom discussion



Ransomware

= Disconnect the infected computer from
the network

g Turn off the power to the computer

@ Write down the programs and files that
were run, emails opened and websites

visited before the infection

L. Restore the computer from the backup

pay Do not pay the ransom

\‘H‘:’

Backup regularly

Implement latest patch

Update anti-malware software

Scan device regularly

Q) Clip open suspicious email / link

O visit suspicious website




Insider Threat
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‘Warning Signs

Insider
Threat
Report

Executive
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Building Up
Cyber Resiliency

PROTECT
Protect critical infrastructure and services
- Securing business-critical systems
- Protecting endpoints and gateways
- Protecting mobile workforce and
customers

- Identify vital security vulnerabilities
- Identify high-value and critical assets

NIST

FRAMEWORK
DETECT

RECOVER Implement a detection system
for identifying attacks and

Implement a plan to restore any data
assessing affected systems

or services affected by an attack

Implement a plan to restore any data or services
affected by an attack

Source: NIST: Cybersecurity Framework Overview




| Builcli_ng Up Cyber Resiliency
Strategic Mindset

Source: NIST: Cybersecurity Framework Overview



T One-Stop Cyber Information Platform
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Scameter | Scameter+
FrERIRIRES [ BrBRAR(RApp
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@Scameter | Scameter+
PrBRiRRE2 [ PhBRiR{RApp

B Facilitates KYC / CDD check

Bank account
Phone number
Email address
FPS proxy

URL

Crypto address

NN XXX X




v@nguard

Suspicious Email Detection System

@.

[/\ /\ FROM NEW SENDER /\ /\] Payment Details &
SE4E
K

HE  2023-10-02 12:01
O

ALERT !

The Email domain is first seen.
Beware of any hyperiink, attachment and
BANK ACCOUNT information uniess you ensure
the authenticity of the sender.
E%‘ I
BEERSKEREEL, BIECREEERE,

GRS ETRNEREES, HEERITIRFEH.
WEEER, BERRHASRIER.

Identlfy Suspicious Emalls




Cyber Security Awareness Initiatives
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