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Agenda

• Existing landscape

• Cyber attack like cancer

• Healthcare attacks and success case

• Challenges and difficulties

• People: Phishing, User & IT staff

• Technology: Vendor, Upgrades, New tech

• Resources: Ever growing needs, Money

• Road ahead

• Back to basic

• Management awareness

• External engagement & sharing





Key messages

• Caner = Cyber attack

• Young lady = New developed system

• Old lady = Well developed system

• Married lady = Have install basic 
protection





https://www.aljazeera.com/economy/2022/12/7/cyberattack-on-top-
indian-hospital-highlights-security-risk

https://www.npr.org/sections/health-shots/2023/05/08/1172569347/cyberattacks-on-health-care-are-
increasing-inside-one-hospitals-fight-to-recover

https://www.aljazeera.com/economy/2022/12/7/cyberattack-on-top-indian-hospital-highlights-security-risk
https://www.aljazeera.com/economy/2022/12/7/cyberattack-on-top-indian-hospital-highlights-security-risk
https://www.npr.org/sections/health-shots/2023/05/08/1172569347/cyberattacks-on-health-care-are-increasing-inside-one-hospitals-fight-to-recover
https://www.npr.org/sections/health-shots/2023/05/08/1172569347/cyberattacks-on-health-care-are-increasing-inside-one-hospitals-fight-to-recover


https://www.upguard.com/blog/biggest-data-breaches-in-healthcare

https://www.upguard.com/blog/biggest-data-breaches-in-healthcare


Top 5 Biggest Data Breaches in Healthcare 
Ranked by Impact

Name Date Impact How What Lessons Learned

Tricare Data Breach Sep 2011 5 million Stolen encrypted 
backup tapes

• Social Security No
• Name
• Address
• Phone #
• Health data etc.

Encryption method 
aligned with federal 
standard

Community Health 
Systems Data Breach

April-June 
2014

4.5 
million

Software 
vulnerability

• Names
• Birth dates
• Social Security numbers
• Phone numbers
• Addresses

Patch vulnerabilities

UCLA Health Data 
Breach

July 2015 4.5 
million

Wasn’t aware of 
attack which was 
more than 6 
months

• Names
• Dates of birth
• Social security numbers
• Medicaid
• Health plan 

identification numbers
• Some medical data

Investigation whenever 
suspicious activity



Top 5 Biggest Data Breaches in Healthcare 
Ranked by Impact

Name Date Impact How What Lessons Learned

Advocate Health Care 
Data Breach

August 
2013

4.03 
million

Stolen PC with 
unencrypted 
medical 
information

• Demographics
• Credit card numbers 

with expiration dates
• Clinical information
• Health insurance 

information

Encrypt data at rest

Medical Informatics 
Engineering Data 
Breach

July 2015 3.9 
million

Compromised 
username and 
password and 
undetected for 19 
days.

• Demographics
• Usernames, hashed 

passwords, security 
questions and answers

• Clinical information

Dark web monitoring 
solution



source:
https://mandiant.widen.net/s/dlzgn6w26n/m-trends-
2023

Industry Targeting 

1) Government
2) Business & Professional
3) Financial
4) High tech and
5) Healthcare industries
are favoured by adversaries.

These industries remain attractive 
targets for both financially and 
espionage motivated actors.

Health data US$350 
VS

Credit card US$1
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Cyber Security war in Healthcare is like
David vs Goliath



Infected is 
so easy



To err is human

Both users & IT



Medical vendors using old Windows OS



Never ending 
patching work

Ever rising new 
attacks



Ever revolving technologies



Risk is escalating: Users want more and more 
features



Money perspectives 
• Need money for

1) Hardware & Software

2) IT resource ie head count

3) Salary increment

• We vs Boss = IT vs Management (non IT)

• Cost centre vs Revenue generation
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Back to 
basics



Phishing

Source: HKCERT.org



2 Factor Authentication

Microsoft 
Authenticator

Google 
Authenticator





Get management 
awareness

• Educate management

• Share latest news with management & IT

• Share peer’s experience and update

• Budget Cybersecurity tools, service and staff

• Table-top exercise

• Playbook



Educate 
management: 
Not just scare 
them





Leverage external resources









Experience sharing 

• Join EHRSS Taskforce or Working 
Groups

• Join CyberSecurity Interest Group

• Join CyberSecurity events like phishing

• Gather latest CyberSecurity 
information trustworthy sources 





Happy 
Ending
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