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What we saw in 2024

Cybercrime to cost the world $10.5 Trillion annually by 2025

Average cost of a data breach in healthcare sector is US$10m

Hong Kong is an attractive cyberattack target

Ransomware attacks target all companies from enterprise 1o SME

Insecure remote access and uninformed end users are still root cause
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Cybercrime to cost the world $10.5 Trillion annually by 2025

Growth of Cybercrime Costs
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Cybercrime is the Third Largest Economy just after USA and China

UNITED STATES
$27.9 trillion S28T

5247
Largest
Economies CHINA
by GDP $17.7 trillion
e M e P e L e s --  S16T
S12T
CYBER CRIME
$9.5 trillion
S8T
S4T

Source: IMF, Bloomberg, Cybersecurity Ventures
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Average Cost of a Data Breach of Healthcare Sector is USS10m

Average cost of a data breach by industry
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Hong Kong is an Attractive Cyberattack Target

BENE | EESHESIEPOFRRERENR  BIFTER
ARERES

0000

—lll F e ———

Union
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Hong Kong Laureate Forum hit by ransomware attack
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And the consequences are significant for both companies and their customers
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Get the Basic Right to Avoid Being Low Hanging Fruit
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Enable 2-Factor Authentication
... and never disclose your OTP to anyonel!

- 3 Oomm YT .

< Two-step verification

For added security, enable two-step
verification, which will require a passcode
when registering your phone number with

WhatsApp again.
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WhatsApp >

Text Message
Today 18:45

Your WhatsApp code:
591-059

You can also tap on this
link to verify your phone:
v.whatsapp.com/591059

Don't share this code with
others

OTP is One Time Passcode

Google

Are you trying to sign in?

£

Chromebook @ St. Louis, Missouri

No, it's not me Yes
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Scams are Anywhere so Need to be Always Vigilant!

At 58 1% Z IRER

Cybersecurity Express
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WhatsApp Account being stolen?
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Cybersecurity Express

WhatsApp SR=E1IE!

WhatsApp scams surge!
EA#HWhatsApp A MABUEERERE, ARBENMREIERERATE.

Recently, there has been a growing severity of network attacks targeting WhatsApp sccounts.
Everyone should be cautious and aware of the common 1actics used by scammers.

FHEENRMRT

Unknown origin video calls

BEWE, FrRWH

Strange number, non-local call

ad; AAmMNREne

“randomly sent” messages

ERER, EEEARN,
SEMBFERMR
Requesting money transfers,
personal infarmation, or
sharing a 6-diga registration
code

HBAOMIIBAREN
Using a famifiar 1one to lure for
respond
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g Refrain from access whatsapp wabsite,
Q' l!ﬂ!lﬂﬂmﬁ especially via resuits of search engines as
4 Enable two-factor authentication many links are fake
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Check the linked devices of Whatsapp
account regularly
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Scams are Anywhere so Need to be Always Vigilant!
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Cybersecurity Express Nov

AfBAndroid 1 B9 B App R i 878 ,
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Toxic apps that invade Android phones are continuously
mutating, with scammers even setting up social media
pages to lure citizens!

Fapp T ERIGFHIRIFHER, YREERENR
H, SRBATAANRTENRB. BHEREMPIN
B, BREHREANEROSEFR.

Toxic apps will request permission to access the phone's
operating system and have their fake login pages. They
deceive customers into entering their banking login
name, password, and financial PIN code. The scammers
then log into their accounts and transfer the deposits.
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ERENDET “§safety Tips
EitESRETATMApp A AHAPPERASEDE
Download mobile apps from official

channels only Do not grant apps unreasonable
permissions

MERRET SEEAE, &
IERTRRESE TR AESRETEEES

w pp - i If you suspect that you have installed
Do not click onllunks of unknown origin to malicious code, restore your phone to its
download mobile apps factory settings

i&rq FENICHESEAN? HRHRIT Call CentreFInformation Security Office

Need help or more information? Reach out to IT Call Centre or Information Security Office
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Cybersecurity Tips for Safe Digital Life + Good Work
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Cybersecurity Express

A\ 128 HERE R
Beware of QR Code Fraud

—HETESFERE LA BRI RE B2 BB, B
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QR code fraud is on the rise!! Fake QR codes are being distributed
through email, SMS, flyers, and other means to trick recipients into
scanning and opening the link to the phishing site. We should use them
with caution and be aware of the security risks involved.

{EAHQR code
HER=E/NREL

sin R -
Us g QR code Stay alert and do not scan any codes from unknown sources.

Safety Tips of REZE, FTERE—LREFRBPHQR code,

LAQR codei{THEZ {371, ®MIMDEBRIZEH.

Verify the information carefully before making any payment with QR code.

When accessing a website through a QR code, you should be extra careful
when asked to input personal login credentials or information.
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&‘! TERTHBEZAMN? HEVERIT Call CentreziInformation Security Office

Need help or more information? Reach out to IT Call Centre or Information Security Office
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Cybersecurity Tips for Safe Digital Life + Good Work
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Deep fake video call

» The first deepfake video conference scam in HK in Jan 2024
» Fraudster impersonated the victim's boss and swindled HK$200 million

» An employee of a multinational company was asked to join a video call
from the scammer, who claimed to be the CFO of the London head office
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EVERYONE CAN BECOME A EVERYONE CAN BECOME A
PARTNER! THE LAW WAS SIGNED PARTNER! THE LAW WAS SIGNED

N
"A >
G 4

S, START INVESTING WITH JUST START INVESTING WITH JUST
= AND WITHDRAW EVERY WEEK! AND WITHDRAW EVERY WEEK!
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90% of all Cyber Attacks Begin with a Phishing Email
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Tips to spot Phishing Email A&V 8 IS

Greed K Urgency

b 83 BB 57 = 2R
Curiosity = Fear
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Practice Makes Perfect!
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Mock Phishing Exercise #8& YR ER{F 1515

Objective

» Part of overall Cybersecurity Awareness Programme

» Provide a safe and real-life setting for users to experience phishing email
» Create staff awareness on risk of phishing email and best practices

Summary of the Exercise

» Target for staff who have Internet email address

» Leverage a professional phishing campaign platform for the exercise

» Ran for few days for each hospital or healthcare services provider

» Need supports and coordination efforts from management and IT dept
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Scenario - “Apple BT K% Offers for Apple Gift Cards!”

SInCES

A LAFI{FEEE iPhone 15 3Lttt Apple FEf !

Apple Event 2023 I8 - R EIRET FHIE © FPER A D B SEIEACAIRSE AR HKD 5,000 Apple foihF

RUZIEINEE ST - UL AR 2023 8 10 H 31 H § BEEEFTLIEHER R
Dear Colleagues,
Apple Event 2023 has just passed, do you want to change to a new iPhone? We are now

quota (HKD 5,000 for each of the first 500 successfully registered staff) for you to buy th
products!

Please click HERE for registration immediately (deadline: 31 OCT 2023). Winners would

Best Regards,

General Affairs 5155

Register below to get Apple gift cards:
S TEREHEESAppltamT+:
Last Name $FC

Email Address SSHEfitHE

Ext. No B aNER

Submit 1232

NiITaHI Cheemaiens

MEAREht - SR
Cybersecurity Tips - Phishing

HENSEERENE ERGRENETENEESSELRES M ENF - et aEA
ERggEEang TEEINMAENSRE -

Phishing is a cyber-attack that uses disguised email to trick victims to click a link or download an
attachment, which would get them to handover sensitive information or download malware into
their devices.

#4812 FII0A 5% Four Phishing Technigues

-

SFEID 5
Curiosity i
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HEMNEEIRSHMAFREES
Real-life Phishing Email Example and Red Flags
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Collaboration with Your Trusted Pariners

Health Bureau

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

Digital Policy Office
The Government of the Hong Kong Special Administrative Region
of the People's Republic of China

L VL

HOSPITAL

AUTHORITY ecHealth

BEEBE
HETERHNRERRAER FHMAESALAEEREAE
Hong Kong Police Force Office of the Privacy Commissioner

Cyber Security and Technology Crime Bureau for Personal Data, Hon g Kong
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