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Global Ransomware Attacks per

Statistics on Cyberattacks - Industry

Healthcare

Healthcare has a high attack ratio, with 1 out of 27
organizations attacked. The 16% increase in attacks year-

Average Weekly Attacks over-year highlights growing risk.
The Healthcare sector followed closely behind, with an
average of 1744 attacks per week, reflecting a significant Industry A‘t)t?::::alt!i:t';o YoY Change
YoY increase of 30%.
Consultant 1 out of 38 128%
Average Weekly Attacks Insurance/Legal 1 out of 47 71%
Utilities 1 out of 37 60%
IsP/MSP [+0.2%] | Transportation 1 out of 49 43%
Leisure/Hospitality 1 out of 55 41%
communication [+19%] || EKGTNN Finance/Banking 1 out of 31 33%
Communications 1 out of 37 24%
Healthcare [+30%] | Healthcare 1 out of 27 16%
SI/VAR/Distributor 1 out of 41 15%
Government/Military (+o%] - | Software vendor 1 out of 65 13%
Education/Research [6%] N Hardware vendor 1 out of 73 7%
ISP/MSP 1 out of 36 2%
0 500 1000 1500 2000 2500 Education/Research 1 out of 31 -2%
Government/Military 1 out of 25 -4%
https://blog.checkpoint.com/security/average-weekly-global-cyberattacks-peak-with-the-highest-number-in-2-years- Retail/Wholesale 1 out of 60 -11%

marking-an-8-growth-year-over-year-according-to-check-point-research/
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Why Healthcare?

Medical Data Is Valuable
Healthcare organizations store

The medical records of patients
can sell for as much as

$1,000 on the dark web.

valuable personal information,
including medical histories, and
insurance details, making them
attractive to hackers.

o

The black market value of

Medical records are valuable

medical records stands at because they contain lots of

$250 (on average). sensitive data, which cannot

be changed easily by victims.

https://www.safetydetectives.com/blog/healthcare-cybersecurity-statistics/



Why Healthcare?

average ransom payment

US$197K by healthcare, lowest

across sectors

Paying the ransom
Nearly half (47%) said their organizations

experienced a ransomware attack in the past
two years

33%

increase in healthcare ransom
payment over previous year

In a 2022 Sophos survey of healthcare IT
professionals, a solid majority (61%)
acknowledged that their organizations paid a
ransom, well above the average of all
industries (46%)

60%

ransom amounts in healthcare
less than USS50,000

https://www.chiefhealthcareexecutive.com/view/paying-the-ransom-hospitals-face-hard-decisions-in-cyberattacks-special-report
https://assets.sophos.com/X24WTUEQ/at/4wxp262kpf84t3bxf32wrctm/sophos-state-of-ransomware-healthcare-2022-wp.pdf



Why Healthcare?

@

COVID-19 App

COVID-19 apps were highly vulnerable due
to rushed and subpar development

Significant majority of these apps exhibited
major security flaws,

= Pfizer Breach

High-Profile COVID-19 Data Leaks

» Hackers breached the European Medicines Agency and stole
data related to Pfizer's COVID-19 vaccine candidate

=1 \Vales Patient Data Breach

* Public Health Wales accidentally posted COVID-19 patient
data for 18,000 residents on a public-facing database for 20
hours

== Brazil COVID-19 Data Breach

* A Brazilian hospital employee inadvertently exposed sensitive
data of 16 million COVID-19 patients, including the President
of Brazil

mm Germany’s COVID-19 Tracking App

» A remote code execution vulnerability was discovered and
swiftly addressed in Germany’s COVID-19 tracking app
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Weakest Link In Cybersecurity



03

People

01 02

Technology Process

|t follows programmed * Processes are a series of * People make
instructions and steps designed for independent decisions,
provides repeatable consistent outcomes. sometimes irrationally
outputs. .\ Bl [DioeessEs can e and unpredictability.

« Security vulnerabilities reviewed and fixed with * Errors are common and
can exist, but these can clear solutions. unpredictable, despite
be fixed with updates. awareness training.

“Humans Are the Weakest Link in Cybersecurity”

https://www.alertlogic.com/blog/why-humans-weakest-link-cybersecurity/ 9



Incidents in Hong Kong

Incidents reported to Hong Kong Computer Emergency Response Team Coordination Center(&ZFEEH&{w
ZEE R0 since 2018

- [ — ] ] ! 4
R - B~

»
26,317+ 24016+ | 5,574+ 222+ 122+ 4,314+
Botnet Phishing Malware Web Distributed Denial-of- Others
Defacement/Intrusion service

Botnet and Phishing are TOP 2 types of incident

https://www.hkcert.org/statistic (on Oct 2024) 10



Incidents in Hong Kong

Phishing Botnet

Mo. of incidents MNo. of incidents
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Significant increase of Phishing incident since 2023 Steady / drop of Botnet since 2023

https://www.hkcert.org/statistic (on Oct 2024) 11



Live Demo
Took Al less than 5s to draft legitimate phishing email ()
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Cyberattack
Pl'evention Proper Identlfy

Device Risks
Security ’/@ Entry Q




“ Humans are the
weakness link.

2

People are our first
line of defence.




How Can We Equip the

)




Training + Awareness Program

Training Awareness Program

« Educate employees on
recognizing phishing and social
engineering attacks.

« Promote a security-first mindset
across the organization.

* Provide regular training

* Provide Up-to-date material
« Apply to their real lives

« Offer hands-on capabillities

https://www.alertlogic.com/blog/why-humans-weakest-link-cybersecurity/

16



Training + Awareness Program

Annual recertify on
learning materials

Posting security related
topics in communication
portal

Internal learning platform courses

Phishing exercise

Security Superhero program

17



Annual recertify

< Back Home > My Courses and Learning Plans

My Courses and Learning Plans
All the courses and learning plans in which you're enrolled, including all of your courses in progress and already completed.

= FILTERS | information X Q

5 Items

Completed Completed

Keeping Information Safe Personal Data Retention Information Matters (HKHI) Information Security

Expiration: 10/9/2024 Awareness for Privileged
Users

EN | 20m 00s EN | 15m 00s EN | 15m 00s EN | 15m 00s

[z] E-learning : (] E-learning : [z] E-learning : [z] E-learning :

NEWEST TO OLDEST (ENROLMENT) ~

Completed

Payment Card Industry DSS
Awareness (HK)

EN | 20m 00s * 5.0

) E-learning :

18



Conduct simulation exercise regularly with different

themes

]
PRI Impersonatin
appear suspicious or

unfamiliar?

©® | © Reply | % ReplyAl | —> Forward |

A document requires your signature| <documents@docsign-online.net> I
To @LEUNG, Joyce

Wed 8/21/2024 11:53 AM

1. Treat all emails
from outside of
Bupa with extra
care

Adobe Sign

Hi joyce.leung@bupa.com.hk h,“m/ / l‘ig'"')ygg L’“'I',/L_)‘fpd/
Fiona Harris requests your signature onfa d f2d287031433a6a871=58
Click or tap to follow link.

Review and sign

3. Hover over URLs to
check the destination
before clicking.

Dear all,
Please review and sign the attached docment at your earliest convenience.

Thank you,

FIONA HARRIS - MANAGING DIRECTOR
fiona.harris@bupa.com.hk

1. Treat all emails
from outside of
Bupa with extra
care

Breakfast is on us!

B it e TR P
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Quishing

(f

Report
Phish

PhishAlarm

19



Provide focus training & mandatory assessment

Quality £
HealthCare E_

Phishing Awareness In-depth
Training :
Assessment — for course completion

(By InfoSec)

IMPORTANT

» For course completion, please submit your answers (Q1 — Q10)
through the online assessment within 3 days after the training

» 100% passing score is required for training completion
» If you got score below 100%, re-do the assessment is required

PASSED m
=77 Assessment




Importance of Reporting Phishing

01 02 03

Prevent future Avoid Show your
exposure Incidents security

awareness
through the one- notify other
click action colleagues of no two attacks
the threat (if are the same
ﬁ%"‘) it's a real
attack)
Report

Phish

[ad

Phishalarm

21



Clear Policies and Guidelines

 Establish and communicate clear
cybersecurity policies

* Ensure easy access to these guidelines
for all employees

How it helps our People

« Awareness:

People will be aware of best practices for protecting their
information, such as using strong passwords or recognizing
suspicious emails. This lack of knowledge can result in
unintentional security breaches.

« Emotional and Psychological Stress:

Experiencing a cyberattack or data breach can lead to
significant stress and anxiety for individuals. The fear of
identity theft or financial loss can have lasting emotional
effects.

A clear policy can help people on handling the cyberattack




Encourage a Culture of How it helps our People
Reporting
* Increase Trust

- Create a non-punitive environment for * Enhance Collaboration

reporting suspicious activities - Detection Threats in Early Stage

« Reward proactive behavior in identifying
potential threats

Q0

Zoom Reply with
Reporting Suspicious Scheduling Pall
Activities Zoom Find Time
Oct 14, 2024 f financial serv... {F Summarize
P oo ot s y | € RepiyAnl | = Forward | | | |+ |

help us ensure safety and security.

Tue 15/10/2024 10:04 am

v



Provide Tools and Penetration Testing
Resource

IDS / IPS Tools

Provide the right tools - Don’'t overlook the Data Loss Prevention

critical need to enhance cybersecurity
awareness training with practical tools

Email Security Tools Endpoint Detection

= —— L ish Repo o o
gzeek@ ¥ it e Privileged Access Management
@), OpenVAS  WIRESHARK graylog 0y

SURICATA
~
] / i Vulnerability Assessment

Py B ailg Network Detection Tools

Threat Sharing ' S

Security information and event management

24

https:/mmww.linkedin.com/pulse/few-our-cybersecurity-tools-saheed-oyedele-c7tce/



Sensitivity Label

Documents/Emails can be applied the
“sensitivity label” to classify the data
sensitivity level.

* Public = Public Disclosure

« General — Business related and widely
shared within organization

« Confidential — Data required protection
(e.g. Medical History)

All saved documents and emails MUST be
defined with sensitivity label.

Policies can be applied to restrict the sharing
on documents / emails.

https://support.microsoft.com/en-us/office/apply-sensitivity-labels-to-your-files-and-email-2f96e7cd-d5a4-403b-8bd7-

4cc636bae0f9

S| OO
& | B
Sensitivity|  Add-ins Editor

L

. Mon-Business X . General = Saved v

Confidential

Highly Confidential

@ Learn Maore

ant for publc
consumption. This can be shared with internal employees,
business guests and external partners as needed,

Learn more

@ Version History




Sensitivity Label

1 2 “ 3rd Q Sales campaigns.docx . General » Saved

Define Apply —

Sensitivity [ 3rd O Sales campaigns

SenS|t|V|ty [. General | |Labels to Location o
Lab el S. W Non-Business > DOC um ents | OneDrive - Contoso -

. Public Sensitivity

GFeneral [ @ General v|

. . 5 Business data which is NOT meant for public
Confidential consumption. This can be shared with internal employees,
Highly Confidential 3 business guests and external partners as needed.

s 7¢

Learn more

@ Learn Mare

® Version History

Permission

. Restrict permission to this document

Specify users by email address or domain (Ex 'someone@example.com’ or
‘@example.com’) separated by semicolons or click the Read or Change
buttons to select from the address book.

|13 Read... @tailwindtoys.com Rq

Can read this document, but can't change,
print ar copy content,

AdeleV@contoso.com

Can read, change, and copy content from
this document, but can't print it.

Mare Options..

https://support.microsoft.com/en-us/office/apply-sensitivity-labels-to-your-files-and-email-2f96e7cd-d5a4-403b-8bd 7-4cc636bae0f9 26



DLP Tools Comparison

DLP or Data Loss Prevention is a Firewall DLP
cybersecurity solution that detects and Network Protection Data Protection
prevents data breaches.
It can be applied to various platforms and . ' :
applicationps? including: " ]Ict won sgqp e It will stop you from
rom. Sending ar\ sending sensitive
- Web Browser email to your client. information, like
- Email Client It focuses on confidential
. . keeping harmful documents, to your

- Endpoint Device : SR

P traffic out of your client if it's not
- File Sharing Service network. allowed.

DLP ensures
important data stays
secure.

https://www.fortinet.com/resources/cyberglossary/dlp DD MM YYYY




DLP Tools - Web Browser DLP Tools - File Sharing

G| Check Point

BCF TR TCHNOL 0

Page Blockea

% Data Loss Prevention

The site you are trying 10 access: G bittorrent.com

(fttpsiwww, bittorrent.comy] is classified as P2P File Sharing and has the This action is blocked
potential to be malicious or infected, . Niq

uld not copy

According to Check Point security policy this site is prohibited.

Click here to report wrong category

Reference; T1BCO48E

Dismiss

https://www.checkpoint.com/quantum/data-loss-prevention/
https://learn.microsoft.com/en-us/purview/endpoint-dip-using?tabs=purview




DLP Tools — Email Client

By integrating the DLP policies and email
server moderated setting, emails with
sensitive information MUST be required
manager approval before sending out.

Email content
with HKID Approver Recipients

—_l—r .J—_l—- ..
= X — on
m 0_Y 3

Approved

4 A I 1
I 1 [ |
11 [
| bt====- e
[ — Rejected 1
| |
: Rejection notice :
| |
| |
| |
L

Ignored or deleted

------- -
=g

Expiration notice

https://learn.microsoft.com/en-us/purview/dlp-exchange-conditions-and-actions#attachments

https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/moderated-recipients-exo/moderated-recipients-¢

B9 SEND ¥ DISCARD [ INSERT & APPS

® Messages sent to All Employees are moderated. They may be rejected or delayed. Remove

recipient

® This message will be sent to 26 recipients. Show details

To: 0 All Employees

Ce:

Subject: Company meeting

Microsoft Exchange on behalf of Allie Bellew
Tue 9/9/2014 9:57 AM

+ APPROVE ¥ REJECT

To: M Rob Young; [ Bonnie Kearney;

® Please respond.

@ 1 attachment

Company meeting
6 KB

Your decision is requested.
Allie Bellew has asked you to approve the attached message for delivery to:
All Employees

A preview of the message is below. To view the complete message, open the attachment.




People are our first

line of defence. ®
¥ g? 3

e

People are our
BEST line of
defence.

' EVERYONE
MATTERS !
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Thank you

Eric Cheng
Quality HealthCare Medical Services Limited
21-10-2024
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