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The Cyber Landscape in 2025



What we saw in 2025
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Cybercrime to cost the world $12.2 Trillion annually by 2031

Average cost of a data breach in healthcare sector is US$7.5m

Hong Kong is an attractive cyberattack target

Ransomware attacks target all companies from enterprise to SME 

Insecure remote access and uninformed end users are still root cause



Cybercrime to cost the world $12.2 Trillion annually by 2031

4
Source: Cybersecurity Ventures



Cybercrime is the Third Largest Economy just after USA and China
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$30 trillion

$9.5 trillion

CHINA
$19.2 trillion
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Source: IBM Cost of Data Breach Report 2025

Average Cost of a Data Breach of Healthcare Sector is the Highest 
among all industry for 12th Consecutive Years of US$7.5m
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Hong Kong is an Attractive Cyberattack Target
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►Apr-24 ►May-24 ►Jun-24 ►Jul-24 ►Sep-24 ►Feb-25 ►Jul-25

 Union Hospital  EMDS  School of Continuing 
and Professional Studies 
(CUSCS), The Chinese 
University of Hong Kong

 The Hong Kong Institute 
of Architects

 Hong Kong 
Programming Society

 InvestHK HK Post

 ARUP  Oxfam Hong Kong LVHK

 Hong Chi Association Cathay Pacific Airways 
Asia Miles

 Hong Kong's Fire 
Department

 Urban Renewal Authority



HK Cybersecurity Situation
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$25.5M
Total losses

$38.8M
Highest ransom demand

$4.6M
Losses due to DDoS

25M

280K

440K

Cyber threat intelligence (TI) processed

TI targeting Hong Kong

Phishing-related

2024

65%
Hacking 
activities 
increased

Source : HKPFCSTCB Cybersecurity Report 2024

https://www.police.gov.hk/info/doc/cstcb/cstcb_csr_2024.pdf?fbclid=IwZXh0bgNhZW0CMTAAYnJpZBExbTJKZzl1UTBlS0U0ZG40VwEe-DjOQhP8MsmJfR7BxbV_DbcKlm7ojquF1CIrLdCsNihWHraHKODoe0jQWiY_aem_MbgJPtyPmg5dzc3CwmSohQ
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醫療服務行業的網絡安全威脅與挑戰

▶高價值醫療數據成為網絡罪犯目標
▶臨床系統變得重要，成為勒索軟件攻擊對象

▶對醫療設備和老舊系統的控制不足
▶新興技術帶來新的風險

▶醫療服務員工的網絡安全能力較低
▶缺乏網絡安全人才以確保系統安全
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Why Cybersecurity Awareness Is Important?

Why It Matters to You Personally?
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Work 
Disruption

Impact on 
NetworkData Loss

Impact on 
Patient

Round-the-
Clock 

Restoration

Breaches can 
lead to 

identity theft

Potential fine

Your leaked 
information 
may lead to 

financial fraud

Vigilance in 
cybersecurity 

safeguards 
your identity 

from theft

Strong 
cybersecurity 
habits protect 

both your 
work and 
personal 

accounts and 
devices.

Delaying care 
risks patient 

lives

Working off 
hours limits 
family time
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Get the Basic Right to Avoid Being Low Hanging Fruit

Source: HKCert.org



Enable 2-Factor Authentication
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… and never disclose your OTP to anyone!

OTP is One Time Passcode



Beware fake apps and sites—stay alert and protect yourself.
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Online Job Scams Surge 92% in Hong Kong (Jan–May 2025)
▶ Scammers offer rewards for simple online tasks  

▶ Tasks escalate, victims pressured to pay fines or penalties after 'mistakes'

▶ Losses increased 89% to HK$480 million (~US$61.1 million)



90% of all Cyber Attacks Begin with a Phishing Email
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Tips to spot Phishing Email 網路釣魚全攻略
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Greed
邊有咁大隻
蛤乸隨街跳

Curiosity
開心些牙

Urgency
十萬火急
幫緊你

Fear
怯你就輸成世



Practice Makes Perfect! 
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Mock Phishing Exercise 網路釣魚郵件模擬演習
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Objective
▶ Part of overall Cybersecurity Awareness Programme
▶ Provide a safe and real-life setting for users to experience phishing email
▶ Create staff awareness on risk of phishing email and best practices

Summary of the Exercise
▶ Target for staff who have Internet email address
▶ Leverage a professional phishing campaign platform for the exercise
▶ Ran for few days for each hospital or healthcare services provider
▶ Need supports and coordination efforts from management and IT dept



Scenario – “Spam Activities Detected from your Email Account”
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Click link Submit data

Red flags inside

Only users who clicked the link 
AND submitted data would be 
regarded as “clicker”



Phishing Email with Red Flags
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Fake company

External email

Imaginary scenario

Suspicious link with urgency

Fear
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Collaboration with Your Trusted Partners



Thank you!
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