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What we saw in 2025

Cybercrime to cost the world $12.2 Trillion annually by 2031

Average cost of a data breach in healthcare sector is US$7.5m

Hong Kong is an attractive cyberattack target

Ransomware attacks target all companies from enterprise 1o SME

Insecure remote access and uninformed end users are still root cause
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Cybercrime to cost the world $12.2 Trillion annually by 2031

< H Source: Cybersecurity Ventures
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Cybercrime is the Third Largest Economy just after USA and China

UNITED STATES
S30 trillion 281

Largest
Economies CHINA - .
by GDP $19.2 trillion
CYBER CRIME -
$9.5 trillion

Source: IMF, Bloomberg, Cybersecurity Ventures
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Average Cost of a Data Breach of Healthcare Sector is the Highest

among all industry for 12t Consecutive Years of US$S7.5m
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Hong Kong is an Atiractive Cyberattiack Target

»Apr-24 »May-24 »Jun-24 »Jul-24 »Sep-24 »Feb-25 »Jul-25

® Union Hospital ® EMDS ® School of Continuing ® The Hong Kong Institute ® Hong Kong ® |nvestHK O®HK Post
and Professional Studies  of Architects Programming Society
N (CUSCS)' The Chinese S;&gmgg;ﬁggmg RS : 7000A% B . Cyber attack on Hongkong Post might expose personal
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US$10m ransom [ 8 Over 20,000 affected as CUSCS = oW

falls victim to cyber attack
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® ARUP ® Oxfam Hong Kong ®LVHK

Arup named as victim of £20m deepfake Personal data of over 470,000 Hong Kong investigates Louis Vuitton
scam people at risk after breach at data leak affecting 419,000 customers
By Dave Rogers | 20 May 2024 Oxfam
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Cyber attack believed to have originated in Hong Kong

Arup has confirmed that it was the victim of a deepfake fraud after
an employee was duped into sending HK$200m (£20m) to
criminals by an artificial intelligence-generated video call.

Hong Chi Association ®Cathay Pacific Airways

Hong Kong fire department Asia Miles
reports potential data leak,

marking third gov't data
breach in less than a week —|
The data left exposed by the breach included the surnames H o n g Kong ls Fil’e

and telephone numbers of approximately 480 people who

had reported tree collapse incidents during the Super D e p o r.l.m e n.l.

Typhoon Saola last September,

Cathay Pacific apologises to customers after 1,000 Asia
Miles accounts hacked
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2 ¢ 24 HK Cybersecurity Situation
\ 4
0 S25.5M S38.8M S4.6M

Total losses Highest ransom demand Losses due to DDoS

Cyber threat intelligence (Tl) processed o= 25M

Tl targeting Hong Kong

65%

Hacking
activities

increased o \
Phishing-related o
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https://www.police.gov.hk/info/doc/cstcb/cstcb_csr_2024.pdf?fbclid=IwZXh0bgNhZW0CMTAAYnJpZBExbTJKZzl1UTBlS0U0ZG40VwEe-DjOQhP8MsmJfR7BxbV_DbcKlm7ojquF1CIrLdCsNihWHraHKODoe0jQWiY_aem_MbgJPtyPmg5dzc3CwmSohQ
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Why Cybersecurity Awareness Is Important?

' .; 'ﬁ' X

Potential fine

Round-the-
Work Impact on Clock Impact on
Disruption Patient Restoration Data Loss Network

Strong Delaying care Working off Vigilance in Breaches can Your leaked
cybersecurity risks patient hours limits cybersecurity lead to information
habits protect lives family fime safeguards identity theft may lead o

both your your identity financial fraud
Weli gelgle from theft
personal
accounts and
devices.

Why It Matters to You Personally?




Get the Basic Right to Avoid Being Low Hanging Fruit

fBin FIEFh

EWROEHE
( -~ FEHE (W E RS

ST (R

ERNEEEABRALRE
XA E RS SR R

T2 5% N8 5 X
HIR B4 B i 23

XE FA 2= T 178 ¥l S Bl

Source: HKCert.org
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Enable 2-Factor Authentication
... and never disclose your OTP o anyone!

- i oEmyT, W 5108

<  Two-step verification

O

For added security, enable two-step
verification, which will require a passcode
when registering your phone number with

WhatsApp again.
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WhatsApp »

Text Message
Today 18:45

Your WhatsApp code:
591-059

You can also tap on this
link to verify your phone:
vwhatsapp.com/591059

Don't share this code with
others

OTP is One Time Passcode

Google

Are you trying to sign in?

£

Chromebook @ St. Louis, Missouri

No, it's not me Yes
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Beware fake apps and sites—stay alert and protect yourself.
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Online Apps Are Plentiful - Think Before You Install

PARREL RS %“;%S I=F' HY) £1RES
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- “ You can try dragging the window outside the browser boundaries...
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The real window can be moved freely; the fake window will be stuck in the browser.
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facebook A recent Android malware campaign was discovered...

!;;Cimé;!ﬁg%ﬁgﬁéf?gﬂﬁﬂf Hackers leverage Hicrosoft's .NET Multi-platform App Ul (.NET MAUI) to create fake banking and social

applications targeting Chinese-speaking users. Once installed and launched, the app may leak your
personal information, including contacts, pictures, and short messages.
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Cybersecurity Tips for Safe Digital Life + Good Work
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Online Job Scams Surge 92% in Hong Kong (Jan-May 2025)

» Scammers offer rewards for simple online tasks
» Tasks escalate, victims pressured to pay fines or penalties after ‘'mistakes’
» Losses increased 89% to HK$480 million (~US$61.1 million)
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90% of all Cyber Attacks Begin with a Phishing Email
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Tips to spot Phishing Email 4E 8V 8 2 IS

Greed R Urgency
ZERIEKXE ) TBXZ
U 8 i 137 ik = 211
Curiosity - Fear
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Practice Makes Perfect!
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Mock Phishing Exercise #3i& &9 & BB {415 15F

Objective

» Part of overall Cybersecurity Awareness Programme

» Provide a safe and real-life setting for users to experience phishing email
» Create staff awareness on risk of phishing email and best practices

Summary of the Exercise

» Target for staff who have Internet email address

» Leverage a professional phishing campaign platform for the exercise

» Ran for few days for each hospital or healthcare services provider

» Need supports and coordination efforts from management and IT dept
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Scenario - “Spam Activities Detected from your Email Account”

URGENT: Spam Activities Detected from Your Email Accownt
HEERC <abuse@hik-erc net>

INTIRNAL TRMAIL: Thiz emall criginated from outaide of HA, Do not dick any links, apen any

Click link

sttachments, of feply unless you trust the wender snd keow the corent is sale. Use the *Raport

Phishing Emall” function to report susplcous emalls.

Dwxar Liser,

We monitor email activities for enginated from Hong Kong and detected

significant volume of spam emails coming from your email account.

Please click this link within 24 hours to verify account ownerhship or your

email address will be suspended.
Thank you for your cooperation.

Hang Hang Ernall Begitration Carparation Limitad | HEERE
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Red flags inside

& HKERG

Verify your email address

Email Address

Re-enter Email Address

Submit data

MEEHREM T - BENR

Cybersecurity Tips - Phishing

BENSE-ERENE | ERAENETEHERSSEYRSES TEMA  UTEMMAREEA
ENSSTERS TRIMMANRE -

Phishing is a cyber-attack that uses disguised email to trick victims to click a link or download an
attachment, which would get them to handover sensitive information or download malware into
their devices.

FEEEIBMINAFE Four Phishing Techniques

HENRENASHATRESH
Real-life Phishing Email Example and Red Flags

Only users who clicked the link
AND submitted data would be
regarded as “clicker”



Phishing Email with Red Flags

LURGENT: Spam Activities Detected from Your Email Account

|

EXTERMAL EMAIL: This emall orginated from outside of HA. Do not dick any links, open any
attachments, or reply unless you trust the sender and know the content |5 safe. Use the "Report
Phishing Email® function to report suspicious ermails.

Dear User,

We monitor email activities for arigi].rd from Hong Kong and detected

HKERC <abuse@hk-erc_net> <« {-f % [ || e

|

significant volume of spam emails commg-from-your-emath-acooumit
¢
Please click this link within 24 hmm-LwihLaeeaum-amnemship or your

email address will be suspended. |

Thank you for your cooperation. ]

Hong Kong Ermnail Registration Corporation Limited / HEERC

@ | NjIIT&HI

Fake company

External email

Imaginary scenario

Suspicious link with urgency

Fear
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Collaboration with Your Trusted Partners

Health Bureau

The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China

Digital Policy Office
The Government of the Hong Kong Special Administrative Region
of the People's Republic of China

AL VL

HOSPITAL

AUTHORITY ecHealth

BEEHE
HEEERHERERRAEHR HEMATRALBEAE AR
Hong Kong Police Force Office of the Privacy Commissioner

Cyber Security and Technology Crime Bureau for Personal Data, Hon g Kong
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Thank you!
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