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What procedures did
my patient receive
before?

What is the next follow
up appointment of my
patient?

Any allergy history
of my patient?

What was the diagnosis
of my patient?

»



Healthcare
Referrals

*Patient can upload immunization records, medical certificates and observation data such as BP/P,
blood glucose, BMI to eHealth via eHealth App.



Protecting Security and Privacy of Personal Data in eHealth

Personal Data (Privacy) Ordinance (Cap 486) |
(PDPO) Electronic Health System Ordinance

9

Stringent Technical Requirements

Code of Practice for Using Electronic Health
Record for Healthcare (COP)

Q\ Role-based Access Control
* Obtain consent from HCR J

* Need-to-know” & “Patient-Under-Care” )
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Guiding Principles in defining RBAC Access Matrix

e Different authorised HCProfs have different levels of access to
data and functions

* Pre-defined differentiated access rights are set in accordance
with the clinical needs or functions of different HCProfs

* Access the parts of the eHR only relevant to their professional
service under the “need-to-know” principle
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1. Doctors

2. Dentists

3. Nurses (Midwives)

4. Pharmacists

5. Optometrists

6. Physiotherapist

7. Occupational therapist
8. Laboratory Technicians
9. Radiographers

10. Chinese Medicine Practitioner
11. Chiropractor

12. Dental Hygienist
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Technologist Role-based Access to ol

Electronic Health Records by Different
Healthcare Professionals

Occupational

inese Medicine

Practitioner

— 6 HCProfs Community access enabled in 3Q 2019

Access enabled in Mar 2022

Access to eHealth was enabled starting from 31 Oct 2025 .'




Way Forward after 1 Dec 2025 Cap 625 Law Amendment
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Speech Therapists

Clinical Psychologist

Educational Psychologist

Audiologists

Dietitians

Audiology Technicians

Chiropodists/Podiatrists

Dental Surgery Assistants

Dental Technicians/Dental Technologists

Dental Therapists

Dispensers

Mould Laboratory Technicians

Orthoptists

Prosthetists/Orthotists

Professionals employed under Government or HA
Bioinformatician

Genetic Counsellor

Medical Social Worker

Chinese Medicine Pharmacy dispenser/technician
Chinese Medicine Pharmacy Practitioner

—

Under DH Accredited Registers Scheme

Non-DH Accredited Registers Scheme Healthcare
Professionals

Access will continue to expand in phases

to 20 different types of HCProf




Access to the eHealth
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Login and Select Patient

Electronic Health Record Sharing System

EFRRELCHERRLS

Healthcare Services Location SBiEfRR S O
VIRTUAL UNIT A (HSL ID:7999503147)

User Name ‘

RFETE

Or you may

I o o
LJ Continue with iAM Smart B%, Loginwith eHealth Pro

More Info More Info

Important Reminder

1. All patient information is strictly confidential

. Only access patient data for providing healthc:
. All access is logged

. Do not share your account / token

m koW N

. Please change your password regularly

Personal Information Collection Statement
Privacy Policy Statement

Regular System Maintenance Schedule

Patient Selection Panel

Fill in ONE of the following items

O ID Doc Type Please Select
ID Doc No.

@ eHR No.

O Smart ID o

| Submit H Cancel

.
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[ & COVID-19 Related Records ]

Personal Folder

+ Clinical Note & Summary
Clinical Note & Summary
Referral
Birth Record A
AR
Obstetrics

Encounter / Appointment
Problem & Procedure

Problem / Diagnt -

Procedure
Investigation Re| __!
Endoscopy Record
Operation Record
Medication

Prescribing His

Dispensing His
Laboratory Record
Radiology Record
Immunisation Record
Observation Record

Blood Pressure / Pulse

Blood Glucose

Body Measurement
Public-Private Partnership

CA Breast Surgery Services

CA Colorectal Surgery Services

Cesarean Section Services
Colonoscopy Services
Cystoscopy Services
In-patient Transfer Services
0GD Services
Radiotherapy Services
Trauma Operative Services

PARTICIPANT17, BEARBER:
ID Doc No. : VERIFICATIONDATA17 @

m Local Non-Local

Help

14-Jun-2010

Click on the &% icon OR
Click on the button

Click on Quick ‘
Launch Icons

-Feb-2023 P [ Diabetes Mellitus

Workflow on Access to eHealth Viewer

TAIMAN CHAN [~ aA Logou
Data Correction JEVIS5 TR BT TS L BN (R0
Request ADR Patient Record

Allergy & Adverse Drug Reaction Details »

Allergen Allergy Information
Certain, Anaphylaxis, Asth...

je : 12 years Sex: M Details »

Details »
Description
aspirin + caffeine

10-Feb-2023 [ | Vesical pain &in HEE, HiAs R
14-Feb-2021 Delirium Seafood BE
14-Feb-2021 Septic shock -4

Pterygium =>More

ADR Causative Agent ADR Information
gentamicin Mild, Abdominal pain, Anki...
regorafenib Severe, Ankle swelling /an...

BEROMPHENIRAMINE + GUAIFENESIN + NOSCAPINE + PHENYLEPHRINE + THEOPHYLLINE
Brompheniramine + guaifenesin + noscapine + phenylephrine + theophylline

Mild, Bone marrow suppre...
Mild, Bone marrow suppre...

>=More
Wi t h i n th e d O m a i n Details » ADR Causative Agent (Chinese Medicine) ADR Information
Institution HE JERRE, et
VHA 5 B=E
15-Aug-2024 APTTPT VHA M+
15-Aug-2023 AD, RFT VUC4_A HEFE ERBE
15-Aug-2022 Haematology Result VHA ==More
27-Jul-2022  Haematol Laboratory Report (PDF VH_AHN
Y pjReuon ) = Prescribing History Details »
27-Jul-2022  Molecular Pathology Report (PDF) VHC4 —
; Date Medication
27-Jul-2022  Skin/Gynae Cytology34 VHA
- 15-May-2025 BIFLHCORTOLONE
01-Dec-2021 DESC, Pill, TOXG, TOXH VHA o
15-Feb-2025 Isoniazid 100mg tablet
15-Aug-2021 C, DD, FIB ZZ7_VH
=M RIFAMPICIN capsule
ore
29-Nov-2024 NERISOME FATTY (DIFLUCORTOLONME VALERATE, FATTY BASE) cintment 0.1% 109
Encounter / Appointment Details » SYMNALAR + VIOFORM cream 5g
Start Date Specialty HCP 15-Aug-2024 PanaDOL 500mg Caplet
03-Dec-2022 10:50 Internal Medicine 28-Jun-2024 Nimbex (cisatracurium (as besilate)) intravenous solution for injection and infusion 10 mg /5 mL
17-0ct-2024 11-00 Internal medicine 27-Jun-2024  Giprexin-{ciprad ir-{aslactatelHrtravenous-selutionfar jon-0-2-4%
23-Aug-2024 09:00 05-May-2024 cisatracurium (as besilate)
12-Aug-2024 14:00 Booked by Amah Rock Clinic 04-Nov-2023  paracetamol
01-Aug-2024 06:33 Internal medicine DR. LI CHI TANG 15-Aug-2023 RIFINAH 300 tablet
RONSON CLINIC 15-Aug-2023 OSCAL-500 (CALCIUM CARBOMATE) tablet 1250mg
(LOCAL NAME) 08-Jul-2023  AZATHIORRINE
25-Jul-2024 19:00 Dental medicine TiRoh (IR BECLOMETHASONE
Fii) PEGINTERFERON ALFA-2B
>>More RIBAVIRIN >>More

oy il

eHealth

HOE

Upgraded Features in eHealth Prd

Mini Assistant + Health Programme - Professional Broadcast
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“Restricted Access” pop up box would appear

M

Q[ Clinical ‘Administmﬁon ‘ Emergencyﬁccess| Standards ‘ Information

FHAEERE  PARTICIPANT17, BEARBERRY
ID Doc No. : VERIFICATIONDATA17 @

ES {237 Loca

DOB : 26-Mar-2013

Age : 12 years

Sex: M

MNon-Local Restricted Access

Details »

You are requesting to access Restricted Data according to your healthcare professional role.

Select the clinical data type(s)
that you would like to access

Select one or more of the following clinical data typeis):

Western Medicine:

LANILTI PYULS O DUy

Please indicate which restricted data category{-ies) you wish to access and provide supporting reason(s).
[Please note that all access to restricted data will be logged and subject 1o audi]

TAI MAN CHAN [ aA Logou
ETEY G O Allergy & | Select® | Close X
Request ADR Patient Record

Allergy Information
Certain, Anaphylaxis, Asth. ..
RET, H i

BE

==More
ADR Information

Mild, Abdominal pain, Ankl. ..

Referral Birth Record Severe, Ankle swelling /an...
Birth Record A + PHENYLEPHRINE + THEOPHYLLINE Mild, Bone marrow suppre...
v Condition hrine + theophyliine Mild, Bone marrow suppre. ..
Obstetrics - . >>More
. Supporting reason(s):
Encounter / Appointment Laboratory Record proring © ADR Information
S IEfERE, I
Provid : E.g. To review birth record before physical examination BE
pporting (s)
P =>More
UpTIauuil RELUIu =
Medication 27-Jul-2022 Haematology Laboratory
Prescribing History 27-Jul-2022 Mcflecular Pathology Reg Gann l [ p—
Dispensing History 27-Jul-2022  Skin/Gynae Cytology34
01-Dec-2021 DESC, Pill, TOXG, TOXH VRA
VT SEEEL Aot G 0D EE : o 15-Feb-2025 Isoniazid 100mg tablet
SEAL A EET g e - RIFAMPICIN capsule
Immunisation Record =>More ~
_ 29-Nov-2024 NERISOME FATTY (DIFLUCORTOLONE VALERATE, FATTY BASE) cintment 0.1% 10g
OBSenvation Record i SYNALAR + VIOFORM 5
i +
Blood Pressure f Pulse ETEEIIET AT TATET DEtaIS s ALy
Blood Glucose Start Date Specialty -Aug-2024 PanaDOL 500mg Caplet
Body Measurement 03-Dec-2028 10:50 Internal Medicine I . k f_ Jun-2024  Nimbex (cisatracurium (as besilate)) intravenous solution for injection and infusion 10 mg /5 mL
Public-Private Partnership 17-0ct2024 11:00  Intemal medicine C IC CO nrtirm LA R e =D
CA Breast Surgery Services 23-Aug-2024 09:00 May-2024 cisatracurium (as besilate)
CA Colorectal Surgery Services 12-Aug-2024 14:00 Booked by Amah Rock Clinic 04-Nov-2023 paracetamol
Cesarean Section Services 01-Aug-2024 06:33 Internal medicine DR. LI CHI TANG 15-Aug-2023 RIFINAH 300 tablet
Colonoscopy Services RONSON CLINIC 15-Aug-2023 OSCAL-500 (CALCIUM CARBONATE) tablet 1250mg
Cystoscopy Services (LOCAL NAME) 08-Jul-2023  AZATHIOPRIME
In-patient Transfer Services 25-Jul-2024 19:00 Dental medicine RipeLEE (PR B
0GD Services Fii) PEGINTERFEROMN ALFA-2B
! e
Radiotherapy Semvices >=More RIBAVIRIN ==More

Trauma Operative Services

|
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Workflow on Access to eHealth Viewer

=

m [ Clinical ‘ Administration ‘ Emergency Access ‘ Standards ‘ Information TAI MAN CHAN = aA  Logou
FEABEREE  PARTICIPANT17, BEARBERRY Data Correction
ID Doc No. : VERIFICATIONDATA17 @ DOB : 26-Mar-2013 Age © 12 years Sex: M Details » IR ADR | Palient | Record
BRD e seriee
eHeaIth — Description Allergen Allergy Information
Svnreann o 11-Feb-2023 P | Diabetes Mellitus aspirin + caffeine Certain, Anaphylaxis, Asth...
Lﬁﬁ COVID-19 Relsted Records | 10-Feb-2023 [ Vesical pain 44 1R, HftiBER

Personal Folder ] 14-Feb-2021 Delirium Seafood HE
14-Feb-2021 Septic shock Fi-4

(0] @ % 9 ni n , 14-Jun-2010 Pterygium ==More

» Clinical Note & Summary 11-Mar-2005 || Vesicataain ADR Causative Agent ADR Information
Climical N & Summary gentamicin Mild, Abdominal pain, Ankl...
Referral regorafenib Severe, Ankle swelling / an...
Birth Record BROMPHENIRAMIME + GUAIFENESIM + NOSCAPINE + PHENYLEPHRINE + THEOPHYLLINE Mild, Bone marrow suppre. ..
¥ Lonamon Erompheniramine + guaifenesin + noscapine + phenylephrine + theophylline Mild, Bone marrow suppre...

Obstetrics =>More

Encounter / Appointment ADR Causative Agent (Chinese Medicine) ADR Information
Problem & Procedure s EfEE, IEH
Problem / Diagne —— . e
procacure * iconremoved ts -
Investigation Re| __!| . . B EE
Endoscopy Record
o e e User will be diverted to the requested
Clinical Data page cate Medcaton
LrETai s 15-May-2025 BAFLLGORTOLONE
L ST 15-Feb-2025 Isoniazid 100mg tablet
::;ﬁ;gﬁﬁ?;:om RIFAMPICIN capsule
Observation Record 29-Nov-2024 NERISOME FATTY (DIFLUCORTOLONE VALERATE, FATTY BASE) cintment 0.1% 10g
Blood Pressure / Pulse Encounter / Appointment Details » SYMNALAR + VIOFORM cream 5g
Blood Glucose Start Date Specialty 15-Aug-2024 PanaDOL 500mg Caplet
Body Measurement 03-Dec-2022 10:50 Internal Medicine 28-Jun-2024 Nimbex (cisatracurium (as besilate)) intravenous solution for injection and infusion 10 mg /5 mL
Public-Private Partnership 17-Oct-2024 11:00 Internal medicine 27-Jun-2024  Giprexdn-el i ié Shth i
CA Breast Surgery Services 23-Aug-2024 09:00 05-May-2024 cisatracurium (as besilate)
CA Colorectal Surgery Services 12-Aug-2024 14:00 Booked by Amah Rock Clinic 04-MNov-2023  paracetamol
Cesarean Section Services 01-Aug-2024 06:33 Internal medicine DR. LI CHI TANG 15-Aug-2023 RIFINAH 300 tablet
Colonoscopy Services RONSON CLINIC 15-Aug-2023 OSCAL-500 (CALCIUM CAREONATE) tablet 1250mg
Cystoscopy Services (LOCAL NAME) 08-Jul-2023  AZATHICRRINE
In-patient Transfer Services 25-Jul-2024 19:00 Dental medicine TRpoL B (PR BECLOMETHASOME
OGD Services Fir) PEGINTERFERON ALFA-28
Radiotherapy Services »>More RIBAVIRIN >>More
Trauma Operative Services
<t

gAre you experiencing difficulties in accessing eHealth Records?

Click here!




OTP for granting access to restricted domain (Community-based)

Restricted Access

| have obtained consent and explained the reason(s) for accessing the restricted eHealth Record(s) to:

O Substitute Decision Maker, as patient is incapable of giving consent

Consent Means: One-Time Password

Please note that patiemt will receive a SMS or email notification when you request o access the restricted data and all access will be logged and subject
1o audit

[4p]

elect one or more of the following clinical data type(s) you wish to access

Western Medicine: One-lime Fassword

One-Time Password has been sent to email
ehrepp001@ha.org. hi. @

Birth Record
Supporting reason(s) for access One-Time Password: FMEN'II'

Send Proceed

Confirm Cancel




Additional Notification for Restricted Access (Community-based)

aeee | TE

< Messages £ Messages

VRENEE R EF4C R EE The restricted data
ZHE R & ERAE domain(s) of your eHealth
01/02/2019 14:34F, Record is accessed by Mr.

RS Erte et

Physiotherapist from

e A SR G AN GOOD CARE PHYSIO
HY & CENTER at 01/02/2019

(4m57:123456789012) - 14:34

£26):34676300 (No:123456789012).
Enquiry:34676300




Points to Note for HCProf. Using eHealth

* Before accessing eHealth
v'Ensure the access is authorised

v'"Make reasonable judgement on clinical ground whether and how much
information should be accessed

v “Need-to-know” & “Patient-under-care” principles

* When viewing eHealth
v'Interpret information with care
v'Explain any information accessed via eHealth to HCR

* Respect confidentiality of health information
e eHealth webpage
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Thank you




