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What procedures did 
my patient receive 

before?

Any allergy history 
of my patient?

What is the next follow 
up appointment of my 

patient?

What was the diagnosis 
of my patient?



Personal 
Identification and 
Demographic Data

Allergy and 
Adverse Drug 

Reactions

Diagnosis, 
Procedures & 

Medication

Encounter/
Appointment 

Clinical Note/ 
Summary

Birth and 
Immunisation 

Records

Laboratory and 
Radiology 
Reports

Other 
Investigation 

Reports

Healthcare 
Referrals 

Observation and 
Lifestyle Records

Medical 
Certificate 

*Patient can upload immunization records, medical certificates and observation data such as BP/P, 
blood glucose, BMI to eHealth via eHealth App. 

Scope of eHealth Sharable Data



Protecting Security and Privacy of Personal Data in eHealth

Role-based Access Control

Personal Data (Privacy) Ordinance (Cap 486) 
(PDPO)

Code of Practice for Using Electronic Health 
Record for Healthcare (COP)

Stringent Technical Requirements

Electronic Health System Ordinance

• Obtain consent from HCR
• Need-to-know” & “Patient-Under-Care”



Guiding Principles in defining RBAC Access Matrix 

• Different authorised HCProfs have different levels of access to 
data and functions

• Pre-defined differentiated access rights are set in accordance 
with the clinical needs or functions of different HCProfs

• Access the parts of the eHR only relevant to their professional 
service under the “need-to-know” principle



Enable Access by Stages

1. Doctors

2. Dentists 

3. Nurses (Midwives)

4. Pharmacists

5. Optometrists

6. Physiotherapist

7. Occupational therapist

8. Laboratory Technicians

9. Radiographers

10. Chinese Medicine Practitioner 

11. Chiropractor

12. Dental Hygienist 
Access to eHealth was enabled starting from 31 Oct 2025

Access enabled in Mar 2022
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6 HCProfs Community access enabled in 3Q 2019



13. Speech Therapists

14. Clinical Psychologist

15. Educational Psychologist

16. Audiologists

17. Dietitians

18. Audiology Technicians

19. Chiropodists/Podiatrists

20. Dental Surgery Assistants

21. Dental Technicians/Dental Technologists

22. Dental Therapists

23. Dispensers

24. Mould Laboratory Technicians

25. Orthoptists

26. Prosthetists/Orthotists

27. Professionals employed under Government or HA

28. Bioinformatician

29. Genetic Counsellor

30. Medical Social Worker

31. Chinese Medicine Pharmacy dispenser/technician

32. Chinese Medicine Pharmacy Practitioner 

Way Forward after 1 Dec 2025 Cap 625 Law Amendment 

Under DH Accredited Registers Scheme

Non-DH Accredited Registers Scheme Healthcare 
Professionals2
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Access will continue to expand in phases 
to 20 different types of HCProf



Patient’s eHealth Records 
in eHR Viewer

Access to the eHealth



Login and Select Patient 



Workflow on Access to eHealth Viewer

Click on Quick 
Launch Icons

Click on the       icon OR 
Click on the button 
within the domain



“Restricted Access” pop up box  would appear

Provide supporting reason(s)

Click Confirm

E.g. To review birth record before physical examination

Select the clinical data type(s) 
that you would like to access



Workflow on Access to eHealth Viewer

• icon removed
• User will be diverted to the requested 

Clinical Data page



OTP for granting access to restricted domain (Community-based) 



Additional Notification for Restricted Access (Community-based)

你的電子健康紀錄裏
受取覽限制的資料在
01/02/2019 14:34已
被好好物理治療中心
的黃大強物理治療師
取覽
(編號:123456789012)。
查詢:34676300

The restricted data 
domain(s) of your eHealth 
Record is accessed by Mr. 
WONG, TAI KEUNG, 
Physiotherapist from 
GOOD CARE PHYSIO 
CENTER at 01/02/2019 
14:34 
(No:123456789012). 
Enquiry:34676300



Points to Note for HCProf. Using eHealth

• Before accessing eHealth
✓Ensure the access is authorised

✓Make reasonable judgement on clinical ground whether and how much 
information should be accessed 

✓“Need-to-know” & “Patient-under-care” principles 

• When viewing eHealth
✓Interpret information with care

✓Explain any information accessed via eHealth to HCR

• Respect confidentiality of health information

• eHealth webpage



Thank you


