MraOcean CHAN - e . 4

SeniorSystems WVlzipzie)eir (Projeci




Government’s Cyber Security Strategy

To support the sustainable development of digital government, economy and society

Regulation and Guidelines

\
Protection within the Government
|

Mainland & International Collaboeration

[

Supporting the Community

[

Nurturing Talent
/




Regulations and Guidelines
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3 Obligations
of Critical Infrastructure Operators

Organisational

Maintain office in HK and dedicated unit

Preventive

Implement security plan, conduct risk assessment
and audit regularly, etc.

Reporting & Incident Response

Conduct drill regularly,
formulate contingency plan,

Well-established legal system
against technology-related
cybercrime

Supporting Facilities

Policies

Unified Service Platform

and Application
Laws

Opening Up. Sharing and
Flow of Data

Guidelines

Technical
Standards

Common Data Platform

Data Centre

Practice Guide for Cloud
Computing Security

Principles of
Data Governance

i Tele- SR
and report incident timely . communica-
tions & "
broadcasting
.
8 Banking &
" Designated
Sectors
b AN IT Security Policy,
Land
transport

The Protection of
Critical Infrastructures (Computer
Systems) Ordinance

Guidelines and Best
Practices



Protection within the Government

Governance & Organisation ~ Process

« Framework of information security + Security by design

management and incident response
* IT security policy and guidelines

« Compliance audit
 In-depth information security

compliance audit

Additional stress test and security test

» Regular health check and penetration
test

* Annual cybersecurity attack and defence
drill

* Privacy by design
+ Security monitoring and alerting

. Staffcapablllty
« Cybersecurity awareness



Protection within the Government

CENTRAL

Information Security.

Management Committee (ISMC)

Oversee
Government IT
Security

IT Security Working Group

(ITSWG)

Execution Arm

Government Information

Security Incident Response
Office (GIRO)

Support
Security Incident
Handling and Response

B/D/Os

Departmental IT Security
Officer (DITSO)

Departmental Information

Security Incident Response
Team (ISIRT)

Perform Departmental
Security Management

o
g8

Strengthening of oversight responsibility

@8 © -+ Appoint a senior directorate officer or the head/ deputy head of the management team of

relevant organisation to oversee information security work




Protection within the Government
GovCERT.HK

Dedicated to coordinating information and cyber security incidents for the Government
Established in April 2015 @ https://www.govcert.gov.hk/

Disseminate security alerts

Coordinate and advise government : _
and relevant information

departments in responding to
information security incidents in the
Government

Promote security awareness
to the Government and the
general public

Collaborate with the CERT community and
industry to share information on security
threats and related information




Protection within the Government

Staff Capabilities and Awareness Building - Training

Innovation and Technology (I&T)
Leadership Series Thematic Seminars

Al x BEER 2: 8RR RAIIRBS 2B T {E)

Certificate in Cybersecurity for the
Public Sector

CISP Training



Protection within the Government

Staff Capabilities and Awareness Building — Drill & Exercises

Hong Kong Cybersecurity Attack and Defence Drill

-
Phishing Drill Campaign



Protection during Major Events

Measures to support the smooth operation of information systems

« Strengthen protective measures for digital infrastructure
« Enhance cybersecurity monitoring, threat intelligence sharing and analysis
« Conduct large-scale cybersecurity attack and defence drills

» Ensure the security of Hong Kong's Internet infrastructure and digital
government services during these major events




Mainland & International Collaboration

CNGERTICC & /CERT.HK

National Computer Network Government Computer Emergency
Emergency Response Technical Response Team Hong Kong H KCE RT
Team/Coordclzrrl]?::n Center of Hong Kong Computer

Emergency Response Team
Coordination Centre

£ APCERT

ia Pacific Computer Emergency Response Team

Asia Pacific Computer Emergency

Response Team
& tREEmKe
World Internet

C E RT/ C C Conference
Computer Emergency Response 4

Team / Coordination Center World Internet Conference

Forum of Incident Response and
Security Teams
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Supporting the Community

Support for Enterprises
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INCIDENT RESPONSE
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Supporting the Community
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Nurturing Talents
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Recent Cybersecurity Initiatives

Aug

Oct

Cyber Attack and Defence Elite Training cum Tournament (CADET2) 2026

China Cybersecurity Week 2026 and Hong Kong Cybersecurity Week
* Hong Kong Sub-forum

Hong Kong Capture The Flag Challenge 2026
Hong Kong Cybersecurity Attack and Defence Drill 2026

CYBERSECURITY SYMPOSIUM AND SUMMIT 2026
Cyber Security - From;Emgrging Threats to Agentic Al Goverance

Cybersecurity Symposium and Summit 2026

\
/Y

! Reach out to cybersec@hkpc.org for inquiries.




Cybersecurity Defence Programme

 Leverage the positive certification effect
AN Cybersecurity to str(e,ngtheh business partners’ and the
@ R public's confidence
Certification - Encourage organisations to enhance their
cybersecurity posture.

Platform for » Foster collaboration with key cybersecurity

/6 : stakeholders
6@ Sharing Threat . Exchange threat intelligence to strengthen
. Intelligence defence capabilities across organisations

 Provide shared cyber-defence tools,
@ Shared ongoing training and community outreach
&&& activities
M Defence Tools . Assist organisations in reducing their
exposure to cyber-attack risks




Thank You

Digital Policy Office
The Government of the Hong Kong Special Administrative Region
of the People’s Republic of China
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