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i The Hong Kong Medical Association

= Found in 1920 5w TH T2

= Civium sanitatem
servare"

s As of 30.9.2011,

= Total membership
9,009



i HK doctors statistics

= Total no of registered doctors:12,818
= Local: 11959
= Overseas: 859

= As of February 2011, the HA employed
5063 doctors



Hospital authority and DH
i largest employers

= >90% of Inpatient care
= 20% primary care

= The HKMA membership include both
the public and the private sectors

= Useful role in the ehealth project



i Medical Information Exchange

s 2002 — HKMA Study Group on Medical
Information Exchange

= Exchange of medical information in the
medical profession
= Improve communication ->improved patient care
= Laboratory tests need not be repeated
= Records integrity
= Improve patient safety



Data communication
i requirements

= Data needs to be computerized

s Data needs to be standardized

= Eg Upper respiratory tract infection, flu,
Influenza, URI

= Eg ibuprofen, brufen, uni-profen

s Efficient and secure means of
communication

s Data can be re-used after transfer
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i The TaoYuan Project +% F]:+ 3

= A project to develop an Open-Source,
clinic management system

s HK$999,580 Funding from the OGCIO
= Two years in development
= Free-of-charge to all doctors in HK
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i Advantages of HKMA CMS 3.0

= Open-Source system
= Standardized data format
= Multi-purpose platform

= Abllity to connect to other medical
iInformation systems In future, e.g., HA,
private hospitals, eHR and the ePR

= Free of charge to doctors of the world




i The HKMA CMS 3.0
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- @S v3.0

anagement System
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Press Conference and
Lgunching Ceremony
= The HKMA CMS 3.0

launched on 28 August o EEDER
2009

= |IT professionals invited
to take part in future
development

+ Qver-subscribed

+ Had to organize two
more workshops




i Grand plan — To CONNECT

= To provide a HOLISTIC Medical
Information exchange

= All use the same terminology, same
data structure, same messaging
standard

= A platform to facilitate info exchange
between private and public doctors
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i Public health Schemes

= Current public health schemes include
eHealthcare Voucher Pilot and various
Vaccination Subsidy Schemes

= Reimbursement by electronic means

= Doctors have to log on to web-based
electronic platforms to do the
submission
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) eHealth System - Claim - Mozilla Firefox = |
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2221, Search Account 2. Enter Details 3. Complete Claim
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2. Enter Details 3. Complete Claim
1a. Get Consent 1b. Enter Details

0 Temporary eHealth Account has been created!

@ Lccount Information

Feference Mo, C10603-85049-0
eHealth Account Creation Time 03 Jun 2010 17:55

Document Type ' rd
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DOB 1918
Sender Female
Date of [ssue 201006
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1. Search Account 3. Complete Claim

Enter Details

@ Lcocount Information

Document Type Hong Kong ldentity Card
MName Diate of Birth / Gender 1918 f Female
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@ Claim Information
Fractice Dr Ho Chung Ping (1)
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23vPPV NIA £1390 Waccine Cost $140, Injection Cost: !
Total Amount $190
Privacy Policy | Disclaimer | System Maintenance |
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1. Search Account 2. Enter Details

0 Claim completed! Please record the Transaction No. to Consent Form.
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Subsidy @ Diose Armaount Femarls
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i The new HKMA project

= Data communication slow, ways to
enhance the flow Is needed

= Improve In efficiency
= Security needed to be maintained

= “When there is a divide, you build a
bridge”



i Physical and cultural divide

= HA CMS 2.0 = Many private clinics
achieved data not computerized,
standardization, only 500 HKMA CMS
advanced and 3.0 installed
reliable = Private doctors older
= HA doctors younger In average

= Medical knowledge = Private doctors more
up to date experienced (?)



i The Wuhan Bridge

= 1949 — People’s
Republic of China
(led by Chairman
Mao)

= 1955 — the first
bridge built across
the Yangtse
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i HKMA Wuhan Project

s HK$2,956,000 Project funded by
eHealth Office

= Integration with e-voucher and other
services

= Integration hub for medical information
exchange

= Training Program for doctors using the
HKMA CMS 3.0
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Integration with Public health
i Schemes

= By Integrating various services with the
HKMA CMS 3.0, doctors can log on with
the CMS

= the necessary information for the
schemes can be captured and reported
automatically

s Workload of the doctors can be reduced
significantly




i Authentication

IH stores a list of authenticated clinics which are using CMS.
Authenticated CMS system can gain access to the services
provided by IH.

3rd party systems can simplify their authentication framework

by trusting and using the authentication framework provided by
IH.




i Data Security

Multi-level point-to-point encryption using public-private keys.

. CMS, IH and 3rd party systems will each see specific
Information intended for its consumption.

Data from CMS to 3rd party systems can be encrypted for 3rd
party systems consumption only, such that IH cannot look into
the data.

Return data can be optionally encrypted.



Sample Exchange:

Encrypt by IH's public Key

Signwith dinic's Private Key

L Encrypt hy 3 party system’s Public Key

Doctor's Auth. Info Data collected

according to the data

Key forencrypting
the return message

Data collected
according to the data
scheme

Key forencrypting
the return message

Integration Hub(IH)

Data collected
according to the data

Encrypt by 3 party system’s Public Key

the return rmessage

Key for encrypting

.Sign with IH's Private Key

_.; Encrypt by 39 party system’s Public Key

Doctors Auth Data collected

Ian according to the data

Key for encrypting
the return message




Sample Exchange:

Clinic

Return data package

Integration Hub(IH)

Encrypt by Clinic’'s Public Key

. Sign with IH’s Private Key

Encrypt by the proavided by Clinic

Return data package

. Sign with 3rd PEII"W System’s Private Key a EI'II::I":."F:It lj':.-' the F_m:l'-.-'idEEJ lj':,-' Clinic

Return data package
Ercr ypt b yt he ke ¥ provi ded b i Clinic
Return data package

Encrypt by IH's Public Key




MS — DISPENSARY J1

Jispensary

NG SHEUNG eHealth Information

Lahel Ianguagel Type Remaining Quantity

Iterm Health Care Youcher Scheme 0

eHealth System Claim Submission

Tatal($) Fleaze log in the eHealth System for patient's vaccination record and vaccination subsidy available,

Drug Allergy: Ny

=
o
=
[= 8
i
v
o
@
[
o

Claim history for current consultation

Scheme Transaction Dat Transaction 1D Status Amaunt Errar
[} s L
= Print Invoi Health Gare Voucher Scherme  17/06/2011 17:4 Tv11617-370658-0 g $250.00
- [term . arks
Total claim amount: £250

Total($)

ot $0.00

i
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DISPEMNSARY 2 Patient Search

Jispensary :

Lahel language :| = Print Labels = Print Prescription Form

Itermn T TID Diays iy LInit Instruction  Advisory Femark LInit Pri - Amt & [B]

Total(F) F0.00
Crug &llergy: No Allergy Record

Prescription

ltern Standard () Billed (%) Remarks

Total{$) $0.00

= Print Receipt Billed Amount: $0.00
[] Payrment Method Remark Amt &
(= N+ 7| " eHealth System g $250.00
@o 1 $0.00
Total Paid Amournt{$) $250.00
Outstanding Amount($) -$250.00
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i [01/02/2011 ] Encounter Type: Eelyt=lieyilly
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4 o
| =1 Mo Vital Sign Data.,
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| - Syrnptorn: Dbty ation:
p=! | fever and weight loss rmuscle wasting
P
>
w
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S check xray chest cena form a
Diagniosis:
Diagnosis Remark
@on
a Save 1= Print ‘ A=l Select g prescription template hl Copy From Previous hl Englizh h_
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@ e 0.00

§0.00 000 [
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F0.00

Prescription

l i‘ Save as Template lEi Print Invoice R E=RNTR =l dE E hl Copy From Previous h_
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hank wou for your notification, the Motification Mumber 11002744 is assigned for this
ase; you may print a copy for record purpose. Should you have any guestions, please
ortact us in office hours at 2477 2772, To report URGEMT CASE after office hours,
lease alzo contact duty Medical Control Officer ta facilitate prompt public health
nvestigation and contral actions.

CENO Report Form 3

Patient’s Information

oo
fewver ar SUrname; Test patient Other Mame:

S Male Fernale DiCE:

HEID: PasspottfOthers:
=it | portf
severe |

Patient’s Home Address

Flat: Floor:
Jiagnosig

Building: Yue Wah Bldg

e Street Mo.:
= &)

y District:
= &

m Patient's Work Address

Marne of Work/School: | Iui ming choi kindergarten

= &
Flat: Floar:
Buildlirig:
Street Mo, 25
- District:
mplet

Hospital Information

| Close | [Print a Copy |

Marne in Chinese:

PESa6ESZ Mabile:
Block:
Estate:
Streat: Mathan Foad
Phiorme:

Job Title/Class attended:

Black:
Estate:
Street Inverness Road
Phane:

BEG62223
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The Integration Hub
i Wuhan Bridge’

s 1. An open standard for information
exchange among healthcare service
providers.

= 2. An infrastructure for allowing different
healthcare providers to exchange electronic
Information conveniently and securely.

= 3. An Infrastructure for reporting of
notifiable diseases to the CENO of the
Department of Health.



i Beyond Wuhan....

= TO connect
petween private
abs, private
nospitals and
the HA hospitals

= Ultimately to
the rest of the
country
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