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21st Century Health Challenges

. Aging population
. Health expenditure

. Scare health resources

. Efficiency improvement

1
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4. Quality and safety issues
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6. Technological advancement
7

.-Public and private partnership



“Building a Healthy Tomorrow”
(2005) — Territory-wide patient record
system enable better access to patients’
records to facilitate future service model
which emphasizes primary care, better
use of healthcare resources and enable
transfer of patients between public and
public sectors

“Your Health Your Life” (2008) -

Government take the lead in the
development of the infrastructure for

sharing electronic health records in
both the public and private sectors



Develop a territory-wide electronic

health record sharing system, which

save medical costs, minimize errors and safequard
patients’ health...

This electronic system will underpin the reform
of our primary healthcare services...
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Electronic Health Record
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Government led project

Territory wide eHR

Government policy "




Opt-In Model

Practicality-

The Essence of
eHealth Record
Sharing System

Dr Hon Leung Ka-lau
Legislative Councillor (Medical)




Standard-based Sharing

eHealth Solutions
In Practice

To allow different healthcare IT systems to
communicate via the eHR Sharing System,
standards such as clinical terminologies and
technical specification must be established.

Mr Michael Fung:
Chief Systems Manager (eHR), Hospital Authority



4 Steps for Meaningful Data Sharing
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Voluntary Participation

Participation in eHR sharing should be based on the patient’s
Express and Informed Consent and on a Voluntary Basis

Enro!ment Form

patient profile

\
\

\ \ Patient gives consent to A 4 )\
i healthcare provider to 08

access his/her eHR

Healthcare
provider
joins eHR

Patient gives
consent to
share eHR
With all required
consents healthcare
providers can access

E= s patient’s eHR
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Sharable Data

Discharge
Summary

Personal
Particulars

Diagnosis Procedure

Investigation Referral




Electronic Health Record
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Problem & Procedure
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Procedure

Medication
Prescribing History
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Radiology Record
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Ulirasonography
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Last 1 year

Institution QEH
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Meaningful Use of eHealth

Healthcare
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Hospital - Discharge Summary

WONG, FLOWER(7%)
HKIC: A123456(7)

g Discharge Summary

DOB: 01-Mar-1960

Age: 55 years

Ward: 5A-30

Hospital No.: ckkdxpx001

Adm: 18-Sep-2015 Episode No.: ckkdxpx001

Adm Date: 18-Sep-2015 12:00

Allergy (n)

ADR (n)

Alert (n) Update @

No record

No record

No record

Discharge Note with description and History ® Template ® 3

details

Attending Date: | 4 |18-Sep-2015

& Sick leave certificate

Start Date: |4|18-Sep-2015

Discharge Diagnosis (new) History ® Favour® ® I3 Medi’ tion Or r Erif (new) Refresh ® New ® I3
P 72 Description | ~ Medication Date
| N@ecord
B
Procedure (new) ol 9w ® Flvourite ® I3 Investigation (new) Template ®
P Description e Surgeon Anaes... Date Description Department
Letter (new) History ® Other Letters @
& Attendance certificate Bl R naaininanbioad
I Hospital / Clinic Date Time

| b |

m

| b B No. of day(s): { =

m

No. of detailed copies: 1'%

No. of patient copies: 12

| History by Episode | | Preview | | Sign and Print | | Save Draft | | Close




Clinic - Consultation Note

@i Charts and Trends ” Immunisation Record &% Social History @ Clinical Reminder [1]
Filter by Al v .
Prescription Attachment Hx Letter Hx Update Allergy / Alert profile
[Tag

Date mtending Reason Consultation Details 23-Jul-2013

23-Jul-2013  Upper respiratory tract...
23-Jul-2013  Mechanical low back ...

| Assessment g Attachment

T = m Plan of Management
[ ¢ Displaying 1 - 2 of 2 = mURTI
23-Jul-2013 r
Attending Reason [ Copy ;
- Upper respiratory tract infection
Clinical Notes Copy N
RN, C, ST, HA, Fever x 3 days @ Diagnosis |
No SOB frash Attending Reason Search Here v Chronic Problem
Travel fix ] Diagnosis ) DXDate Diagnosis Status
Fam members well No items to show. MNo items to show.
Mo clustering in school
PIE: temp normal, no rash/ LN 3 B Procedure |
| £




eHR Sharing
A New Era of
Healthcare Services

Having medical records readily available to

healthcare providers enables timely and effective
/ treatment modalities, thereby helps people stay
healthier in the long run.

Dr Cheung Ngai-tseung:
Consultant (eHealth) of the eHR Office



Patients’ Support
and Concerns
over eHealth
Record Sharing

Mr Pang Hung-cheong

Community Organiser of Society
for Community Organisation




eHR Supports
New Models of Healthcare

With the eHR Sharing System in place, the
transparency of diagnosis will be enhanced,
which unquestionably is in patients’ favour.

Prof Fok Tai-fai:
Pro-Vice-Chancellor and Professor of Paediatrics
Chinese University of Hong Kong




Public-Private Interface—Electronic Patient
Record Sharing Pilot Project (PPIl-ePR)

e Launched in April 2006

e Sharing of clinical information between
HA and private sector

 Utmost importance for success of PPP

* A prelude to eHR
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Target Patients Shorter waiting time
% HA GOPC patients
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1. To invite patients with diabetes mellitus in 4 A one-off, maximum subsidy of $5,000 to patients for cataract surgery provided by private ophthalmologists.
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Patients who are currently on HA shall issue invitation letters to
Hospital Authority hospitals’ routine invite patients in batches, according to
waiting lists for cataract surgery for their waiting time.
the longest period and only require Note: There is no need for patients
local anaesthesia cataract surgery. to apply on themselves.

Programme Features

& Patient can select a private doctor from the participating private doctor list as family
doctor

& Up to 10 subsidised consultations per year, including consultations and drugs for
treating chronic conditions and episodic ilinesses

& Relevant investigations will be provided by HA as specified through participating private
doctors’ referral
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“ The secret of getting ahead
is getting Sta rted »



Regulations & Best Practice For
Using eHRSS



Electronic Health Record Sharing
System Ordinance (Cap 625)

Legislation




Legal Protection of Security & Privacy

Security {2
— protection of the system and the data from E@

malicious attacks and exploitation

Privacy FA[Z ‘auz:zz'
— Right to have control over how one’s personal n
information is collected and used

—a

Duty of Confidentiality =& 1+

o

— Set of rules of behavior and principles to limit or M
restrict access to information

International Association of Privacy Professionals (IAPP)



eHRSS Ordinance (Cap 625)

1. Establishment of System
2. Registration of Healthcare Recipient
3. Sharing Consent

5. Registration of Healthcare Provider
6. Use of eHR

9. Safeguards for Access to eHR

10. Application to data or information that is personal
data under PDPO

11. Offences



eHRSS Ordinance (Cap 625)

An Ordinance to provide for the

estab

shari

ishment of the eHRSS, the
ng and using of data and

information and protection of
system, data and information



Sharing

Sharing means providing or
obtaining any sharable data
through the System



Uses of eHR

Healthcare
Research and Statistics
Disease control and surveillance

=W e

Use permitted by or under any other law

S27-31
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Joining Consent £ Ei[5] &5

For eHR Commissioner to share the person’s
sharable data in eHRSS, for healthcare and
referral purpose, with any prescribed HCP to
whom the person or the person’s SDM has given
a sharing consent
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Sharing Consent B A [E =

For Healthcare Provider to share data in eHRSS,
and can share it with another prescribed HCP
for healthcare referral purpose



s3

Eligible SDM f{;2 A

Persons who may act as SDM

Persons incapable of giving consent

Minor (below 16 years old)

HCR who is not a minor (above 16 years

old)

1.
2.
3.

Parents

Guardian

Persons appointed by court to
manage the affairs of the HCR
Family Members or person
residing with the HCR

HCP

Guardian

Director of Social Welfare or any
other person under MHO*
Persons appointed by court to
manage the affairs of the HCR
Family Members or person
residing with the HCR

HCP



HCP Registration

Provide healthcare at one service location in HK

* Hospitals, Nursing Homes and Maturity Homes

 Maedical Clinics

* Dentists

 Residential Care Homes (Elderly Persons)

 Residential Care Homes (Persons with Disabilities)

A specified entity that engages a healthcare
professional to perform healthcare

s19
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Need-to-Know & Patient-Under-Care
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HCP must take reasonable steps to ensure access
to any health data of the HCR is restricted to
1. a healthcare professional who may perform

healthcare and

2. that may be relevant for performing healthcare
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Regulations for Use of eHRSS

Legislation

Code of Practice, Policy,
Procedures &Guidelines

Standards & Specification




Purpose of the COP

1. Provide good practice and recommendations

. Facilitate understanding of operation and
reguirements

. Guide use of eHRSS in secure and proper
manner
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Overview of COP

Registration of HCP

Handling registration of HCR

Obtain HCR’s consent for eHR access
Manage HCS’s user account

Manage HCP’s own clinical records
Ensure general system security
Make data sharing to eHRSS secured
Handing DAR and DCR

Maintaining user account

. Update records for eHR sharing

. Points to note before accessing eHR

. Points to note when viewing and using eHR
. Respect confidentiality of HCR’s information
. Enquires and assistance



Healthcare Provider

1. Registration as HCPs in eHRSS

— Participate on voluntary basis

— Observe Conditions of Registration and COP
2. Handling of registration of HCR

— Handling registration and personal data and HCR
requiring SDM

3. Obtaining HCR’s consent for eHRSS
— Obtain express and informed consent



Healthcare Provider

4. HCP to manage healthcare staff’s user account
— Create and update staff accounts
— Assign staff access to eHRSS on “need-to-know” and
“patient-under-care” principles
5. HCP’s own clinical records and sharing of eHR
— Maintain clear and updated clinical records
— eHR is not a replacement of HCP’s own health records

— Upload and share if the information is readily and
electronically available and within sharable scope as
soon as possible



Healthcare Provider

6. Ensure general system security

— System security guideline and practices and
prevention of unauthorised access

7. Ensure data sharing to eHRSS secure

— Comply with standards, policies and requirements
for security and data sharing

8. DAR and DCR
— Follow guidelines by eHRC and PCPD



Healthcare Professional

1. User account
— HCP to open and maintain user accounts

— Professionals to provide professional registration
information for verification

2. Points to note before accessing HCR’s eHR

— Professional judgment to interpret information in
eHRSS

— Emergency access when needed



Healthcare Professional

3. Points to note when viewing and using eHR
— Interpret with care
— Not a substitute for personal communication

4. Respect confidentiality

— Duty of confidentiality of information



Trust
Protection
Participation



